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Ref: OIA-2023/24-0349 

Dear  

Thank you for your Official Information Act 1982 (the Act) request received on 6 December 
2023. You requested an accessible copy of the following documents: 

• Enhancing Critical Infrastructure Resilience (CAB-23-SUB-0226)

• Critical infrastructure phase 1 discussion document.

Our response 
Please find attached a copy of the Enhancing Critical Infrastructure Resilience (CAB-23-SUB-
0226) documents, which includes the critical infrastructure phase 1 discussion document.  

I have decided to provide you with a copy of these documents in two formats to ensure you 
receive a version that is suitable to any accessibility tools you may use. The two formats 
available are: 

1. PDF document which has been scanned and run through Adobe’s OCR functionality,
and

2. A read-only Word document which has been manually altered to provide written
explanations of images, tables and figures.

We hope these are more useable than that on our website.. 

Please note that the attached document is subject to certain information being withheld under 
the Act. Where information has been withheld, the appropriate section of the Act has been 
noted. This may appear differently between the two documents as follows: 

• Within the PDF withheld information may only be referenced by use of a refusal ground
(eg. 9(2)(g)(ii))

• Within the Word Document withheld information will be reference by way of a sentence
stating information has been withheld and under which ground (eg, Name [withheld
under section 9(2)(g)(ii)]).

The first page in both documents is a proactive release cover page which provides a key to 
the withholding grounds used within the documents. For further information about the Act or 
withholding grounds, you may wish to refer to the Official Information Act available online at: 
www.legislation.govt.nz/act/public/1982/0156/latest/DLM64785.html?search=ts act%40bill%
40regulation%40deemedreg official+information resel 25 a&p=1.  

In making my decision, I have considered the public interest considerations in section 9(1) of 
the Act. No public interest has been identified that would be sufficient to override the reasons 
for withholding that information. 

You have the right to ask the Ombudsman to investigate and review my decision under section 
28(3) of the Act.  

This response will be published on the Department of the Prime Minister and Cabinet’s website 
during our regular publication cycle. Typically, information is released monthly, or as otherwise 
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Proactive Release

The following documents have been proactively released by the Department of the Prime

Minister and Cabinet (DPMC) on behalf of Rt Hon Chris Hipkins, Minister for National

Security and Intelligence:

Proactive Release: EnhancingCritical Infrastructure Resilience

The following documents have been included in this release:

Title of Briefing: Enhancing Critical Infrastructure Resilience — Release of Discussion

Document

Title of Paper: Acting urgently to strengthen the resilience of New Zealand’s critical

infrastructure system — Release of Discussion Document

(CAB-23-SUB-0226)

Title of Minute: Acting urgently to strengthen the resilience of New Zealana’s critical

infrastructure system — Release of Discussion Document

(ERS-23-MIN-0025)

Title of Minute: Acting urgently to strengthen the resilience of New Zealand’scritical

infrastructure system — Release of Discussion Document

(CAB-23-MIN-0226)

Someparts of this information release would not be appropriate to release and, if requested,

would be withheld under the Official Information Act 1982 (the Act). Where this is the case,

the relevant section of the Act that would apply has been identified. Where information has

been withheld, no public interest has been identified that would outweigh the reasonsfor

withholding it.

Key to redaction codes:

e Section 6(a), to protect the security or defence of New Zealand or the international

relations of the Government of New Zealand;

e section 9(2)(f){iv), to maintain the confidentiality of advice tendered by or to Ministers

and officials;

e section 9(2)(g)(ii), to prevent improper pressure or harassment.

© Crown Copyright, Creative CommonsAttribution 4.0 International (CC BY 4.0)
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Date: — 1 March 2023 Report Na: DPMC-2022/23-753
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Priority level:  
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Rt Hon Chris Hipkins
Prime Minister and Minister for National
Security and Intelligence

Hon Andrew Little
_ Minister Responsible for the GCSB

Hon Ginny Andersen

_ Minister for the Digital Economy and
Communications

 
regulatory settings.

agree,if Ministers would prefer
to continueto prioritise work on the
critical infrastructures’ cyber
résilience, to commence
consultation on an alternative draft
Cabinet paper (AttachmentE).

  

   
  

 

   

Hon Grant Robertson Note the contents of this report. NIA

Minister for Cyclone R
ec

  

 

  
  

  

    

  

    
  
  

  

   

  

_ ByTES2 5 s ces  epeputy Chief Executive - s9(2Ka)i) emacs soy

ational Security Group : |
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epee |Principal Policy Advisor s9(2\(g)(ii)

    
Peonconsulted on eeuue

‘hese agencies were consulted on the discussion document and Cabinet paper: Ministry of Foreign Affairs
ind Trade, Treasury, Ministry of Business, Innovation and Employment, Ministry of Transport, Department

_ of Internal Affairs, Ministry for the Environment, National Emergency Management Agency, Te Waihanga
(the Infrastructure Commission), New Zealand Security Intelligence Service, the Government
Communications Security Bureau, Commerce Commission, Electricity Authority, Reserve Bank of

| New Zealand, and LINZ.  
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Date 1/03/2023 ~ Security L
 

Purpose
 

   

   

    

1. In late-2022, Cabinet agreed to progress tw pi ces of legislation to enhancecritical
infrastructure resilience — one focussed.on
on broaderresilience (including against |

 

and the Prime Minister's concerntk
hazards be completedpriorto 2025,Wepropose that the decision to develop two separate
Bills andprioritise workon esilience be revisited. Given this changed context, we

  

  

  

 

    

  

   

  
  

‘Cabinet papers for Ministerial consultation, one that continues to prioritise
1. cyberresilience and one that seeks to combine and accelerate the entire work

7 gran me; and

iscussion documentsetting out the limitations of New Zealand's current regulatory
proachto delivering critical infrastructure resilient to cyber and other hazards and

threats, which can be released undereither option.
 

he Prime Minister has overall responsibility for this work as part of his National Security and
intelligence portfolio (it is part of the Foreign Interference Work Programme).

The Minister Responsible for the Government Communications Security Bureau and the Minister for
the Digital Economy and Communicationsare jointly responsible for work to enhance cyberresilience.

The Minister for Infrastructure is responsible for monitoring the Government's response to the
infrastructure Strategy.

The Minister for Cyclone Recovery is copied in given this work’s interaction with this portfolio’s
interests.   



Executive Summary
 

Background and context

4.

Cyclone Gabrielle hasillustrated the need to urgentl
natural hazards, alongside cyber and other threats

7.

   

 

Critical infrastructures — like electricity, water, transport and telecommunications networks —

underpin almostall of New Zealand's economic activity and are essential to
New Zealanders’ health and wellbeing.

As most recently illustrated through the Auckland floods and Cyclone Gabrielle, the loss,
damage,disruption, and immobilisation ofcritical infrastructure can severely prejudice the
provision of essential services, undermine public safety, and pose national security thre
New Zealand's regulatory settings are demonstrably notfit for purpose in managing the:
hazards and threats.

  
   
  
  

  

  

 

      

Recognising this, in late-2022 Cabinet agreed to develop twopiecesoflegislatio

critical infrastructure resilience.

- Thefirst, focussed on cyber threats, was proposedto befast-trackedfo
2024. This recognised that despite the growing cyber threat, man
infrastructures are insufficiently prepared to respondto, recoverf
incidents, which can severely disrupt or paralysecritical set

 

- The second, focussed on broaderresilience against all hazar

In light of the significant infrastructure vulnerabilitie natural hazards demonstrated by
Cyclone Gabrielle and the Prime Minister’s concer concluding work to enhancecritical
infrastructure resilience in 2025 wasnotfast ugh, this paperinstead recommends

seeking Cabinet agreementto:

  

   
     

 

  

   

  

- take forward this work through a single, comprehensive pieceof legislation to be

introduced in late-2024; and

the shortcomings of our current regulatory settings,
cense for reform and ahead of consultation on

- shortly commence consultation
as a first step towards creating
specific reform options‘in:

 

024.

Weconsiderthat pri
introduction in 202:
    

  

10st effectively build on, and help to guarantee, the investments
ate sectorwill inject to building back better as part of the

3 is because it would best ensure that critical infrastructure owners   
amentary time through 2024 and 2025.

! To deliver on this recommendation, a draft Cabinet paper, discussion document(for

technical audiences) and summary discussion document(for lay audiences) are available at

Attachments A, B and C respectively.

. Alternatively, if you would prefer to continue to progress this work through twoBills,
Attachment D sets out a proposed approachto doing so, while AttachmentE includes a draft

Cabinet paper seeking agreementtothis.



While necessary, progressing this work quickly will carry risks

12. While this work is highly important, delivering a regulatory regime to enhancecritical
infrastructure resilience will be complex and costly. Recognising this, coupled with aa
potentially rapid reform process, s6(a)

13. To help mitigate these risks, we have proposedanintensive two-stage consultation process
that will best allow the Governmentto build social license for reform and tailor any options to
New Zealand's specific geographic and economic conditions. However, we also recommend
that you (the Prime Minister) agreeto:

sear

- officials briefing all political parties on this work before consultation commences.

14. Finally, we recognise that you may wish to progress regulatory reform fasterstill given the
devastating impact of recent events. The convention against releasing significantpolicy
announcements or options for reform during the pre-election period wilblikely constrain our
ability to do this. However, this could be overcome with cross-party agreement to continue to
progress this work during that period.

Next steps

15. To ensure that the timelines Cabinet agreed in December can:adie‘fet (irrespective of
whetheryouelect to proceed with two Bills or one), we propose:that the attached Cabinet
paper and discussion documentsbecirculated for Ministerial.consultation (subject to any
desired changes) by 15 March. This would allow these to be considered at DEV on
5 April 2023 and consultation to commencefor one month from 12 April 2023.

16. During the proposed Ministerial consultation period, wewill continue to make minoreditorial
and graphical changesto the documents. .

17. Subject to your decisions on this briefing, ‘we will also provide additional advice as soon as
possible with: i

 

~ talking points to support youat abinet:

~ apress release to announcepublic consultation; and

~ potential meetings:avith other political parties on the need for and potential pace of
reform.



Recommendations
 

We recommend you:

1. Note that in late-2022, Cabinet agreed to progress two Bills to enhance

the resilience of New Zealand'scritical infrastructure — one focussed on

cyberresilience in 2024(reflecting the urgent need to enhancecritical
infrastructure resilience to cyber threats) and one focussed on broader

resilience in 2025.

2. Note that Cyclone Gabrielle has demonstrated the weaknesses of
New Zealand’s broadercritical infrastructure system to natural hazards,

with power, communications, transport, and payments systemsall

experiencing significant outages.

3. Note, in light of recent widespreadcritical infrastructure failures, that
Officials from a range of agencies, including the National Cyber Secun

Centre, recommend progressing measures to enhancecritical
infrastructure resilience through a single Bill.

5. EITHER (RECOMMENDED)

5.1. Agree, subject to any required changes,
Cabinet Paper (Attachment A) seeki

on infrastructure resilience as as
document and summary discussi
(Attachments B and C)for Minis

elease a discussion

n the need for reform

anges,to circulate the attached

per (Attachment E) seeking approvalto
   

  
alternative draft Cabinet|
continue to priofitise work:

{ summary discussion documenton the needfor reform
for Ministerial consultation.

are risks and constraint

 

on deliveri

Agreethatofficials brief relevant membersofall political parties on the

need for reform ahead of the proposed discussion document being

released.

9. Agree, if you wishto further expedite this work by consulting on options

for reform during the pre-election period, to seek cross-party support to

do so.

 

YES/NO

YES/NO

YES/NO

YES / NO

YES/NO

  

  

   

  

   

  

    

 

       

  

  

 

  

    

   



10. Agree to proactively release this report, subject to withholding any YES/NO
information justified under the Official Information Act 1982.

 

Tony Lynch

Deputy Chief Executive

National Security Group

 

Rt Hon Chris Hipkins

Prime Minister and Minister for National

Security and Intelligence :

 

01/03/2023 veseeeeesfhe

 

 

Hon Grant Robertson

Minister for Cyclone Recovery

 
'|-Hon Dr Megan Woods
Minister for Infrastructure 

  beveneeesfeb
 

 

 

FEDoccLoc 

 

 
 

 

Hon AndrewLittle

Minister Responsible for the GCSB 
 

Hon Ginny Andersen

Minister for the Digital Economy and

Communications

  

beneeeenPiiiebicceecees   
  



Background
 

Background and context

1. Critical infrastructures provide the goods and services werely onto livefulfilling lives. Their
loss, damage,disruption, or immobilisation severely prejudices the provision of essential
services, pose risks to national security, and can undermine public safety and/or the

maintenance of law and order.   

    

  
  
   

 

  
  
  

  

 

2. In September 2022,as part ofits response to Rautaki Hanganga o Aotearoa, New Zealand
first Infrastructure Strategy, the Government announcedthatin thefirst half of 2023 it w
commenceconsultation on whether New Zealand’s regulatory approachto delivering
resilient critical infrastructure wasfit for purpose.

3. This work has the goal of enhancingcritical infrastructure resilience againstall ha

threats. This is intendedto:

- enhance wellbeing, by reducing the number and consequencesofinfra

(including lossoflives andlivelihoods);

- support economic growth, by providing people with confidence ksand invest
knowingthatcritical services and systemswill remain avail

- save public (and the broader economy) money, given

i. the government's significant and growing exp ncies as private

ii. economic analysis indicates that investi ahead of an event is cheaper

than funding recovery after one.

   
  
  
   

 

  

  

 

e the delivery of cyberresilience

initiatives, including minimum cyber secur dards and mandatory reporting of cyber

incidents, through standalonelegisla MIN-0063 refers]. This reflected Cabinet's

view of the need to address cyber sec gently than other threats, and improve
coverfrom, and prevent cyberincidents.

as to be introduced to the Housein 2024, with

f 2023.

 

20 February 2023 th
critical infrastruct
  

   d
ides a draft Cabinet paper (AttachmentA)for Ministerial consultation seeking:

     

 

approvalof this approach; and

the release of a discussion document and summary discussion document focussed
on the limitations of our current regulatory settings for stakeholder feedback

(Attachment B and C,respectively).

7. The discussion documents referred to above would need to be released in April to meet

Cabinet's agreed timelines, irrespective of whether Ministers elect to proceed with twobills

or one. However, if Ministers prefer to continue to progress this work through twoBills,
Attachment E details how this could best be achieved, with Attachment F providing an
alternative Cabinet paperfor Ministerial consultation that would deliver on this approach.



Cyclone Gabrielle has demonstrated the needto prioritise and accelerate
workoninfrastructure resilience to natural hazards
 

Recentinfrastructure failures highlight the importanceof building resilience to address
non cyberrisks

8. Poor weather throughout summer 2022/23 in Northland and the Bayof Plenty, Auckland's
January storms and flooding, February's Cyclone Gabrielle, and flooding across Nelson,
Tasman and Marlborough in 2022 have demonstrated how fragile New Zealand’s critical
infrastructure system is. This includes:

- significant communicationsfailures, complicating search and rescue and the
coordination of emergency responseas well as inhibiting citizens’ abilities to access -
emergencyinformation, contact family and friends, and conduct essential business:-

- the closure of Auckland InternationalAirport due to flooding and pre-emptiveclosure ofa
range of ports (with implications for the supply of essential goods, including foad);

- loss of powersupply to hundreds of thousands of people ACIOSS|gone,s Bay and
Gisborne; 7

~ outages to payments systemsin Northland, following the seuetthg ofan internet cable,
leaving citizens unable to buy groceries and other essential goods; and

- the collapse andsignificant deterioration of many regionaly.and nationally significant
transport links, including State Highway 1.

9. These events highlight New Zealand's significant exposure to extreme weather events, as
well as how underpreparedourinfrastructure system is to manage and respond to an
increasingly complex and compounding set ofchallenges (climate change chief among
them). In this context, it is increasingly. clearthat cyber risks — while essential for us to
manage ~ are but one of manysignificant risks to. infrastructure resilience, and we must
urgently move to enhance infrastructureresilienceagainstall of them.

Progressing a single Bill to manage all risks to infrastructure resilience will have several
benefits...

10. Given this changed context, we recommend that Ministers seek Cabinet approvalto
combine all measures.to enhance: infrastructure resilience into a single Bill to be delivered in
late-2024 (as perthe projecttimeline at Table 1). This is on a similar but slightly longer
timeline to the proposed standalone CyberResilience Bill, due to the additional work
required to addressall hazards and threats(relative to only focussing on cyberresilience).

11. Proceeding witha single legislative programmeis strongly supported by government
agencies.In addition to better managing both natural hazard and cyberrisks to
infrastructure resilience (among otherthreats) as quickly as possible, it would:

_ build on:proposed reforms to the emergency management system (which will go some
__ way-tosetting newresilience requirementsforcritical infrastructures);

=roeren through the establishment of robust and enforceable minimum standards
for all critical infrastructures:

i. immediate efforts to build damagedcritical infrastructure back better (in some cases
using public funds) by best ensuring that those assets are long lived; and

li. amendments to the resource management regime (which will better ensure that new
critical infrastructures are not constructed in hazard-exposed areas);

~ reducelegislative and engagement complexity (and the risk of errors and stakeholder
opposition), simplifying the processfor the largely identical group of industry and
community stakeholders that will be central to the design of cyber and broaderrisk
mitigations;



- make better use of agency and drafting resources, recognising that that the legislative
measures required to enhance cyberresilience would be very similar to those required
to lift broaderresilience (for example, powers to prescribe specific resilience standards);

- provide a legislative mechanism to deliver on some commitments under the National
Adaptation Plan (particularly action 5.6, developing a resilience standard); and

- free up additional drafting, Select Committee, and Parliamentary time through 2024 and
2025 for the Governmentto progress work on otherlegislativepriorities.

Table 1: Timeline for delivering legislation to enhance infrastructure resilience
 

Prospective Date Milestone
 

April — May 2023 Consultation on Discussion Documenton needfor reform
 

s9(2)(Hfi
 

 

 

 

 

 
 

 

 
 

  

  

 

    
 

e are still constraints on how quickly legislative reform can be  
We understand — and share — Ministers’ desire to act urgently to remediate the regulatory

gaps madeevident by the recent extreme weather events.

3. Nevertheless, there are several constraints and risks that we consider would makeit difficult

to deliver comprehensivelegislation prior to November 2024.

- The need for broad-based community and industry support: Domestic and
international experience consistently reinforces the importance of securing broad
community and industry support for the long-term success of prospective legislation.
This is because local communities, industry and government ultimately need to partner
in the delivery ofresilient critical infrastructure — with cross-party support on the need for

and objectives of reform critical to achievingthis.
9



~ General Election conventions: Ordinarily the Government would not release any
significant policy proposals(in this case, options for regulatory reform) in the three
months before the GeneralElection (that is, from July 2023). Given the complexity of this
work — and economy-wide consequencesof any errors — we do not considerit would be
feasible to consult on well-developed options for reform by June 2023.

  

- Delays in Government formation: The delivery of a Bill early in 2024 is contingent
upon a Governmentbeing able to form — and Ministers being confirmed — soon after the
October 2023 GeneralElection.

- S6(a)

  
14. There are, however, options available to overcome some of these constraints. To: support

this work being delivered as quickly as possible, we seek your agreement to:

~ build additional broad-based community support through.officials ehgaging with
otherpolitical parties on this work ahead of the proposed discussion document's release;

- accelerate this work while complying with general election.conventions, by
seeking cross-party agreementto consult on options-forreformduring the pre-election
period. This would bring delivery of the reform forward by at least four months (to around
July 2024 rather than November 2024); and ey

~- address resourcing gaps by working with Treasury to increase the $3.2 million Budget
bid lodged on behalf of the Minister for National Security and Intelligence to support this
work (building on NSG’sefforts to establish:a cross-agency project team, drawing on
existing resources across government).©

Consultation will be critical to the GovernRentSsrs thccess

15. To further maximise the possibilityofbroad community support, we propose a two-stage
consultation process to progressthis work. These stages are:

- Stage one: Consultation’on: the need for reform and potential options that government
should considerto address current shortcomings. This is to commencein April 2023.

~ Stage two: Consultation-on specific reform options to enhancethe resilience ofcritical
infrastructures, Thiswould be intended for release after the 2023 General Election
(unlessthéreis cross-party agreementto this work being released during the pre-
electionPgpog),

16. While’thisapproach is relatively time-consuming, we considerit essential to ensuring that
evenif this workis delivered at pace,it will be seen as credible and enduring. This reflects

that any-reformswill be complex andcostly, for:
 

i “Critical infrastructure owners and operators,in terms of direct investments and any
additional compliance costs; and

~ consumers thatwill ultimately pay for investments to enhanceresilience (at least in part)
through higherbills and/or rates. (This has been a sticking point for investmentsin
resilience in the past, with many examplesof industry attempting to invest to enhance
resilience but consumers being unwilling to payforit).

17. Taking the time to consult widely with all New Zealanders, will allow usto:

~ clearly articulate that while investments in resilience will be more visible to
New Zealanders through their bills, these costswill ultimately be lower than the costto

society of frequent outages, service restoration, and infrastructure rebuilds;

10

 



- develop options that are tailored to New Zealand's economic and geographicrealities

and regulatory landscape, rather than simply duplicating models adopted overseas; and

- save time at the end of the process, learning from Australia’s recent experience which

was seenas insufficiently consultative and led to significant delays during the

Parliamentary process.

18. This approach,as distinct from moving rapidly to consult on options, also recognises that:

     

   

    

  

 

- critical infrastructure entities, lifeline groups, and iwi (among others) that we will need to

consult, and government agencies that would needto input into option design, are

actively supporting immediate recovery efforts. It would be inappropriate to distract ther

from this work given their limited resources; and

- iwi havesignificant interests in the critical infrastructure sector, but alsolimi

bandwidth to engageintensively at this time given the scale of the Governme

agenda. Amore considered process therefore offers the Government the:-bes

opportunity to deliver on its obligations as Treaty partner.

Meeting these ambitious timelines requires public consultation on th

commenceas soon as possible

for a technical audience) and summary discussion dc ument(Attachment C; written for a lay

audience)for release. These documentsoutline the:  

 

  

   

 

- work programme’s objective and

- four megatrends that require Ni

- shortfalls in New
ourinability to :

 

     

  
  

Id be supplemented by open-invite town-hall style sessions with
such as local government and cyber security experts) in Wellington,

;

consultation period is shorter than best practice, a longer period would

ility to deliver legislation to enhanceresilience in 2024 atrisk.

11



Next steps
 

23. To ensure thatlegislation can be introduced to the House in 2024 — and we can
meaningfully engage with stakeholders on this topic — the proposed approach to the project
and discussion document need to be considered at DEV on 5 April 2023.

24. The key milestones to meetthis deadline are detailed below.
 

Milestone Due date

Ministers provide decisions and feedback onthis report 7 March 2023

Ministerial consultation on draft Cabinet paper and discussion document 15 March — 29 March 2023

 

   
 

 

 

 

   
Lodgement of Cabinet paper and discussion document 30 March 2023

Consideration of Cabinet paper by DEV 5 April 2023

Consideration of Cabinet paper by Cabinet 11 April 2023 “

Release of discussion document 12 April 2023|   
25. During the Ministerial consultation period, officials will continue to make-minor. editorial and

graphical changesto the proposed discussion documents. The-final.versions ofthese
documentswill be provided to your offices ahead of lodgement for. Cabinet.

26. Subject to your decisions, we will provide additional advice aas:soon’‘as possible with:

- talking points to support you at Cabinet; ee

- apress release to announce the commencement pacfrre

- potential meetings with other parties on the need for and potential pace of reform; and

    

   
   

  

- information on anyinteractions betweenthis workprogramme and broader work being
undertaken in support of Cyclone recovery,:

to enhancecritical infrastructure resilience,
eflectthe reasonsforprioritising cyber

stones set out in paragraph 24 but circulate the
ial consultation.

27. If you elect to proceed with developing’ \
we will update the consultation ma
resilience. We will work to the sa
Cabinet paperin1Attachment Ef

    
Se-

eetoFane Te ee aySe TePateeepusetSreefo.:
enhancingUe Con e(RECOMMENDED)

  
  

 

 IN-CONFIDENCE

IN-CONFIDENCE

IN-CONFIDENCE

   IN-CONFIDENCE   Alternative draft Cabinet paper IN-CONFIDENCE 

12



AttachmentA: Draft Cabinet Paper (RECOMMENDED)

 
 

Briefing: Enhancingcritical infrastructure resilience - Release of Discussion DPMC-2022/23-753

Document

DPMC:4696019 1

 



AttachmentB: Draft Discussion Document (RECOMMENDED)

 

 
Briefing: Enhancingcritical infrastructure resilience - Release of Discussion [a]aNeeeRydek
Document :

DPMC: 4696019 1

 



Attachment C: Draft Summary Discussion Document

(RECOMMENDED)

 
 

Briefing: Enhancingcritical infrastructure resilience - Release of Discussion DPMC-2022/23-753

Document

DPMC: 4696019 1

 



Attachment D: Proposed programmeto deliver on agreed

two Bill approach to enhanceinfrastructure resilience

1. This attachment proposes an approachto delivering on Cabinet’s decisions to develop two
Bills (one on cyberresilience in 2024, and one on broaderresilience in 2025)to collectively
improve the regulatory approachto delivering resilient critical infrastructure.

2. As notedin the body of the report, this is not recommended. Cyclone Gabrielle has clearly
demonstrated that New Zealand'scritical infrastructure resilience is highly vulnerable to
natural hazards and working to manage these vulnerabilities as quickly as cyber (and ghee
vulnerabilities) is in the interests of all New Zealanders.

We propose three phases ofpublic consultation to best ensure coherent reform..

3. If Ministers do wish to proceed with the developmentof two Bills focussed on infrastructure
resilience, we judge that a three-phase approachto public consultation wouldmeet
Cabinet's timetable for introducing a standalone cyberresilience Bill,walle enabling
sufficient public feedback and buy-in. :

4. This approach would allow the public to provide feedback across the Bealios? process while
presenting a consistent narrative on how the related reformsto enhancecritical
infrastructure resilience! build to a coherent whole.

5. Table 2 contains a detailed project plan for your information. In general terms,the three
phases of public consultation would be:

- Phase one: As recommended underthe single Bill approach,consultation on the

shortcomings of our current regulatory approach to delivering critical infrastructure
resilience (covering cyber threatsand broader hazards), with the goal of building
understanding of the need for government tervention to boost resilience.

- Phase two: Consultation on specific reform options to enhancethe cyberresilience of
critical infrastructures. This-wouldbereleased in June 2023, to ensure that advice on
final policy decisions can be taken immediately after the General Election, allowing a Bill
to be drafted for introductionjInmid-2024.

NB: This would requite consultation to close after the commencementofthe pre-
election period.

~ Phase three: Consultation on broaderoptions to enhancecritical infrastructure

resilience against all hazards and threats. This would be released in 2024 following
Cabinettakingfinal decisions on measures to enhance cyberresilience, with the goalof
introdu ngaBill on broaderinfrastructure resilience in 2025.

  
6. This approach to consultation has been designed to managethe various path dependencies
ee betweenthe separate, but related legislative programmes. We considerthat it would enable

A theoptimal delivery of the two Bills becauseit:

- recognises that the fundamental drivers behind the poor cyber and broaderresilience of
New Zealand'scritical infrastructures are the same for both cyberrisks and other
 

' Thatis, the recently tabled Emergency ManagementBill (which will extend resilience requirements to a range of newcritical

infrastructures) as well as the proposedBills to enhanceinfrastructures’ cyber and broaderresilience discussedin this Report.

 

Briefing: Enhancingcritical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document : 

 

DPMC: 4696019 1

 
 



hazards (for example, limited market incentives to invest in resilience to a ‘socially
optimal’ level),

~ ensures that work to enhance cyber and broadercritical infrastructure resilience are

publicly understood as two parts of a coherent whole, and that recommendedpolicy
options across both programmes complement each other and are informed by

stakeholder feedback, and

- does not slow the delivery of measures to enhance cyberresilience (reflecting that it was
not possible to deliver Cabinet a consultation documentwith well-considered options
cyberresilience reforms prior to April 2023).

7. If this option is preferred, a draft Cabinet paperfor Ministerial consultation settin
programmeout and seeking agreement to commenceofthe first phase of consultati
available at Attachment F. :

Table 2: Detailed project plan and key milestonesfor delivery of infrast
throughtwoBills (cyber milestones in blue, broaderresilience milesto

 

Prospective Date Milestone

April 2023 Cabinet consideration and release of Pha ion Document (need for
regulatory reform) :
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Office of the Minister of National Security and Intelligence

Cabinet External Relations and Security Committee

Acting urgently to strengthen the resilience of New Zealand’s
critical infrastructure system — Release of Discussion Document

Proposal

l This paper seeks agreementto:

1.1 progress, as a high priority, work on a single comprehensivelegislative
package to enhancetheresilience of New Zealand’scritical infrastructure to
all hazards and threats — including natural hazards — to be introduced iin
early-2025; and

1.2 release the attached discussion documenttitled “Strengthening the Resilience
of New Zealand’s Critical Infrastructure System” (‘Discussion Document’).

Relation to governmentpriorities

2 Resilient infrastructure is essential to ensure we are better prepared to protect our
communities and withstand more extreme weatherin the future. This is fundamental
to the wellbeing of our people, and shaping New Zealand’s economyto be more
productive, more sustainable, and more equitable.

3 Regulatory reformto enhance fitiaal infrastructure resilience, as proposed in this
paper, will deliver on our commitments in the Infrastructure Action Plan, as part of
our response to Rautaki Hanganga o Aotearoa, New Zealand’s Infrastructure Strategy.

4 It would also complement the Government’s commitment to improvethe resilience of
New Zealand’s critical infrastructure, which features as oneof the four key themes of
Budget 2023. This includes fundingof $6 billion for a new National Resilience Plan
to build-back.better from Cyclone Gabrielle and support necessary investments to
future pet ourroad, rail, telecommunications, andelectricity networks.

Execiitive:summary

_ & Critical infrastructures — like electricity, water, transport, and telecommunications
_ networks — underpin almostall of New Zealand’s economicactivity and are essential

_ to New Zealanders’ daily life, health, security and wellbeing.

“6 In September 2022, the Government agreed to commence public consultation in the
first half of 2023 on the adequacy of New Zealand’s current regulatory approach to
delivering resilientcritical infrastructure. In December 2022, Cabinetagreed to
develop standalone legislation on cyberresilience forcritical infrastructure for
introduction in 2024. This reflected our view at that time that protecting critical
infrastructure against cyber threats shouldbe prioritised ahead of broaderresilience,
which would belegislated for in a subsequentBill.

ECR

sgrhsiffk 2023-06-19 16:55:13  



eabenGutiaaaGaaiaahe=

7 However, severe weather events over the summer, including storms in Auckland and

Cyclone Gabrielle, highlighted our significant exposure to extreme weather events, as

well as how underpreparedourinfrastructure system is to manage and respond to

them. In this context, I consider that we must act now to strengthen ourcritical

infrastructure system’s resilience against all hazards and threats, as a high priority.   

  

 

    

  

  

 

  
   

    
  

  

  

 

   

 

  
   

 

  
  

8 I therefore seek Cabinet’s agreementto take forward this work througha single,

comprehensive pieceof legislation to be introduced in 2025.

9 Lalso seek agreementto release the attached Discussion Document and Summary

Document (Attachments A and B, respectively) to commencethefirst phase of

consultation. These documents outline the four megatrends already placing.ot

10 In September 2022,as part of its response to Te Waihang
the Government announcedthatin thefirst half of 2
consultation on whether regulatory reformsare
challenges to critical infrastructure resilienge,

iid commence public
nage compounding

10.1 climate change

10.2 deteriorating geopolitical and n

10.3

10.4

t the urgent needfor critical infrastructures to better

manage cyber,r t agreed to fast-track the delivery of cyber resilience
11

 

measures,

refers]. St

introd

 

it they collectively constitute — to absorb a shock, recover from disruptions, adapt

changing conditions, and retain essentially the same function as before (evenif delivered

in a different way, or from a new location).

Resilience is not just the physical resilience of the asset - it requires organisations to have

the right leadership and culture, networks and relationships, and organisational

preparedness and processesin place before an event, so that they can recoverandthrive

afterwards. Resilience therefore includes ‘building back better’ from disasters.    
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Cyclone Gabrielle has demonstrated that New Zealand’scritical infrastructure
system is not meeting community expectations

12

13

14

[5

16

17

 

Thefragility ofNew Zealand’s critical infrastructure system was evidenced by the
January storms and flooding in Auckland and Northland, followed weekslater by
Cyclone Gabrielle. Disruptionto critical infrastructures was widespread and
prolonged,affecting the lives and livelihoods of New Zealanders across the North
Island. Infrastructure failures included significant communications, power, and .
payment system outages; the closure of AucklandInternational Airport; and collapse
of many regionally and nationally significant transport links.

These events highlighted New Zealand’s significant exposure to extreme weather, as
well as how underprepared ourinfrastructure system is to manage and respond to.
them. They havealso fuelled significant public calls for additional government
intervention to enhanceinfrastructure resilience (particularly given that. climate
change will only increase the frequency,intensity, and consequences of such storms).

While the Government’s December 2022 decision was prudentwith the information
then available, I considerthat recent infrastructure failures have illustrated that there
is a more urgent needto address otherpressing risks to resilionee, including climate
change and natural hazards, than we had assupiedlastyear. |

I therefore seek Cabinet agreementto take foryjsleet previously commissioned work
on critical infrastructure resilience througha single, comprehensive piece of
legislation to be introduced in early-2025(that is, a Bill that will cover both cyber and
broaderresilience to manage all hazards andthreats).

I considerthat prioritising work omresilience againstall hazards and threats for
introduction in early-2025 would most effectively safeguard the investments thatthe
Government and private sectorwillinject to building back betteras part of the
immediate recovery. Regulatory reformwill best ensurethat critical infrastructure
owners and operators aresubject to regulatory obligations, such as robust minimum
standards, that leaveus better prepared for future severe weatherand national security
events.

This approach will also

17.1 reducelegislative and engagement complexity (including the risk of errors and
4stakeholderopposition), with government only having to design and
“= communicate the need for a single reform; and

“172 free additional drafting, Select Committee, and Parliamentary time through
2024 and 2025 for the government to progress workon otherpriorities.

The Emergency ManagementBill will go some way to enhancingcritical
_ infrastructure resilience

18 The Emergency ManagementBill that will be introduced into the House in early-June
proposesto define ‘critical infrastructure’ as assets, systems, networks, and services
that are necessary for the provisionof public services and are essential to public
safety, national security, economic security, or the functioning and stability of New

sgrhsiffk 2023-06-19 16:55:13



GaRap

Zealand (LEG-22-MIN-0239refers).' It provides for the Minister to recognise an
entity as a critical infrastructure entity or a sector, or group ofentities, as a critical
infrastructure sector.

19 A widevariety of entities across New Zealand’s economy and communitieslikely
satisfy these requirements, including, but not limited to: energy, telecommunications,
waterservices (for fresh, waste and storm water), governmentservices (including
emergency management, defence,intelligence, and government data), food and
grocery providers, financial services and payments, cloud service and data storage
providers, transport, and the health system. ,

   

     
  

    
  

  

  

 

  

  

 

     

  

  

20 The Bill will improve the resilience ofNew Zealand’s infrastructure and
infrastructure services before, during, and after an emergency by—

20.1 clarifying the roles and responsibilities of critical infrastruc

requirementto be resilient

20.2 requiring critical infrastructure entities to proacti

and planning

20.3. requiring critical infrastructure entiti
emergency levels of service

20.4

While the changes pr -dsin the Emergency ManagementBill are important, the
h Government action to enhance infrastructure resilience was

22
climate change; heightened threats to our national security; economic

tion (which is making it harder and more expensiveto secure critical goods
rvices); and technological change (which, while enhancing efficiency is also

ting new vulnerabilities — including to cyberattacks).

Managing these kinds of complex andintersecting challenges requires shifting our
focus away from regulating individual critical infrastructure sectors in isolation, to
instead regulatingall critical infrastructures as a deeply interconnected system. Such
an approach, which would be consistent with global best practice, will support

' The currentlegislation (the Civil Defence Emergency Management Act 2002) currently applies resilience

requirements to a subset ofcritical infrastructure entities referred to as ‘lifeline utilities’. This includes entities
involved in electricity generation and distribution, telecommunications network providers, water services

providers, and the largest ports and airports.

eee
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wellbeing, underpin economic growth, and reducefiscal pressures on the government
associated with recovery from natural and otherdisasters.

24 Officials have identified four substantive changes required to deliver such a systems-
based regulatory framework:

24,1

24.2

24.3

24.4

information-sharing on hazards and threats, vulnerabilities and mitigations,
and ownership and control to enable critical infrastructure entities to maximise
the amountofresilience gained for each dollar invested '

robust, clear and enforceable minimumstandards,to:

24.2.1 ensure that critical infrastructure owners and operators are prepared
to manage different types of disruptionirrespective of.whether. they
relate to extreme weatherevents, cyberattacks, offshore conflicts

that disrupt supply chains orother causes, and_

24.2.2 reduce the risk of some owners and operators underinvesting and
undercutting moreresilient entities to the detriment of all New
Zealanders and the robustness of the overall eritical infrastructure

system . .

new government powers, to directly intervenen critical infrastructure entities
to manageparticularly significant national security events

clear Ministerial and agency accountabilities for the resilience ofthecritical
infrastructure system. Currently ne agency or Minister has policy or regulatory
responsibilities for the entire system, which has curtailed previous efforts to
advancethis essential work. -

A systems-based regulatoryapproach will complement a range of other
Governmentpriorities .

25 A new systems-based-regulatory approach(particularly the introduction of minimum
standards) requiring critical infrastructures to enhance their resilience againstall
hazards and threats will:

25.Le

25.3

deliveron our commitments in the Infrastructure Action Plan to ensure that

' , ourinfrastructure system is resilient in the face of climate change, natural

~ disasters, and increasing extreme weatherevents;

reinforce our immediate efforts in Budget 2023 to build critical infrastructure
back better (in some cases using public funds) by best ensuring that those
assets are long lived; and

complement amendments to the resource management regime (which will
better ensure that new critical infrastructures are not constructed in hazard-
exposed areas).

26 This regulatory reform will also provide a legislative mechanismto deliver on our
commitments underthe National Adaptation Planto:
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Consultation and community partnership are essential to this work succeeding

27

28

29

30

RaiaGahan aSalalanhe

26.1 design and implementa resilience standard orcode for infrastructure;

26.2 develop tools and guidance that will support infrastructure owners and

operators to undertake risk assessments; and

26.3 establish a modelto assess infrastructure criticality and understand

vulnerability.    

  

   

   
  

   

   

    

    

   

  

  

  

   

As Cabinet previously discussed, the cost and complexity of any regulatory refo}

relation to critical infrastructure requires extensive business and communi

consultation to build social license for successful intervention.

To best balance these competing tensions while having legislation r

introduction in early-2025, I propose to take this work forward thro

public consultation:

wo phases of

urrent regulatory28.1 Phase one: consultation on the limits ofNew Zeal 1

for reform.approach tocritical infrastructure resilience
Consistent with Cabinet’s commitments,-thi

28.2

al to obtaining the cross-community buy-in
seen as credible and enduring. Withoutrequired for any new regulatory
eform, there is a significant risk ofadequate consultation and

alienating the industry an

 

Further, give th
supporting re
critical infr

and managing the immediate rebuild.
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Release of the Phase One discussion document: a frank conversation with the
public about changing threats

31 Enhancing the resilience ofNew Zealand’s critical infrastructures will iimpose
significant costs on industry and the broaderpublic.

32 It is therefore critical that the Governmentclearly and frankly articulate the objectives
and principles underpinning the need forreform. This, and using early community
feedbackto informthe design ofpolicy options, should elicit instructive feedbackcon
the options themselves when they are presented to the public.

33 The attached Discussion Document (Attachment A) therefore articulates:

33.1 the work programme’s objective (to protect wellbeing, and support
sustainable and inclusive economic growth)

33.2 the principles for reform, including that any response?willbeeconsistent with
the principles of the Treaty of Waitangi

33.3 the need for reform (as set out in paragraphs22-24 above)

34 To complement this Discussion Document, and best ensure that this materialis
accessible to all membersof our community, officials.have also prepared a Summary
Discussion Document (AttachmentB).

I seek Cabinet's approvalto release thePhase One Discussion Document and35

Summary Document for publie consultation.

Next Steps

 

36 If endorsedforrelease, there il be around eight weeksfor consultation onthe first
Discussion Document.Thiswillbe largely through written submissions, with officials
also planningto holdtownhall sessions and huiin person and online.

  

37 A timeframe withkeytnilestonesfor this work programmeis set out below.

    
 

Milestone  

 

Prospective Date ;
 

   June — August 20: Consultation on Discussion Document on needfor reform 
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Financial Implications

  

  
  

 

   

 

38 While this paper has no direct fiscal implications — as Cabin

38.2 complying with any new regulator 3
ownedassets (for example, as coul ain defence assets were

defined as critical infrastructure).

39 The scale of any costs and affected.agencies will be dependent on the changesthat are
e both implementation costs (if agency
| increase in the amount required to

agreed to by Cabinet. This wil
responsibilities shift or expand).
regulate the critical infrastra

 

40 inancial implications will be provided in further
are sought from Cabinet.

Regulatory Impact Assessment  
43 A regulatory impact assessmentis not required at this stage. The Discussion

Documentincorporates elements of the regulatory impact assessment and an interim
quality assurance panel have met to review this document. A full assessment will be

prepared when policy decisions are sought.
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Population Implications

44 This paperhas no significant population implications.

AS Somepolicy options could have implicationsfor the cost of accessing critical
infrastructure services, which may disproportionately affect some population groups

(such as Maori, recognising that this group tend to earn lower incomes andthat the
cost ofessential, such as electricity or communications, make up a larger share of
their household expenditure). This will be consideredas part of any subsequentadvice -
onoptions.

Human Rights

46 This paper has no humanrights implications.

Consultation

47 The National Security Group in the Departmentof the Prime Ministerand Cabinet
prepared this Cabinet paperand the attached Discussion Documents There was
widespreadsupport for these proposals from all agencies consulted, including:
Ministry of Foreign Affairs and Trade, Treasury, Ministry ofBusiness, Innovation

and Employment, Ministry of Transport, Department of Internal Affairs, Ministry for

the Environment, Te Waihanga, Ministry ofDefence; New Zealand Defence Force,

New Zealand Security Intelligence Service, Government Communications Security

Bureau, Commerce Commission, Electricity Authority, Reserve Bank of New
Zealand, National Emergency Management Agency, and Land Information New

Zealand.

48 The Policy Advisory Croupgin thePepetment of the Prime Minister and Cabinet
were informed.

Communications

49 The Discussion Doctiment will be made available on the Departmentof the Prime
Minister and-Cabinet’s website. I also intend to issue a press release to accompany the
release ofthese documents to emphasise the Government’s focus oncritical

infrastructure resilience following Cyclone Gabrielle.

50 A progfa amie ofstakeholder engagementis plannedto follow the release ofthe
“Discussion Document, including open access town-hall style meetings with industry

' . experts and interested individuals in Wellington, Auckland and Christchurch. This

will supplement written submissions, and best ensure we hearfromall relevant
.. groups, including: critical infrastructure owners and operators, industry associations,

~ local government, lifeline councils and regional lifeline groups, sectoral regulators.

51 Wewill also seek early engagement with Maori and iwi, including through meeting
with key Maori leaders who are well connected to their communities, and well placed
to commenton the implications of this work for the wellbeing of those communities.
Thisinitial engagement will provide a platform for ongoing engagementoncritical
infrastructure resilience, consistent with our Te Tiriti o Waitangi obligations.
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52 The topic being consulted onis likely to be ofinterest to disabled people who
experienceorfeel disproportionate risk whennatural disasters occur, and
infrastructure fails. For this reason, the consultation process will need to be

accessible to disabled people — the Discussion Document Summary will be published

in an accessible format for the visually impaired, and officials will reach out to
relevant peak bodies to best ensure that these communities are able to fully contribute.
to the national discussion on this topic. An analysis of the humanrights 1mpacts on

populations, such as disabled people, will be provided as part of the regulatory impac

assessment.

      

  

   
  

     

  

   

53 The Discussion Documentidentifies a range oflimitations with New Zealand’s

current regulatory settings for critical infrastructure resilience andclearly st
potential introduction of additional regulatory requirements to remediateth
shortcomings. This will attract significant domestic interest, particularly fr
stakeholders, who will be concerned aboutthe cost implicationsofa1

ted

54 The Discussion Documentwill also likely attract international . This will

include interest from overseas governments, fromcritical infré entities that

operate internationally, and from investors and investn nds with significant

equity interests in ourcritical infrastructure system.

Proactive Release

55 Consistent with Cabinet Office circular CO(8
paper and the Discussion Documentonline within»30 business days of Cabinet

making the decisions required by this paper, subject to redactions as appropriate under

the Official Information Act

 

  

 

   

   

 

  

  

  

Recommendations

The Minister for National Securi{ elligence recommendsthat the Committee:

light of the broader vulnerabilities in New Zealand’s critical infrastructure
exposed by Cyclone Gabrielle, to progress, as a high priority, the development

ngle comprehensive piece of legislation to enhancecritical infrastructure
resilience against all hazards and threats for planned introduction in 2024.

Agree that the Minister for National Security and Intelligence release the attached
Discussion Document and Summary Discussion Documentto the public.

5 Authorise the Minister for National Security and Intelligence to approve minor

amendments and refinements to the Discussion Document and Summary Discussion

Documentpriorto public release.

10
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6 Notethat the public consultation period is intended to commence fromearly June
2023 and concludein early August 2023, withofficials to undertake a range ofpublic
meetings overthis period.

7 Note that feedback on this Discussion Documentwill inform the development of
optionsto enhancecritical infrastructure resilience, ahead of final advice being
provided to Cabinet in 2024.

8 Note that there will likely be financial and legislative implications associated with any
policy changesarising fromthis further policy advice to Cabinet.

Authorised for lodgement

Rt Hon Chris Hipkins

Minister for National Security andIntelligence

11
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Attachment A: Draft Phase One Discussion Document
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Attachment B: Draft Phase One Summary Discussion Document
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Ministerial foreword

New Zealanders are all too familiar with critical infrastructure

 

failures. We have a complicated geography andface high

earthquake,volcanic and tsunami risks. For our society to

continue functioning in the face of natural hazards and other

threats, we need to adapt our regulatory settings to enhance

i critical infrastructure resilience.

Often unseen when working well, we rely on critical

infrastructures like power, telecommunications,

transport, water services, and the financial sector

every day. They underpin our health, prosperity,

and ability to live fulfilling lives.

Unfortunately, the risks facing our critical

infrastructures are changing and increasing.

Welive in amore complex national security

environment. Climate changeis increasing the

frequency and impact of severe weatherevents.

Cyberattacks threaten - and do - disrupt the

delivery of critical services. Meanwhile, COVID-19

exposed underlying fragilities in the econoritic ,

structures werely on. Ongoing supply chain ,

disruptions are a daily reminderofthis,.

New technologies are also. deepening the connections
betweencritical infrastructures, making them more

reliant on one another btitalsomore vulnerable.

In this changed environment;iveakness in any of our

critical infrastruetives can manifest as weaknessin all

ofour critical infrastructures.

Aotearoa New Zealand’s successin the 21" century

wilkdepend on our ability to withstand,respondto,

andrecover from complex and cascading

infrastructure failures.

Rt Hon Chris Hipkins

This discussion document builds onRautaki

Hanganga 0 Aotearoa, New Zealand’sfirst

Infrastructure Strategy, produced byTe Waihanga -

New Zealand’sinfrastructure Commission.

In the wake ofthe devastation wrought by Cyclone

Gabrielle, weareseeking your viewson the need -

and potential mechanisms — to improve our

approach to infrastructureresilience.

This reeagnises that our communities, businesses,

and institutions rely on one anotherfor success - and

| that we have a shared interestin the strength of the

critical infrastructure ecosystem that underpinsthis.

This will require transformational change and affect

all of us. So, it is important that our choices are

informed by a wide range of perspectives and

designed in partnership with all New Zealanders.

| encourage you to provide your views on the ideas

presentedin this discussion document. We must

urgently work togetherto tackle the pressing

challenges of the 21% century.

Prime Minister and Minister for National Security and Intelligence

Strengtheningthe resilience of Aotearoa New Zealand's critical infrastructure system



What is this consultation document about?

1, Critical infrastructures - like electricity grids, water systems and telecommunications networks —

underpin almostall of Aotearoa New Zealand’s economic activity and are essential to New Zealanders’

health and wellbeing.

2. This consultation document seeks your views on the need to reform New Zealand’s existing regulatory

approachto deliveringa resilientcritical infrastructure system, and the shortcomingsthat need to be

addressed to strengthenresilience.

3. In 2019, the Government established Te Waihanga - the Infrastructure Commission - withthep

oflifting infrastructure planning and delivery to a morestrategic level. This is intended to im

New Zealand’s long-term economic performance andsocial wellbeing.

  

 

4,

5.

s able to prevent these shacks, the Strategy says

ke our infrastructure moreresilient.

6.

7 onse to the Infrastructure Strategy, the New Zealand Government supported Te Waihanga’s

nt in full.

 

1 See: https://strategy.tewaihanga.govt.nz/strategy.

2 See: https://www.treasury.govt.nz/publications/commissioned-report/government-response-rautaki-hanganga-o-

aotearoa-new-zealand-infrastructure-strategy.
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8. While our historic approachto infrastructure resilience has served New Zealandwell, the infrastructure
system of today is markedly different to the systems of 30 years ago. Our expectationsare differenttoo,
as critical infrastructures continue to underpin the successof a growing share of our economy. We should
expectthe next 30 years to see similar changes, withcritical infrastructures becoming increasingly

complex and connected.

9. Given these changes to the make-up and operation of our infrastructure system, and the challenges

that are increasing the system’s vulnerabilities, this consultation document seeksto:

a. raise awarenessof the trendsthat are placing New Zealand’scritical infrastructure system’s

resilience under pressure

b. start an open conversation with New Zealanders about what steps we should take to enhance
critical infrastructure resilience.

10. Feedback on this paperwill inform subsequent consultation in early 2024, exploring in more detail
the options identified for enhancing infrastructure resilience to all hazards and threats.

11. In someplaces, this document describes parts of New Zealand’s regulatory environment and
requirements, to provide context and support youto provide yourviews: These are generalised
descriptions, and not intended to berelied on when determiningyour potential legal obligations.

For legal or other expert advice, you should contact aprofessional advisor.

12. Aglossary of terms used in this discussion document can be found at Appendix A.
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How can you contribute?

13. Consultation is open on critical infrastructure resilience from 13 June to 8 August 2023.

14, Wewantto hear views from individuals and organisations on the ideas in this document. This

discussion documentis primarily aimed atcritical infrastructure owners and operators, who would be

directly affected by regulatory reforms to enhancetheresilienceofcritical infrastructure.In particular

Section 2 on how to address currentbarriers to resilience is designed to draw on the specialist views 0

industry stakeholders. We also welcomeinputfrom individuals and communities, who of course@re

directly affected by theresilienceofcritical infrastructure. We are particularly interested to u dersta

how you expectthe system to perform (see section 1, page 9 for furtherdetail).

   

  

 

  

  
  
  
  

 

  
  

  
  

  

15, You can provide your feedback by:

a. attending a public meeting (with details available on DPMC’s website);

b. completing a written submission online on DPMC’s website, by emailiny

infrastructureresilience@dpmc.govt.nz, or posting it to:

National Security Group

Department of the Prime Minister and Cabinet

Level 8 Executive Wing,Parliament Buildings, W

16,

17,

18. The questions

answering.the

  

 

itps://consultation.dpmc.govt.nz/national-security-group/critical-infrastructure-phase-1-

consultation.

How your submission will be used and your rights

21. Submissionswill be used for the purpose of helping us develop policy advice in relation to this reform.

All submissions are intended to be published in PDF format on the DPMC website. Additionally,

submissions provided to DPMC, whether published or not, may be required to be disclosed in response

to individuals’ requests underthe Official Information Act 1982.

sgrhsifik 20230610TeRet resilience of Aotearoa New Zealand’scritical infrastructure system 5



22. If your submission contains confidential information, or you do not wantit published for any other
reason, please:

a. indicate this on the frontof the submission, and mark any confidential information clearly

b. if practicable, provide a separate version that excludes the relevant information, which officials

can then publish on the DPMC website.

23. !fyou are an individual, as opposed to an organisation, DPMC will consider removing your personal
details from the submission. If you have any objection to us publishing or releasing your personalg
details, or any other information in your submission, pleasestate that clearly in the coverletter or

email that goes with your submission, including the parts that you consider should be withheld and
your reasons for withholding the information. DPMC will take your objections into account and consult
relevant submitters when responding to requests underthe Official Information Act,4982,

24, You also haverights underthe Privacy Act 2020in relation to the way that DPMC (and other government
agencies) can collect, use, and disclose information about you and individuals referred to in your
submission. In particular, you have the right to access personal information about you that DPMC

holds and to seek any corrections.
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Prelude: What principles would underpin any potential

reform and how would reform options be assessed?

 

  

   

  
  

   

   

aprotectNewZealanders‘wellbeingandtocreate adaitionalopportunitiesfoeconomicgrowth.

Thesectionae describes the policy baieGewilllunderpinany optionsthataree developed .

__aswellas the criteriafor evaluating|them. Criteria relateto: a.

_oe ffectiveness: wil it enhanceresilience?

. ° cost:what direct andindirect costswil options imposeontheeconomy? .

e~complexity:owdoesttheoption impactthe regulatorysystem’scomplexity? _

_ Your feedbackissoughtoneachof these matters,

Objectives for this work programmeand dis

1. Aresilient critical infrastructure system enablesall

reside in, to participate in society and the economy wi

met,

jnfidencethat their essential needswill be

 

  
  
  

  

resilience of New Zealand’scritical infrastructure

s earthquakes and floods) andl man-made (such

2. This work programme’s objectiveis to

systemto all hazards and threats, both

as cybersecurity incidents and espio}

  

  

 

a Theseinclude efficiency; affordability (given implications for equal access to

istainability; and high levels of competition betweencritical infrastructure entities.

j ientify and deliverthe ‘socially optima? level of resilience."

 

3 There are limited exceptionsto this, such as in the telecommunicationsand energy sectors, where natural

monopolies are consequently subject to price regulation.

Thisis the level ofresilience thatitis rational to deliver when accountingforall the costs of infrastructure failure

(not just those borne by individual service providers) and therisks of those failures occurring.
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5. This level of resilience is not, and cannotbe,a ‘point in time’ destination. Resilienceis something that
must be continuously invested in to make constant improvementsat the knowledge,asset, process,

organisational, and communitylevel.

6. Additional objectives for this work programmeinclude:

a. improving New Zealand’s regulatory approachto the critical infrastructure system soit is dynamic
and betterable to adjust to technological and other developments that change what kind of

infrastructure is considered ‘critical’

b. extending New Zealand’s regulatory approachto cover cyberrisks and imposeclear, consistent
standardsto protectcritical assets against risks to information and operational technology —

c. enhancing alignment between other regulatory regimes relevant tocritical infrastructure

resilience, including (but notlimited to) resource management, emergency management,
and climate change response

d. improving awarenessofthe rangeof hazards and threats facing New Zealand’s infrastructure

system.

7, The specific objectives for this first discussion document arerelated butnarrower in scope:

a. to raise awarenessofthe trendsthat are placing New Zealand’s.critical infrastructure system’s
resilience under pressure

b. to understand howcritical infrastructure failures have affected New Zealand communities and

businesses

c, tostart an open conversation with New Zealandets about what steps we should all take to support
resilience.

Principles underpinningthiswork programme

8. Throughoutthis wokprogtamme, the Government will be guided by the principles listed below.

a. Any reform willbe consistent with the principles of Te Tiriti o Waitangi and other domestic policy
obligations.

b, Anyresponsewill apply to all critical infrastructures equally, irrespective of their ownership,
consistent with our international obligations. This reflects the fact that critical infrastructure faces
arange of hazards and threats,irrespective of an asset’s ownership.

 

c“Critical infrastructure owners and operators are best placed to understand and managethe risks
facing their organisations, but government has a responsibility to partner with industryto:

i, ensure that owners and operators have a good understanding of the hazards and threats that

they face

ii, Support owners and operators in making rational investments to enhanceresilience
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iii. set minimum standardsin areas where market forces do not deliver the optimal level

of resilience,

d. Resilience should be enhancedat the least cost to businesses, consumers, and governmentby:

i. using non-regulatory mechanisms(such as information sharing) whereverpossible, to better target

and prioritise investmentsin resilience, to deliver optimal improvements for each dollar spent   

    

    

ii. taking advantage ofexisting sector-based regulatory regimes whereverpossible, by identifying

and filling gapsin the existing regulatory landscape, rather than replacing or usurping then:

e,

 

  

   

 

   

investments.®

Criteria for assessing options

9.

10.

example of this cost would be an option that creates new information-sharing

or owners and operators.

 

  

 

i. the degree of certainty that an option will provide for affected entities as to their obligations

and how to meet them, recognising that navigating uncertainty increases compliance costs

for critical infrastructure owners and operators

 

5 Such standards can take many forms,including principles that must be met and processes that must be adopted.

6 Te Waihanga, 2022,“Infrastructure Strategy”, page 123. Available at: https://media.umbraco.io/te-waihanga-30-

year-strategy/1sfeOqra/rautaki-hanganga-o-aotearoa-new-zealand-infrastructure-strategy.pdf.
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i, any change in the numberof regulatory relationships or‘touch points’ that an optionwill

create forcritical infrastructure owners and operators, recognising that this will directly

increase compliance costs.

This questionis important, because any increase in regulatory burdenwill result in increased

costs for end-users, increased costs for government, and/or lowerquality services.

c. Criterion C: How doesthe option change the regulatory system’s complexity?

This question considers:

i. any additional expenses the government may incur to administer an option on an ongeing

basis, including expenses associated with a need for additional coordination bepween

government regulators

ii, any costs associated with an option’s implementation(eg, the establishmentofanew entity

or shifting of responsibilities between existing government agencies):

The government wishes to keep this cost low, because any additional spendingto regulate the

critical infrastructure systemwill have trade-offs for existing opmew gevernment programmes

that could be fundedin all New Zealanders’ interests.

 

 

  

    

 

  

 

  

The Government would like your views

« Does more need tobe done to improve the resilience of Ne ‘Zealand’s critical infrastructure system?

*. Have youhad direct experience of critit

*®- How would you expect a resilient-cry

# Would you be willing to pay hi

system?

®-- The work program

systemto all haza

supporting sustal

what chat
   

 

nclusive economic growth. Do you agree withthese objectives? If nat,

propose?   

tn . we be tat ps
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Section 1: Background and context

Thissectiondefines whatis‘meant by: |   

 

  

 

   

of ritical iecucuageneralneaoc systemsnetworIs,and sservicesthatareessential

toeysecurity, aandeconomy) _.  - .

e resilience neAdoes notjustmeasure an entity’sabilityttoabsoteastress,orshock-likea f

earthquake -butalsoaccountsforaanaesabilieto recover).

iThesectionthendescribes: -

  

  

aetltheggovernament.

 

      

  

ities may severely prejudice the provisionof essentialservices to the public,

afety, the maintenance oflaw andorder, and, most importantly, may threaten

12. " > tes critical infrastructure is not currently defined in New Zealandlaw, however, there are

jety of entities across New Zealand that provideessential services, including, but notlimited

: energy, telecommunications, waterservices (for fresh, waste and storm water), government services

cluding emergency management,defence,intelligence, and governmentdata), food and grocery

providers,financial services and payments, cloud service and data storage providers, transport, and the

health system.

13. Adefinition forcritical infrastructure is included in the Emergency ManagementBill. This will expand

upon those entities alreadylisted as‘lifeline utilities’ under the currentCivil Defence Emergency

ManagementAct 2002 (CDEM Act). Whenthis documentrefersto ‘critical infrastructures’, itis referring

to the assets, systems and networksthatwill be designatedas such through the implementation of the

Emergency ManagementBill.
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14, This consultation processis therefore focussed on seeking feedback on the regulatory reforms that are
proposedto apply to those entities, rather than whatcriteria should be used to designate entities as

critical infrastructure.

Whatis resilience and whyis it important?

What is meantby resilience forcritical infrastructures?

15. Resilience’is the capacity of eachcritical infrastructure - and thecritical infrastructure system that
they make up - to absorb a shock; recoverfromdisruptions; adapt to changing conditions; and retain

essentially the same function as they hadbefore.

16. Resilience is not just about physical assets — itis a strategic capability. It requires organisationst6:have

the right leadership and culture, networks andrelationships, and organisational progemees”in place

before an event, so that they can recover andthrive afterwards. :

Defining stresses and shocks

   

  

Infrastructure resilience is measured by the infrastructure system’s ak

recover from stresses and shocks. Shocks are sudden, sharp event

infrasuucture services, such as earthquakes or cyber attacks.

sorb, adapt, and

he potential to disiupt

      

 

Stresses, in colitrast, are longer-term, chronic condition

operational processes and organisationsby:

y affect physical assels,

     
     

 

  

  

  
  

* increasing the likelihood ofa shockoccurring
— e

.

f  * increasing the impact of a shock were

Detining resilience domains

For ciilical infrastructures, resill

     
  

   

    

e ceof premises and other physical assets)

° resilience (the resilience of information and information systems -

§ petsonal data)

« ly (the abilily lo manage insider security (isks from staff and contractors)

* ilience (Continued access to critical goods and services irrespectiveof operational

1anges in the global or domestic environment)

Cots security (ensuring that acquired goods and Services that do not pose security risks,
haat the point of acquisition and overthe life of the contract).  

eving. resilience across each of these domainswill require investmentin assets, butalso processes

alionships, with the ratio between these differing across them.

 

OECD, 2019, “Good Governancefor Critical Infrastructure Resilience”, OECD ReviewsofRisk ManagementPolicies,
OECD Publishing, Paris.

New Zealand’s‘Resilient Organisations’ have - drawing on academic research — developed list of capabilities
thatresilient organisations should have, expanding on those mentioned here. Additional information can be found
at: https://www.resorgs.org.nz/about-resorgs/what-is-organisational-resilience/.

Infrastructure Australia and Infrastructure New South Wales, 2021, “A pathwayto infrastructure resilience: Advisory
Paper 1: opportunities for systemic change”, page 1. Available at:

https://www.infrastructureaustralia.gov.au/publications/pathway-infrastructure-resilience-o.
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17. Resilience is distinct from the ability to simply absorb shocks. Instead, resilience is both about

absorbing shocks, but also having the capacity to adapt to those shocks andrapidly recover, even

if that meansproviding services in a new way.Thatis, the mostresilient organisation is not necessarily

the one with the ‘hardiest’ assets, but the one that can continue to deliver services to communities

most consistently. An organisationthat uses less robust assets that are easily replaceable may be more

resilient from a service delivery perspective than one thatrelies on highly engineered assets that take

  

  

  
   

 

  

 

a long time to replace whentheyfail.

18. This focus on innovation - to ‘bounce forward’ from a crisis - is one of the reasons why governmen

across the world are increasingly focussed on howto build and sustain resilient economic system

For example,in 2021,in the faceof increasing geopolitical tensions and COVID-19, the Organisationfor

resilience in a world of open and integrated markets.”

19. This document has been developed in the samevein, with the goal of puttin

20.

s figure-overthe next thirty years.

ience, accounted for approximately  

 

  

 

  

Infrastructure failures;

22. Asrecently demons

‘ip another. For example, a prolonged electricity outage would significantly affect the

telecommunicationssector; limit communications, payments, and transport flows;
    

  
  
  

 

ystems¢including Automatic Teller Machines), reducing their ability to accesscritical supplies and up-to-

date information during the emergency.

in all cases, such disruptions underminetrust in New Zealand’s government and institutions. However,

at their worst, such disruptions can cause New Zealandersto lose their lives or livelihoods. They can

 

10 See: https://www.oecd.org/newsroom/OECD-G7-Report-Fostering-Economic-Resitience-in-a-World-of-Open-and-

Integrated-Markets. pdf.

11 Sense Partners, 2021, “New Zealand’s Infrastructure Challenge: Quantifying the gap and pathto closeit”, pp 1-2,

Available at: https://www.tewaihanga.govt.nz/assets/Uploads/Infrastructure-Challenge-Report.pdf.
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also trigger an economic contraction that permanently disrupts business growth, career pathways and

life trajectories, even with significant government support.” For example:

a. Treasury has estimated the cost of asset damage alone from Auckland’s flood and Cyclone Gabrielle
at between $9billion and $14.5 billion alone. This does notinclude the cost of economic disruption
for businesses and workersthat were unable to operatefor a sustained period,or the longer-term
costs of repairing and rebuilding infrastructure.

b. From cyber perspective, the Australian Governmentestimated in 2020that a four-week
interruption to digital infrastructures caused by a significant cyber incident would cost their

economy approximately 1.5 per cent of Gross Domestic Product.The scale of costs would likely
be similar in New Zealand(thatis, around $6 billion),

Resilient critical infrastructures underpin economic growth and reducefiscal pressures
on government

25,

26.

27.

28,

As climate change and associated weather eventsintensify, and otherrisks to infrastructure =such

as cyber attacks - grow,resilience will also become an important economic.advantage. Investments

in critical infrastructure resilience today will help to attract the business investmentwe need to support

productive, sustainable, and inclusive economic growth tomorrow.

While the costs of infrastructure failure are borne byall areas,of our economy, the government has a

significantfiscal exposure to these costs. This includes both direct costsassociated with recovery and
any changesin revenueor expenditure (for example on social programmes) associated with long-term

support for businesses, communities and individuals.“* These costs are in addition to the significant

expenditures madebythe private sector to restore their ownmnetworks. This liability for the government

is forecast to increase, with research by the New Zealand Institute of Economic Research indicating that

without action the Crown’s annual contingentliability for natural hazardsalone will be $3.3 billion by

2050,"

While insurance and reinsurancecan cover someof the risks to specific assets, it cannot cover or

compensateindividuals for anylong-term hardships they experience as an indirect result of an event.

Even where insurance does exist, the governmenthas historically had critical role in reinstating

damagedinfrastructure and providing disaster relief.

Changesover time in insutagee markets are also likely to increase the portion of disaster risk that is

held by the governmentand public more generally.’® A reduction in domestic competition in the

insurancemarket; tising premium and excess charges; and growing risk aversion among insurers are

already reducingthe numberof New Zealand businesses and households that can be adequately

 

Significant national or regional recessions can lead to “economic scarring” - lasting damageto individuals’

economic situations and the economy more broadly. This can manifest in a numberof waysbutincludesskill
o. atrophy for unemployed workers who mayfind it harderto find new jobs post-recession, and delaysor declines

3

44

1A
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in business investmentand formation - reducing long-term potential gross domestic product.

AustCyber, 2020, “Australia’s Digital Trust Report”. Available at:

https://www.austcyber.com/resource/digitaltrustreport2020.

The New Zealand Government provides estimates of these exposuresin its twice-yearly Economic and Fiscal
Updates. The mostrecent update can be found here: https://www.treasury.govt.nz/publications/efu/half-year-
economic-and-fiscal-update-2022.

Clough, P and Gamperle, D, 2020. “Natural hazards Mitigation Report 2020”. NZIER.”, pageji. Available at:
https://www.dia.govt.nz/diawebsite.nsf/Files/Central-Local-Government-Partnerships/Sfile/NZIER-Natural-
hazards-mitigation-report-2020.pdf.

Currently, the Crownalready holds this risk in respectof assets it owns (because they are self-insured},

while critical infrastructures owned by local government, or the private sector tend to seek insurance
through insurance markets,
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insured, As the risk of extreme weather events grows and sea-levels continue to rise, these pressures are

expected to get worse with the result that manyof our critical infrastructure assets will become more

expensive to insure or even uninsurable.""

29. Given that investmentsin resilience can generally occur at a lower cost than paying for repairs and

recovery after an event,'® enhancing the critical infrastructure system’s resilienceis likely to reduce

   

  

  
  

 

   

the government’s and broader societies’ fiscal exposure to disasters overtime.

30. Shifting the balance of our expenditure away from (largely government-funded) recovery, towards

resilience,is also likely to increase equity, both for members of our communities today and ona

intergenerational basis. This is because:

a. the beneficiaries of underinvestmentin resilience for each critical infrastructure enti

narrow (shareholders and customers), while all New Zealanders bear the costs of

failure?

31. Given the time horizons that some natural hazards occu eg. a major earthquake on New Zealand’s

aAlpine Fault occurs, on average, every 250 years),4! the intergénerational transfer of wealth associated

with these policy settings is significant.

    
   
  

Te Waihanga, 2022, “Infrastructure Strategy”, page 91. Available at: https://media.umbraco.io/te-waihanga-30-

ear-stratepy/1sfeOqra/rautaki-hanganga-o- -new-zealand-infrastructure-strategy.pdf.

Clough, P and Gamperle,D, 2020. “Natural hazards Mitigation Report 2020”.

While there will always be some overlap between the populations who benefit from underinvestment, and those

whobear thecost, it is unlikely to ever perfectly match. For example, natural disasters are generally region-specific.

The proportion of cost borne by each age cohortafter an eventwill depend on whetherthe expenditureis financed

from general revenue or debt.If the latter, costs will be borne by a larger cohort overthe time period until the debt

matures. However, this does not remove any inequities associated with underinvestment by groupspriorto the

event occurring.

21 Howarth, J and Suthertand, R, 2021, Nature Geoscience, “Spatiotemporal clustering of great earthquakes

ona transform fault controlled by geometry”, Nature Geoscience 14(5): 1-7, availableat:

https://www.researchgate.net/publication/350979782_Spatiotemporal_clustering_of_great_earthquak

es_on_a_transform_fault_controlled_by_geometry.
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Howis critical infrastructure resilience currently delivered?

32.

33.

34.

35.

36.

Successive New Zealand Governments have not taken a comprehensive or coordinated approach

to critical infrastructure regulation. No single agency has had policy or regulatory responsibility for

New Zealand’s critical infrastructure system.

Instead, New Zealand’s regulatory approachis asset- and sector-centric. The primary responsibility

for determining whatlevelofresilience is appropriate and investing to deliver on this rests with critical .

infrastructure owners and operators. Thetarget levelof resilience is informed by:

a. market pressure from consumers and othercritical infrastructure entities to meet performance
expectations

b. in some sectors, requirements imposed by independentregulators consistent with their legislative
mandates (eg. the Electricity Authority in respect of energy marketparticipants’ the Reserwé Bank

of New Zealandin respect of banks’ and insurers’ financial stability; and the Commerce

Commissionin respect ofelectricity lines, gas pipelines, telecommunicatiris),” |

Not all regulationis sector specific. For instance, the CDEM Act 2002is hazard agnostic legislation that,

amongst otherthings, sets out the roles and responsibilities for hazardreadiness, emergency response,

and recovery. This supplementsthe roles and responsibilities establishecin hazard-specific legislation

to supporteffective coordination, such as the Biosecurity Act 1993.The CDEM Act 2002 requires lifeline

utilities (a limited subsetofcritical infrastructures)*40 “function,to the fullest possible extent”

following an emergency,” and imposes duties across the-“four Rs” of emergency management.

Reflecting the National Emergency Management Agency’s (NEMA)role as a steward, operator, and

assurerof the emergency management system, NEMA does not have any formal enforcementfunctions

within the critical infrastructure system,

Beyond formal regulatory requirementsyecritical infrastructures are also supported in preparing for,

and mitigating the consequences of, potential hazards and threats through awareness and capability

building. This is provided by government agencies. For example:

a. the Earthquake Commissiot-and National Institute of Water and Atmospheric Research (NIWA)

provide significantinformation on natural hazard exposures

b, the New Zealand Security Intelligence Service and Government Communications Security Bureau

(GCSB) canprovide guidance, expertise, and specialist technical capabilities to critical

infrastructure owners and operators to assist with managing cyber and othernational security

risks,

Additional detail on specific aspects of New Zealand’s regulatory approachis discussed in Section 2.

© Anoverview ofthe current regulatory modelis at Figure 1 on page 17.

 
22

23

24

25

ve
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These requirements take many forms,from financial incentives or penalties to ensure that critical infrastructure
entities meet minimum reliability requirements, to explicit prescriptive requirements aroundthe levelof resilience
required (for example, capital requirements for banks).

Lifeline utilities are prescribed in Schedule 1 of the Civil Defence Emergency Management Act 2002. This is available
here: https://www legislation.govt.nz/act/public/2002/0033/51.0/whole. html#DLM150766.

See section 58 ofthe Civil Defence Emergency ManagementAct 2002.

The four Rs are: reduction (g, enhancing resilience), readiness and response (eg. developing operational systems

and capabilities before an emergency occurs), and recovery (eg. coordinated efforts and processes for community

regeneration),

Strengtheningthe resilience of Aotearoa New Zealand’s critical infrastructure system

  



Figure 1: Simplified overview of New Zealand’s regulatory approachto infrastructure resilience

‘Lifeline utilities’
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Why a new regulatory approach may be required

New Zealand’s infrastructure is increasingly vulnerable to stresses and shocks

37.

38,

39.

40.

41.

New Zealand’s environmental and physical features mean that our critical infrastructures are exposed

to a broader and more consequential range of shocks,particularly natural hazards, than any other

developed country. For example:

a. Lloyds assesses that New Zealand has the second highestdisaster loss risk in the world, with Japan’

~ another country on the tectonically active Pacific Ring of Fire - the only other high-income

country listed in the top ten (with Japan’s risk estimated to be less than half of New Zealand’s),”°

b. The United Nations (UN) Disaster Risk Reduction database” highlights that these natural hazard™

risks are unusually weighted towards low frequency, and comparatively unpredictable,-high-

impact events (also known as ‘high-impact, inevitable, but rare events’ or HIRE events). The.WN

notes earthquakes and tsunamis as examples,but volcanic eruptionsare also a risk for

New Zealand.”® i

This reflects New Zealand’s unique and complicated geography, with the country on the collision zone

betweentwotectonic plates. While this risk has always existed, our understanding ofit is constantly

improving ~ with the latest national seismic model estimating that the threat posed by the Hikurangi

subduction zone is 1.5 to 2.5 multiples higher than it was previously understoodto be (as just one

example).”9

Togetherwith this ‘hazardscape’, the country’s long, narrew shape createsinfrastructure challenges,

with electricity, telecommunications and transport networks running north to south. In some instances,

thereis limited capacity for growth or redundancy supply in the case of infrastructurefailure (for

example, Auckland’s fuel pipeline and limited transport links to Wellington),

We also have other vulnerabilities, includingaging infrastructure (for example, much of New Zealand’s

water infrastructure) and the use ofoutdated or relatively unsecure technologies by some operators.

Combined, these make enhancingour tesilience a priority. Managing these pressures alongside

population growth will already require significant additional investmentsin resilience (with pre-

pandemic forecasts suggesting New Zealand’s population would reach six million by 2050).°

in addition to these longstanding pressures, four ‘megatrends’ will heighten the risk of a range of

shocks and increasethelikelihood of New Zealanders experiencing service disruptions and outages.

These megatrends mean that New Zealand’s need for greater infrastructure resilienceis only going

toincrease..

 

26

27

28

10
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Lloyds, 2018, “A world at Risk: Closing the Insurance Gap”. Available at: https://www.lloyds.com/worldatrisk.

See: https://www.undrr.org/,

Noting that volcanic eruptions are excluded from the United Nation’s analysis.

GNS Science, 2022, “National Seismic Hazard Model”, available at: https://www.gns.cri.nz/research-

projects/national-seismic-hazard-model/.

StatsNZ, 2020, available at: https://www.stats.govt.nz/news/new-zealands-population-could-reach-6-million-by-

2050/.
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Four megatrendswill reshape New Zealand’s infrastructure system

42. Thefirst of these megatrendsis climate change.Climate change is expected to undermine the

resilience of New Zealand’s critical infrastructure system by both increasing stresses and vulnerabilities

and increasing the risk of shocks.

43. As laid out in New Zealand’s first National Adaptation Plan,*! some direct effects of climate change

include:

 

  

  
  

  

 

  

  

   

a. more extreme and more frequent weather events, such as storms, heatwaves, and heavyrainf

with numerousrisks to infrastructure resilience

b. fewerfrost and snow days, with significant impacts on hydrology and the seasonal cy

snowmelt, with material implications for the energy sector

c. more frequent and severe droughts, putting pressure on our freshwater resour

affecting the reliable supply of drinking water and electricity generation

d. sea level rise, which may compromise or strand existing communiti l infrastructure

assets,

44,

d and maintain infrastructures;  

   

   

st of greenhouse gas emissions.

45. tures, directly and indirectly, including through

46. itical and national security environment.

1,32 New Zealand faces a substantially more challenging

han it has for decades. This makesthe risks of manmade shocks

47.

Geopolitical tensions are notlimited to the cyber domain. Byvirtue of holding large amounts ofsensitive

information and their integral role in our economy,critical infrastructures are also attractive targets for:

a. espionage (the covert collection of non-publicly available information)

 

31 Available at: https://environment.govt.nz/assets/publications/climate-change/M FE-AoG-20664-GF-National-

Adaptation-Plan-2022-WEB.pdf.

32 New Zealand Ministry of Defence, 2021, “Defence Assessment 2021: He Moana Pukepuke E Ekengia E Te Waka /A

Rough Sea can still be Navigated”. Page 6. Available at:

https://www.defence.govt.nz/assets/publication/file/Defence-Assessment-202 L.pdf.
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49,

50.

51,

52.

53.

b. sabotage (service disruption)

c. coercion (the threat of service disruption to extract concessions from critical infrastructure owners

and operators).

These risks can arise through foreign states, or proxies working on their behalf, who gain control of, or

access to, New Zealand’s infrastructures. This may include through:

a. investment and other commercial partnerships (such as joint ventures)

b. the supply of goods and services (such as managedservice providers or software vendors, that

could extract sensitive information from corrupted or insecure assets)

c. employment.

Related to this more challenging strategic environment, the third trend is vulnerabilities inthe

globalised economic model andtherapid policy changes to respond to them, which are driving

economic fragmentation. :

This change can already be observed throughthe operation of global supply chains. For example,

borderclosures and recent difficulties in global travel have placedsignificant pressureson the ability of

owners and operators to access the goods and services neéded to build, maintain, and operate our

critical infrastructure. This is exacerbated by the smallsize ofour doméstic market, which leaves us

nearly whoily reliant on offshore suppliers for manycritical inputs?

While the COVID-19 pandemic highlighted these vulnerabiliti€s, they are vulnerabilities that could also

be exploited by a foreign state for strategic ends or exacerbated by conflict. They also overlap with

broader concerns about the scale and distribution of the benefits that the globalised economic model

has delivered. :

Worldwide,there are now efforts to enhance domestic economic resilience, with a ‘just in time’

approach to managing the supplyof strategically important goods™(ie. goodsarrive just as they are

required) being replacedin somejurisdictions with a ‘just in case’ approach (ie. sufficient supplies are

kept on hand to manage disruptions).Technological change,particularly automation, is accelerating

this transition. Previously somegoodscould not be produced competitively onshore, whereasit is

becoming affordable to doso again — with the added benefit of shorter and less complex supply chains.

 

33
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Currently, 90 per cent of our construction products neededto build orrepair our physical infrastructuresare either

imported or contain imported products that cannotbeeasily sourced within Aotearoa New Zealand. See EBass,

2021, “Construction Supply Chain Report. Aotearoa New Zealand, 2021:”, page 7. Availableat:

https://www.eboss.co.nz/assets/marketing/supply-chain-survey/EBOSS-Construction-Supply-Chain-Report-

2021. pdf.

For example, semiconductors, pharmaceuticals and fertilisers.

This is not just happening at the macroeconomic level. Some governmentsare also imposing requirements on

infrastructure operators to secure their supplies of critical inputs.
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54, This economic fragmentation is not just being driven by jurisdictions’ desires to ensure a continuous

domestic supply of critical goods and services. Many governmentsare also placing new barriers around

the use of some imported products and the export of some products*to respond to concernsthat:

a. the purchase andinstallation of some goods may,in itself, pose risks (eg. certain IT equipment may

allow systems to be remotely accessed or controlled or allow data to be exfiltrated), or facilitate

unethical practices (eg. modern slavery and other human rights abuses)

b. the sale of some goods(eg. semiconductors) mayaid the military capabilities of states that are

perceived to be hostile.

  

     

55. Collectively, these measures are increasing the risk that product standards and logistics chains bec

 

56,

57. :

monitoring and management, and greater connectiv i lelivering savings for business and

consumers and enhancing productivity and economic grewth. For these reasons, their deploymentis

welcomed and consistent with the Government’s broader e¢gnomic objectives.  

 

58. However, the adoption of new technolegies.also creates new vulnerabilities and stresses by:

a. changing what weconsiderto be.criticalinfrastructure, leaving regulatory systems outofdate. For

example, as the New Zealand iy, becomes moredigitised, the service providers that

underpin that transformatian | service and data storage providers) will become

day-to-day function. However, these service providers are

ons to support or enhancetheir resilience

   

      

   

af (eg. operational technology (OT) systemsare nowintegrated with

(7) systems such that physical events can be controlled through digital

~ it

 

For example, on 7 October 2022, the United States’ Government announced new controls on thesale of

semiconductors and other advanced computing products to the People’s Republic of China. Additional detail is

available at: https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-

07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file

37 Australian Strategic Policy Institute, 2019, “Protecting Critical National Infrastructure in an era of IT and

OT convergence”, page 4. Available at: https://www.aspi.org.au/report/protecting-critical-national-infrastructure-

era-it-and-ot-convergence; US Cybersecurity and Infrastructure Security Agency, “Cybersecurity and Physical

Security Convergence”, page 1. Available at: https://www.cisa.gov/cybersecurity-and-physicat-security-

convergence.

sgrhsiffk 2023,06-18"heeeare resilience of Aotearoa New Zealand’scritical infrastructure system ai



c, increasing the number of dependencies and interdependencies between New Zealand’s critical

infrastructures, meaning that:

i, the impact of any emergency will be deeper and more pervasive than previously experienced,

as outages cascade acrossthe critical infrastructure system(ie. the likely consequenceof any

shock has increased}

ii, weaknesses orvulnerabilities in any part of the infrastructure system could appearas

weaknesses in every part of the infrastructure system. Widescale outages could increasingly

be triggered by outages ordisruptions to assets that were previously peripheral

iil, the costs of infrastructurefailure will be borne more widely, while the costs of enhancing

resilience will remain bornebycritical infrastructure owners and operators. Over timeythis-

is likely to contribute to further underinvestmentin resilience. ~ j

 

  

 

   

   
   

   

  

How these megatrendsaffect thestresses and shocks that arelib

to impact New Zealand’scritical infrastructure resilience ©

summarised in Figure 2. [he arrows indicate where a pressure is gr

face af the four megatrends. _

Figure 2: Stresses and shocks thal pose risks to infrastr
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The Government would like your views

*.- The paper discussed four megatrends: i) climate change, ti).a more complex geopolitical and national

security environment, iii) economic fragmentation; and iv) the advent and rapid uptake of new

technologies. Do you think these pose significant threats to infrastructure resilience?

e Are there additional megatrends that are also important that we haven’t mentioned? tf so, please

provide details.

sgrhsifjk 2023-06-19 16:55:41 Strengthening the resilience of Aotearoa New Zealand’s critical infrastructure system



These megatrendsrisk exposing the limitations of our current approachtoresilience

59.

60.

61.

New Zealand’s long-standing approachto regulatingforcritical infrastructure resilience has relied on the

assumption thatcritical infrastructure owners and operators (or regulators) could accurately determine:

a. the likelihood of a shock occurring

   
   

 

   

 

b. know who or what would be affected by that shock

c. estimate a shock’s costs

d. make rational choices about what investments to make to reduce those costs.

megatrendswill makeit moredifficult to:

 

  a. forecast the likelihood of shocks, particularly those linked to a changing cli

   

 

   

  

 

  

 

b.

C,

action is more likely to be shared.

For this reason, Te Waihanga and New Zealand’s National’ Plan for climate change recommend

taking a coordinated, systematic approachto building t silience. This requires the focus to

shift from the resilience of each distinct infrastructure a o how infrastructure assets and the networks

 

40

41

“E78
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rastructure Australia and Infrastructure New South Wales, 2021, “A Pathwayto Infrastructure Resilience —

Advisory Paper 1: Opportunities for systemic change”, page 6.

Australian Government, 2020, “ProtectingCritical Infrastructure and Systemsof National Significance”.

Available at: https://www.homeaffairs.gov.au/reports-and-pubs/files/protecting-critical-infrastructure-systems-

consultation-paper.pdf,

Asummary of Japan’s proposed economicsecurity Bill, which includes new measures to enhancecritical

infrastructureresilience, is available here: https://www.japantimes.co.jp/news/2022/02/14/business/economic-

security-law-business-worries/.

European Commission, 2019, “Evaluation of council directive 2008/114 onthe identification and designation of

European critical infrastructures and the assessment of the need to improvetheir protection”. Available at:

https://ec.europa.eu/home-affairs/system/files/2019-07/20190723_swd-2019-308-commission-staff-working-

document_en.pdf.
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Overview of Australia’s recent reforms to enhance infrastructure resilience

In April 2022, Australia’s Parliament passed the second of two legislative amendments to enhance the

resilience ofits infrastructure system.

ihe reforms are designed to uplift the security and resilience of Australia’s critical infrastructure, and

the delivery of essential services. This is to protect against all hazatds and threats, including physical,

supply chain, cyber, and personnel risks.

Australia’s Securty of Critical Infrastructure Act 2018 (amended in December 2021 and April 2022

respectively) defines 22 classes of critical infrastructure assets across 11 sectors: communications:

   

  

   

  

 

  

  

  

  

defence chide

Owners andoperatots of clitical invasuucture assets are now required to imp

preventative obligations, as listed below.

1, Provide ownership andpeinformation to Austvalia5a

richpicture of cyber incidents against Australian ¢

advice on how best to prepare and respond to Inc

umaterial risks thal have a substanti

cttlical infrastructure in Australia.

Asmialler group of critical infrastructt

asoeof Nand Signilicance’

 

   

   

   

 

soand sectors if disrupted. oydene ofoe

Seificane can then‘bettyDjs o four Enhanced Cyber Security Obligations, including: the
——
oe

oeofaninetf

 

   

 

ewer: In respect ofall Lypes of national security risks, the relevant Australian Minister

anycritical infrastructure entity to do (orrefrain from doing) an actorthing where
- necessary to mitigate thal risk and where no other tools are available to achieve that outcome.

ae oe

Ceepower: [n the event of malicious cyber activity that poses an imminent and

Piccorisk to national security, the relevant Australian Minister can invoke, as a last resart,

‘GovernmentAssistance Measuresthat allow fordirect intervention in the critical infrastructure

enuly to defend the asset,

 

Australia’s reformsare still being implementedand their effectiveness in enhancing the resilience of

Australia’s critical infrastructure systemis still to be determined.
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What would the financial consequences of enhancing thecritical

infrastructure system’sresilience be?

64. Increasing New Zealand’s annual investment in high-quality critical infrastructure resilience should

save moneyin the long term. Increased investmentcosts will be more than offset by a reduction in

expenses and asset value associated with infrastructure outages and failure. Thisis in the interests of all

New Zealanders, but also governmentand critical infrastructure owners and operators.

 

  

  

  

  

 

  

  
  

  

  

 

  

 

65. Inthe short-term, however, additional investments will come at a cost. Consistent with Te Waihan

infrastructure funding andfinancing principles,” these costs are best borne by the predominant,

beneficiaries of more resilient institutions. These are a mixture of:

a. shareholders, through a lowerreturn on equity

b. employees, through lower salaries (particularly where remunerationis linke

measuresoffinancial performance)

c. customers, through higher prices

d. government, particularly whereit is the owner ofthe relevan

66. This outcome would be moreefficient than the statu

a significant amountof post-event remediation thro

costs at the local or regional level. It would also increa

resilience is embeddedin service charges.”

67.

    ivestments are required, any cost increases are expected — in mostwheresignificant'a

nas a one-off increase. This becausecritical infrastructure assetscases — to be gradu   
 

42 Te Waihanga, 2022, “New Zealand Infrastructure Strategy”, page 123.

43 Relative to the status quo, where the expenses associatedwith infrastructure failure are abstract and difficult to

measure (for example, a reductionin society’s wellbeing because other government programmescannotbe funded).
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68. Additionally, as the government develops options to enhance systemresilience, significant attention

will be given to minimising the scale and consequencesof any cost increases, For example,this could

be achieved through:

a. an initial focus on‘lifting the floorof critical infrastructure resilience, particularly for those entities

currently not subject to regulation

b. timing the introductionof any new regulatory requirementsto align with businesses’ existing

investment plans, to the extent possible

c. considering direct government support for more vulnerable New Zealanders, to ensure that

resilience does not reduce their access to critical services.

 

The Government would like your views

   
Do. you think we have described the financial implications of enhancing resilienc

what have we missed?

 

ae . ue ote gs
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Section 2: Potential barriers to infrastructure resilience

 

theOECDhasoutlinedeGfeaturesthatsupportabestpractice systems-basedapproach -

. to critical infrastructureresilience _ st          
ieprinciplesrecognise:that critical infrastructure resilience depends o1onn governmentspartnering

. withcritical infrastructure ownersandoperators Thisvisionofpanepaoethis discussion

oe:aswellass the§ \ ernmentS$broaderworkor thisissue, .

  

 
 

44 OECD, 2019 “Good GovernanceforCritical Infrastructure Resilience”. Available at: https://www.oecd-

ilibrary.org/docserver/02f0e5a0-en.pdf?expires=1683501029&id=id&accname=ocid56017414&

checksum=A11158D51D597E8921A2B0747988EB08.
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Building a shared understandingof issues that are fundamental to system

resilience

This subsection outlines why a shared understanding of hazards and threats between government and

critical infrastructureentities is essential to enhancing resilience. in short, this knowledge is needed:

* forcritical infrastructure owners and operators to confidently targettheirlimited resilience budgets

at their most importantassets, to manage the mostlikely and most consequential risks, and    

  

 

  

  
  

 

* for regulators to develop appropriate and proportionate policies and other regulatory settings.

The subsection also describes how successfully the governmentis building a shared underst

today, and how reformsalready underwaywill improvethis. It concludes that the governm

current approachto information sharing is not sufficiently comprehensive or regular to

goal. This ts despite the success of tools like the advisories, alerts and cyber defence

by CERT NZ and the GCSB’'s National Cyber Security Cente, and the introductio

ownelship register.

Feedback is sought on both the need fol greater informationsharing al mechanisms

to deliver that outcome.

  
Whyis developing a shared understanding of hazards, threatsand risks important?

 

69. The infrastructure Strategy,** OECD guidance, academia,and a cross-country comparison of regulatory

systemsall highlight the importance of robust infermation sharing as an important mechanismfor

enhancing resilience.

70. Access to the sameinformation enablestegutlators and critical infrastructure owners and operators

to make informed decisions about whateévents to planfor, how muchto invest, and how to prioritise

investments to manage them. This requiresa shared and comprehensive understandingof:

 

a. hazards and threatsfacineN: wZealand’s infrastructure system

b. the location and nature of New Zealand’s most critical assets(ie. the assets most essential to the

delivery of services) |

G vulnerabilities already embeddedin the infrastructure system, such as: ownership or control
by foreign States that could be usedto facilitate espionage or sabotage,orreliance on certain
suppliers for critical goods that could be subject to disruption

d. the Fisks associated (orlikely to be associated) with building or retaining assets in certain
geographicalareas, particularly as climate changeaffects the type, frequency, andintensity
of natural hazards

e. dependencies and interdependencies between infrastructures andcritical assets, including how
service disruptions may cascade across the infrastructure system andthe vulnerabilities that this

may create for other sectors - even those investing heavily in their ownresilience

f, the government’s objectives forthe resilience ofthecritical infrastructure system.

 

“8 Te Waihanga, 2022, “New Zealand Infrastructure Strategy”, page 97,
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71. More broadly, comprehensive information sharing is necessary to foster a culture of trust and

partnership betweenthe public and private sectors in managing infrastructure risks. This is important

given each group’s distinct but overlapping roles, and the complex, competing issues to be balanced

including competition, affordability, equity, and efficiency.

72. While some hazard and threat information can be shared publicly (eg. government assessments of

the likelihood of various natural hazardsorthe effects of climate change) or provided to government

without explicit regulatory powers, the exchange of othertypes of information depends ontrust

between parties and confidencethatit will not be publicly disclosed. For example:

  

 

  

  
   
  

  

critical infrastructure owners and operators are understandably reluctant to share sensiti

i. create legal liabilities

ii, have implicationsfor their competitiveness, or breach anti-trustleg

iii. reveal their vulnerabilities to those that would seek to take

iv. otherwise damage their reputation

b. for government, trust and security is an essenti,

security information.

 

  
  

   

     

  

a. establishing formal legislative powers to. ble the collection of certain business-sensitive

information (eg. on ownership and 2 rom critical infrastructure operators

b. providing secure systemsto s

critical infrastructure owners a

Network™ and the Uni

best practice mechahisr

 

opefators. Systemslike Australia’s ‘Trusted Information Sharing

omestic Security Alliance Council have been highlighted as

vhich support infrastructureresilience.*” 

 

4 For additional information, see: https://www.cisc.gov.au/engagement/trusted-information-sharing-network.

av For additional information, see: https://www.fbi.gov/file-repository/dsac_fact_sheet_10-26-2020.pdf/view.
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How successfully is New Zealand building a shared understandingof issues fundamental
to system-levelresilience?

74, New Zealand has regulatory and non-regulatory mechanisms, led by governmentand the critical

infrastructure sector itself, to foster a shared understanding of system-level infrastructure hazards,

threats and risks. Mechanismsinclude thosethat:

a. enhance understanding of threat and hazard exposures suchas:

iil.

the public release of information on natural hazards across a range ofplatforms(eg. seismic .

and other hazards through the EQC,and climactic events through NIWA)

public updates on cybersecurity threats and emerging issues by CERT NZ

the targeted release of someinformation on national security threats by the Intelligence

Community, either directly to potentially affected critical infrastructuresor to entire sectors

(eg. advice from the National Cyber Security Centre on the potentiabfor malicious cyber

activity associated with Russia’s invasion of Ukraine)*® _

regulatory powers to request critical infrastructure ownersand operators to provide

information (eg. on climate changerisk and adaptation responses underthe Climate

Change ResponseAct 2002," and climate relatéd disclostires underthe Financial Sector

(Climate-related Disclosures and Other Matters) Amendment Act 2021)

critical infrastructure owners and operators voluntarily providing information to government

on experienced eventsor identified vulnerabilities:

b. map vulnerabilities and interdependencies betweencritical infrastructures (eg. periodic work
by the New ZealandLifelines Council®™ and regional Lifelines Groups)

c. inform critical infrastructure owners aiid operators of the government’s expectationsfor the

system’s resilience (eg. publication.of strategies and guidancethatintersect with critical

infrastructure resilience or cavers some constituent elements, such as the National Disaster

Resilience Strategy).

 

"AB

50

51

52

on
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For example, see: https://www.ncsc.govt.nz/newsroom/gsa-2022-2940/.

For additional information, see section 5ZW of the Climate Change Response Act 2002availableat:

https://www.legislation. govt.nz/act/public/2002/0040/latest/DLM158584.html.

Climate Related Disclosures are currently required bylarge,listed companies(with a market capitalisation

of more than $60 million), Additional information Is available at:

https://legislation.govt.nz/act/public/2021/0039/latest/whole.html.

For example, see Section 4 of the New Zealand Infrastructure Vulnerability Assessment 2020. This is available at:

https://www.civildefence.govt.nz/assets/Uploads/lifelines/nzlc-nva-2020-full-report. pdf,

See: https://www.civildefence.govt.nz/assets/Uploads/publications/National-Disaster-Resilience-

Strategy/National-Disaster-Resilience-Strategy-10-April-2019.pdf.
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75. These are important mechanisms. However, gaps remain in both the collection and distribution of

information, which leave our current settings short of global best practice. For example, only onein

five New Zealanders consider that the government shares enough information on national security

threats.®® These gapsinhibit our ability to collectively identify the biggest risks and prioritise our

regulatory and investmentsettings to manage them. In particular:

a. while the government does share someinformation on national security risks, the lack of a secure

platform to exchangeinformationlikely limits broader and moreregular distribution of

information (eg. government assessments of specific threats)

b. the governmentdoesnot have the powerto collect the range of information necessary to form

an accurate and aggregated picture ofthe threats facing the infrastructure system. In partic

the governmentcurrently does not have accessto the following relevant information:
 

infrastructure assets, and whetherthat control and access co

New Zealand’s national interests

 
 

53 DPMC,“Draft Long-term Insights Briefing 2022”, page 22. Available at:

https://dpmc.govt.nz/sites/default/files/2022-10/Draft%20National%20Security%20Long-

term%20Insights%20Briefing_1.pdf.
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Whatreformsare already underwaythat will help address this problem?

76, The Government has proposed measuresthatwill partially resolve some of these informationgaps.

These include:

a. introducing a beneficial ownership register, which will makeit easierto identify the ultimate

ownership of unlisted New Zealand companies and limited partnerships, and to understand any

risks associated with those positions™

b. enhancedinformation gathering andsharing powers for NEMA throughthe Emergency

ManagementBill, This couldallow for the collection of information on dependencies and

interdependencies and experienced events,*

77, While these measureswill support the government, regulators, andcritical infrastructure ewnersand

operators in understanding threats and vulnerabilities, gaps will remainrelative to the-QECD’s best

practice guidance. For example:

a. there will be no changein the ability of governmentorcritical infrastrugture entities’to share

sensitive information securely, or with confidence that sharing sénsitive informationwill not

conflict with other requirements,like anti-trust

b. the government’s understanding of malicious cyber activity and other experiencednational

security events will remain,at best, partial

c, the changes will not, on their own, allow real-timemapping of dependencies and

interdependencies

d. the informationsharing that occurs will remain fragmented across multiple websites and
platforms, .

78. These measureswill also not enhance NewZealanders’ understandingof the government’s objectives

for the infrastructure system.

 
   

  
  

 

The Government would ur views

  
  
  

  

e--ifyouarea critical) owner or operator, what additional information do you think wauld

L © your resilience?

bd overnment should do to enable greater information sharing with and

frastructure owners and operators?

 

“ Foradditional information, see: https://www.beehivegovt.nz/release/govt-cracks-down-misuse-nz-companies.

55 For additional information, see the Civil Defence Emergency ManagementBill.
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Setting proportionate resilience requirements

|Thissubsectiondescribes the potentialbenefts ok

| allae infrastructure owners andcomeeting shared minimumvlcstandards

_ (whetherthose standards are prescriptive,principles:-based, orpos“based)_ .    

   

  

  
  

 

  

 

  

    

  

. o / criticalreofparticular significance (eg.those that havea signifiicant number of

_ connections wih other critical infrastructures)bonesubjectto higher resiliencestandards.

S2bothiinstances, minimumn resiliencestandardscan Deusedto

newithoutregulation)

i. preventceeinunregulated sectorsresultingin outages th2gvat“undg

highlylssectors

- resilience

es focusantonon key measuresobettermanagetl

New Zealand ijisomanee

|aisssoughton thece
_ standards could.orshould beappl

the costs of infrastructure failure are spread widely across the community, but the costs

of enhancingresilience are borne by individual infrastructure entities. Given thatcritical

infrastructure owners and operators only have financial incentives to an amount equal to their

ownpotential lossesof infrastructurefailure, this can create a gap betweenthelevelof resilience

optimal for the infrastructure entity and the ‘socially optimal’ levelofresilience.
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b. itis difficult for consumersto identify whether critical infrastructureis resilient (eg. whether both their

supplier, and their suppliers’ supplier, has robust cybersecurity practices), Many New Zealanders

continue tolive and investin locations withoutresilient infrastructure, especially since the benefits of

infrastructure resilience are not actively promoted, This reduces the power of consumerchoice as a tool

in driving the necessary investmentin resilience. It also means that for those critical infrastructures that

increasetheir resilience, costs will go up for their customers. In competitive markets, these customers

may beeasily poached by a competing supplierthat is not investingin resilience to the samelevel.

New Zealand’s unusually high distribution of HIRE events (as discussed in paragraph 37) further inhibit

the ability of the critical infrastructure system to reachthe‘socially optimal’ level ofresilience without

governmentintervention. This is because HIRE events are subject to ‘normalcy’ bias**, which leads to

underinvestment ahead of adverse events and overreaction after they occur.*’ These factors help

explain New Zealand consumers’historic reluctance to pay higherprices for more resilient,

organisations, even where this has been advocated.** For this reason, managing HIRE Lisks almost,

always requires coordination beyondthe individual and enterprise level. :

To overcomethese disincentives, many jurisdictions are working to introduce oF haveintroduced

enforceable minimum resilience standardsforall critical infrastructlires across all'the resilience

domains described in Section 1. This is consistent with OECD guidance, Which endorses such standards

as important tools for minimising ‘weak links’ that could jeopardise the security of the overall critical

infrastructure system, _

Resilience standards can take various forms and this documéntdoes not prejudge what form might be

most appropriate for New Zealand. Theseformsinclude, butare not limited to:

a. principle-based requirements(eg. an objective, similar to those that exist under the CDEM Act 2002

‘to be resilient’)

b. process-based requirements (eg.a requirementto adopt a standard processorrisk management

framework, such as an annualgequiyement to identify critical assets, risks to them, and implement

a mitigation strategy).© :

Standards can apply to a critieal infrastructure entity (the approach taken under the CDEM Act 2002), or

to its critical assets (the approach taken under Australia’s Security of Critical Infrastructure Act). Linking

standardstocritical assets, rather than the entities that are responsible for them, may be a better way

to target expenditure. This is particularly true for infrastructures that provide a rangeofcritical services,

only someof which arecritical.

Normaicybias is a cognitive bias which leads people to disbelieve or minimise threat warnings. Consequently,

individuals underestimatethelikelihood of a disaster, when it might affect them, and its potential adverse effects.

Schildberg-Horisch, H., 2018, “Are Risk Preferences Stable”, Journal of Economic Perspectives. Available at:

https://www.aeaweb.org/articles?id=10.1257/jep.32.2.135.

For example, the 2019 business case developed by Wellington Lifelines calling for $3.9 billion of investment to

enhanceresilience that was not taken forwardin full.

New Zealand Treasury, 2022, “New Zealand’s wellbeing:Is it sustainable and what arethe risks?”. Available at:

https://www.treasury.govt.nz/publications/tp/new-zealands-wellbeing-sustainable-what-are-risks.

OECD, 2019 “Good Governancefor Critical Infrastructure Resilience”, page 52.

Additional information on NIST, whichis just referenced as an example,is available at:

https://www.nist.gov/cyberframework/framework.
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7 Examples¢ofdependencies,and.interdependencies.acrosss thecritical

- infrastructuresystem oo.

 

. The Government considersthata apiebeeedapproach to ctiticaleteole

is necessaty tomanagetheriskscreated by the dependenciesand interdependencies betweenaitical

. infrastructures. Some examplesofthesedependenciesandinterdependencies,andhowneygenerate

a usof cascading:serviceoSacrossthe0aredetailed belcOw.SS _

   
  
  

  
 
   

   

 

    

 

os .The electricity network underpins thee operationof mosttothercitical infrastructures,andaa

| wastewater processing,aigaeserviceithehealithsystem,transportation,andiae

leverosforsomebackup generat aNi

 

-aewithindustrial controlssystems and internet-basedserviceses particulaarly af

While it maybe possiblefor someinfrastructures torevertto using manualLeni arin 5 id control
processes,doing’so wouldnotbe as efficientor2aseffective, andid evel {ASy"other

eeswould continue 2beao _

‘management. This includesfuelterminals, aps
ieJeee! .

 

hening th wh x Tht .
35
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Why may it be importantfor significant critical infrastructures to be subject to additional
requirements?

85. Critical infrastructure entities at the very core of the system generate largespill overs that have far-
reaching impacts. Implementing minimumstandards would help reduce the risk of weaknesses in one
entity adversely impacting the entire infrastructure system, but it would not eliminate the risk entirely,
This is because minimumstandards might not be stringent enoughforcritical infrastructures that are
nationally important - for example, those that have a significant numberof connections with other
critical infrastructures and therefore crucial to the overall stability of the infrastructure system (eg.

some energy or telecommunications providers),

86. Forthis reason, somejurisdictions impose additional requirements on their most important critical
infrastructures. This is similar to the concept of Globally and Domestically Systemically Important
Banks, which must hold additional capital, relative to less important banks, to manageisks'to the

whole banking system.This kind of proportionate and risk-based regulatory approach, where resilience

requirements are tied to aninfrastructure’s importance, has many advantages. These include:

a. prioritising spending onresilience investments that would have the mest significant impact for
New Zealand’s infrastructure system

b. reducing the risk that resilience requirements are set so highfor ail critical infrastructure entities
that they create undue barriers to entry, reducing competition,

87. This type of approach has beencentral to Australia’s Owawith ‘systems of national

' equirements.

 

    

  
Howcan a critical infrastructure ass rtance bedetermined?

i.

olistic models, where the infrastructure’s importanceis assessed against a broader rangeof
Hoa. domains(including economic, environmental, social and cultural factors). An example of

a holistic model developed by |reasury is available at Appendix B.
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How successfully is New Zealand setting proportionateresilience requirementsforall critical

infrastructures?

88.

89.

90.

91.

92.

93.

St
sgrhsifjk 2023-06-

The combinationofspecific regulatory requirements in somesectors, and requirementsfor lifeline

utilities under the CDEM Act 2002 mean that many- but not all - of New Zealand’s mostsignificant

critical infrastructures are subject to some standards(eg.the finance, electricity, and

telecommunications sectors).   

  

   

  

 

However,there is no regulatory regime in place to set, monitor or enforce compliance with standards

that apply to commonrisks acrossthe entirecritical infrastructure system (such as cyber risks). Thi

regulatory gap is compounded by an uneven awarenessof, and capability to manage,differentri

accordingly tasked with the developmentof a hazard and threat neutt

climate change management and mitigation.

 

  

   
  

outagesor disruptions to electronic payment systems,

and telecommunications) are not comparatively geliable.

are not) could be viewed as requi

standards. However, atpAct

entities that must 4

notheni
1
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Managing the interaction between potential minimum standards and other

regulatory regimes

The Government has not made any decisions about the formof any minimum resilience standards. Any

such decision will be informed by the outcomes of consultation on this document and the subsequent

consullalion on options,

The Government recognises, however, that whateverform minimum standardsLake it will be essential

thal any requirements do notconflict with or duplicate standards in place under other regulatory

regimes. In particular, consideration is being given to haw any minimum resilience standard would

interact with:

 

     

  

 

® fesource Management| requirenients (eg, if standards require additional physical infras

be constructed)

® price-qualily settings that apply to some critical infrastructure sectors (mo

telecommunications)

‘touch points.

This includes consideration of recognising regulatory equi

and/ol empowering existing sectoral regulators to mo

across the ciilical infrastvucture system.

Whatreforms are already underwaythatwill help to address this problem?

94. The Emergency Management Bill will enhance the resilience of New Zealand’s infrastructure system. In

particular, the extension of the genegalrequirementto be resilient® from‘ifeline utilities’ to all critical

infrastructure assets should thegreticatly enhance resilience levels,

95, However, the Emergeney ManagementBill (and existing requirementsforlifeline utilities) focuses on

emergency management, rather than critical infrastructure resilience. While the Bill would reinforce the

needforresilience, the goveriyment - wouldstill be unableto:

a. apply morestringent mandatory requirements to morecritical assets

b. apply specific requirements to manage particulartisks or vulnerabilities (eg. minimum cyber

securitystandards to protect networks from malicious cyberactivity)

C.. determine whetherthe Bill’s requirements are being met or met ina consistent way (ie, assess

“ ewhethercritical infrastructure entities are compliant)

de, take enforcement action before orafter an emergency event, if it is determinedthat resilience

requirements were not met.

 

Thatis, lifeline utilities must be able to functionto the fullest possible extent, even though this may be at a reduced

level, during and after an emergency.
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96, Further, as notedby Infrastructure Australia and Infrastructure New South Wales,situating

the government's regulatory regimeforresilience in an emergency managementcontext can make

cross-government coordinationdifficult. This recognises that several areas of governmentoutside

of the emergency managementframework have a regulatory interest in infrastructureresilience

(eg. planning and climate change adaptation).”

  

 

     
  

   

  

 

  

  

97. Reforms to resource management should also enhanceinfrastructure resilience over time, by ensuring

that newly constructedcritical infrastructures are not located in areas, whichare particularly atrisk

from the changing climate or natural hazards. While this is an essential change,it is unlikely to rem

the need forresilience standards. This is because:

a. changes to resource managementwill have limited,if any, impact onthe operations

critical infrastructures

b. while improved consenting can reduce the level of hazardsthata critical infras

to, itis not possible in New Zealand to completely eliminate the risk of natur

risks) and threats will persist regardless of location.

 

The Government would like your views

®. Would you support the governmentbeing able to set,

across the entire infrastructure system? If so:

— what type of standard would you support (eg. req ent to adhere to a specific process

or satisfy a'set of principles)?

©

 

68 infrastructure Australia and Infrastructure New South Wales, 2021, “A Pathwayto Infrastructure Resilience -

Advisory Paper 1: Opportunities for systemic change”, page 7.
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Managing significant national security risks to the critical infrastructure
system

This subsection describes how critical infrastructures are increasingly attractive targets to foreign
states and other actors that seek to harm New Zealand and New Zealanders. The ability of critical
infrastructures to manage these threats without government supportis limited given government's
unique intelligence and cyber capabilities, which individual infrastructures cannot replicate.

To address these constraints, the Australian Government recently adopted new powers to direct
critical infrastructuresto take,orrefrain fromtaking, certain measures.In rare cases,it can interve

directly to managesignificant national security risks.    

 

  

 

Nev Zealand does not have any equivalent powers and the government has made no d

introduce them.

Feedback is sought on whetherthere is a need for such tools and,if so, what f

take and what protections there should be around their use.

Why mayit be important for the government to have the powerto.interveneto assist
critical infrastructures in managing significant national seeurityrisks?

98. New Zealandfaces a more complex geopolitical and nationalseeurby.environment thanin recent history.
Therisk of foreign states ~ or proxies acting ontheir behalf— interfering in New Zealand’s infrastructure
systemcontrary to our national interests is higherthan it has been in a generation and continues to grow.

99. The critical infrastructure system is an abttracetive tatget for such interference. Espionage, sabotage and

coercion can be - and is - attempted against,the systemregularly.

100. The government recognises that:

a. all critical infrasteuctupe entities can be susceptible to sophisticated interference efforts by foreign
states orstate:linked.actorseThese adversaries have the meansto invest far more to exploit one
vulnerability thaganypotential target couldinvest to reduceall vulnerabilities

b. the government, given its unique understanding of New Zealand’s security environment andits
sophisticatedintelligence andcybercapabilities (underpinnedbysignificant legislative powers),
wilLeften be best qualified to detect anddisrupt such threats

c. .eitmaynotalways be possible to work collaboratively with a critical infrastructure owneror
opefatorto manage a risk due to:

i. areliance uponclassified information that may not be possible to share

ii, disagreement betweenthe governmentandthecritical infrastructure entity overthe risk,

or the mitigations necessary to manageit

ii. aneedto act immediately to protect New Zealand’s national interests, where consultation

or collaborationis not possible given the constraints

iv. the infrastructure owneror operator being unwilling to managetherisk.
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101. Reflecting these factors, many jurisdictions facing similar threats to New Zealand have adopted — or are

considering - extraordinary government powers to support critical infrastructure operators in

managing or mitigating national security events. This includes:

a. new, or enhanced, screening mechanismsforforeign investmentin critical infrastructure sectors

in countries such as Japan, the United Kingdom, Australia, and the UnitedStates. These

jurisdictions allow high risk investments to have conditions imposed,or blocked, to mitigate

significant national security or otherrisks     
  

  

   

   

b. backstop tools to manage othertypes of national security risks, with Australia’s regulatory regime :

forcritical infrastructures providing the strongest examples.

securityrisks?

AcaiSSecurity 7CriticalInfrastructure Act 2018eestwo.pose toooalstosu spo Lo

the Australian governmentiIn managing significacantnationalsecurity risks to itcri : infrastructure

system.In generalterms,theseae

 

. < aa directions power whichallowsthe Meefr Home Affairs GO

anationalsecurityrisk |

e intervention: powers to respondtoserious cybersecur in

HomeAffairs to do, or refrain from doing,anyac ivity neces$5,

incident thatposesa material risk to Australia’eand economicstability,defence,oFnational

security.65This includes the power2s f i mmentagetobowie direct5      
   

  
  

   
  

 

interver ition powersaresupportedbysafeguards.. ASpowers of le resort, both tltheaie ;

Oebeableto exercisee the direction:2aroeenete Minister ofHong

ttheAustralianroakgi.ige

 

peeland.consequences forcustomer5 ifadirectionwasissued.

 

Teesare akereview |rightsbuiltin,ahanydy directionsissuedbytheMinisterrsubjec tojudicial _

 

“ See Section 32 of Australia’s Security of Critical Infrastructure Act 2018,availableat:

https://www.legistation.gov.au/Details/C2022C00160.

65 See Part 3A ofthe Security of Critical Infrastructure Act.
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How successfully is New Zealand able to manage national security risks in the critical

infrastructure system?

102. The governmenthaslimited tools to managesignificant national security risks to New Zealand’s critical

infrastructure system. {n particular, while the governmentcan intervene to manage a significant cyber

threat to New Zealand’s critical infrastructure, this power does not extend to the ability to intervenein

the managementof any other typeofsignificant national security risk.

103. The governmentlargely relies on non-regulatory mechanisms, such as intelligence community

briefings, alerts and technical support, to supportcritical infrastructure owners and operatorsin

managing national security risks. For example, the National Cyber Security Centre supports natignally

significant organisations to protect their networks from malicious, advanced, persistent,

and sophisticated cyber security threats, including through cyber security outreach and itscyber

defence capabilities CORTEX and Malware Free Networks, However, this modelrelies upon:

a. the intelligence community being able to provide sufficient information to the critical

infrastructure entity to convince them ofthe risk

b. the critical infrastructure entity being willing to take steps to mitigate them, even if the costs of

mitigation would outweigh the direct costs to the entity of allowias the.potential national security

event to occur.

104. A regulatory lever thatis available applies to overseasinvestment. Under the Overseas Investment Act

2005: we

a. controlling investmentsin ‘sensitive assets’® must satisfy a numberof potential tests before they

can receive consent. This can include the ‘national interesttest’, which empowers the Minister of

Finance to impose conditions on, opblockginvestments found to be contrary to New Zealand’s

national interests ~ including national security interests

b. other investmentsin ‘strategically. important businesses’ can be reviewedirrespective of the value
of the proposed transaction or size of the equity stake being acquired. Transactions posing a

significantrisk to.New.Zealand’s national security are able to have conditions imposed or be

blocked if conditiong.are urilikely to adequately mitigate the national security or public order risks.

105. While these are impartarit.tools, it does mean that the government's ability to manage national security

risks in the critical infrastructure system is limited.

© “Section 12(1)(b) of the intelligence and Security Act 2017 provides the GCSBwith the powerto do anything

necessary or desirable to protect the security and integrity of communications and information infrastructures of

importance to the Government of New Zealand, including identifying and respondingto threats or potential threats

to those communications and information infrastructures.

67 Thatis, investments that grant a more than 25 per centinterest in sensitive land (such as foreshore or non-urban

land offive hectares or more), significant business assets (ordinarily those worth $100 million or more), orfishing

quota.

* The national interest test is always applied to investments in “strategically important businesses”, including

businessesinvolved in military or dual-use technology, as well as a numberofcritical infrastructure sectors

including ports or airports, electricity, water, telecommunications, and financial market infrastructure.

The national interest test can also be applied to other transactionsthat are subject to screening under the Overseas

InvestmentAct 2005 ona discretionary basis.
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Whatreformsare already underwaythat will help address this problem?

106. The Governmenthas a significant programmeof work underway to enhance general awareness of

national security risks and the ability of businesses and the wider community to mitigate them. This

includes the development of New Zealand’sfirst National Security Strategy.

107. This is an important step towards enhancing New Zealand’sresilience to national security risks. At this

time, however, the Governmentis not progressing any regulatory reforms that would enhance the

government’s ability to directly intervene to support the managementof suchrisks in the critical

infrastructure system.

   

  

  

  

  

  
   

  

 

The Government would like your views

® Do you think thereis a need for the government to have greater powers to provide

intervene in the managementofsignificant national securitythreats against act

Ifso:

- what type of powers should the government consider?

— what protections would you like to see aroundthe use of ensure that they were

only used.as a last resort, where necessary?
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Creating clear accountabilities and accountability mechanismsforcritical

infrastructure resilience

This subsection outlines how any prospective reform requires clear accountabilities far the successful

delivery olresilience outcomes, acioss both government and the private sector. In particular:

* the advantages of ihe government identifying a Minister and agencies who have responsibilities for

the totality of the infrastructure system, with adequate funding to drive coherent policy settings  

 

   

   

 

* the need fo! obligations thal are placed an critical infrastructure entilies lo be enforceable, to

ensure that resilience objectives are met

The government does not currently have either clear agency accountabiliues or the powe

crosssector resilience requirements (where they do exist) across the infrastructure sys)

distinct from sector-based requirements, which are enforceable. No decisions have

change either of these setlings to date.

Feedback is sought on:

® the need for a responsible agency and/ot regulator for thecritic

form any entily should take

qre system, and whal

* the need for enforcement mechanisms to compel c

Why mayit be important for the government to/have clear accountabilities for the resilience

of the critical infrastructure system?

108. While a comprehensive, systems-driven policy fratrieéwork with the kinds of features describedin the

preceding sections may be important, otifeomes will ultimately depend on the framework’s

implementation by government and industry. This requires clear accountabilities and accountability

mechanisms,

109, For the governmentythis would likely require designating a central, coordinating point responsible

for the resilience of the infrastructure system,to include developing appropriate policy and any

corresponding regulatory requirements (whether those responsibilities sit within a single or multiple

agencies), Relative to the status quo, this should:

a. reduce thetisk of fragmented requirements across different infrastructure sectors

b. support coordinationof policies that affect the infrastructure system, to ensure that trade-offs

betweenconflicting policy objectives are understood and that the government’s overall regulatory

“settings are coherent

c. ensure greater democratic accountability for system-level resilience.

110. Reflecting these advantages,it is increasingly common among comparablejurisdictions to establish

policy and regulatory agencies exclusively focussed on the critical infrastructure system. These include

Australia’s Cyber and infrastructure Security Centre, the United States’ Cybersecurity and Infrastructure

Security Agency and the United Kingdom’s Centre for the Protection of National infrastructure.

111. Forcritical infrastructure owners and operators, accountability mechanisms are necessary to verify

that legal requirements are being met. The absence of such mechanisms can reduce overall compliance

(given the high costs of infrastructure investments), It also creates competitive advantagesforcritical
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infrastructure entities that do not meettheir obligations (relative to those that do), by allowing them

to charge less and grow their market share.

112. Given this, the OECD recommend that governments introduce the following mechanismsto ensure

that critical infrastructures comply with their regulatory requirements:

    

 

   
    

 

  
   

  

   

a. government monitoring and supervision, such as regular reporting (which could be public,

private, or a mix of both dependingon the information being provided), inspections, and

performance assessments

b. enforcement mechanisms, which could range from awareness-raising and educationin thy

instance, to fines and enforceable undertakings for non-performance. At the most ext

this could include criminal penalties for severe breaches of regulatory requirements

113.

workplace health and safety).

How successfully has New Zealand created clear accou

infrastructure system?

government agencies that do havepolicy

the Ministry of Business, Innovation and

sectors, such as the planning sy

government).

116. The government agency that is st to these functions is NEMA,as the agencywith policy and

i asponding to emergencies under the CDEM Act 2002. However,reflecting

shipof the emergency management system, NEMA does nothave the mandate,

rces ‘o ensuretheresilience ofthe critical infrastructure system. For example,

    

 

Emergency ManagementBill)

build or maintain a real-time modelof the infrastructure system’s dependencies and

interdependencies

d. identify potential national security risks that are eitherlikely to emerge orare already embedded

in the infrastructure system, such as thoserelating to ownership and/or control ofcritical

infrastructure assets or those embeddedin supply chains.

117. NEMA alsois not, and should not be, a regulator. NEMA’s success andtrusted position in the community

stems from its strong partnerships with local government, communities, iwi, and businesses. Thereis a
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risk that this partnership could be underminedacross some or all critical infrastructure sectors if NEMA

were also responsible for monitoring and enforcing compliance withresilience requirements.

118. This agencyarchitecture, however, meansthat there are also limited accountability mechanismsto

ensure that critical infrastructure owners and operators are meeting their emergency management

obligations consistently. This creates risks of non-compliance, whichin turn have the potential to

generate systemic risks if outages generatedin one sector cascade to another,

Whatreformsare already underwaythat will help address this problem?

119. The Emergency ManagementBill will extend the general requirement to be resilient to a broadergange

of entities than those currently designatedas lifeline utilities and introduce some new requirements to

provide the community with greater assurance that critical infrastructures are resilient. This includes a

proposal to introduce reporting, monitoring and evaluation arrangements by whichcritical”

infrastructures must provide an annual statement demonstrating theirability to comply with their

duties and responsibilities underthe Bil ,

120. Regulatory reformto enhanceresilience would build on these requirements taenforce mandatory

minimumresilience standards and enhanceinformation sharing betweergovernment andcritical

infrastructures, This will involve establishing stronger accountability mechanisms to ensurecritical

infrastructure owners and operators are meeting their regulatoryobligations,

 

The Government would like your views

 

    

   

« Do'youthink that there is a need for a governm

for the resilience of New Zealand’s critic

   yt agency 0 agencies to have clear responsibility

»or offences) to ensure thatcritical infrastructure operators are meeting potential

5? If se:

directors/executive leadership, ora mix of the two?
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Appendix A: Glossary

 

   

 

  
  

 

  

 

  

 

   
  
  

  

  

 

   

  

   
    

  

 

Term Definition

CDEM Civil Defence Emergency ManagementAct 2002

Commerce The Commerce Commission is New Zealand’s competition, consumerand regulatory

Commission agency.It has regulatory responsibilities in the electricity lines, gas pipelines,

telecommunications, and airport sectors.

Critical Critical infrastructures are the essential and enabling assets, systems, networks

infrastructures services that support New Zealanders’ wellbeing, now andinto the futur

critical because:

e the functioning of suchinfrastructure is essential for the economy,

severely prejudice:

— provision of essential services to public;

- the public interest with regards to saf

law andorder;

— the functioning andstabil

- national security.

Critical Thecritical infrastructure systen

infrastructure critical infrastructuresglt reflects

system infrastructures(ie. the

another), which m

dependent on the

dependencies andinterdependencies between

hysically, digitally, or logically linked to one

 

  

  

 

   
  

 

DPMC
 

Electricity

Authority
  EQC

GCSB   

 

  

 

 

Ministry of Business, Innovation and Employment

“National Institute of Water and Atmospheric Research

National Emergency ManagementAgency. This is the agency responsiblefor

coordinating New Zealand’s responseto natural disasters and other emergencies.

National Cyber Security Centre, part of the Government Communications Security Bureau

New ZealandSecurity Intelligence Service

RBNZ Reserve Bank of New Zealand, the prudential regulator of New Zealand banks,

insurance companies, and financial market infrastructures,

Resilience The ability for an object orentity to absorb shocks and/or havethe capacity to adapt to

those shocks andrapidly recover- even if that means providing servicesin a new way. Te Waihanga New Zealand Infrastructure Commission — Te Waihanga
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Appendix C: Compilation of questions for feedback

Prelude: Objectives for and principles underpinning this work programme

» Does more need to be done to improvetheresilience of New Zealand’s critical infrastructure system?

e® Have you haddirect experienceof critical infrastructure failures, and if so, how hasthis affected you?

e How would you expect a resilient critical infrastructure system to perform during adverse events?

e Would you be willing to pay higher prices for a more resilient and reliable critical infrastructure system?

e The work programme’s objective is to enhancetheresilience of New Zealand’s critical infrastructure

system to all hazards and threats, with the intent of protecting New Zealand’s wellbeing, and supporting

sustainable and inclusive growth. Do you agree with these objectives? If not, what changes. would you

propose? :

e Do you agreed with the proposedcriteria for assessing reformoptions?If not,what changes you would

propose?

Section 1: Background and context

Why a new regulatory approach maybe required

e The paperdiscussed four mega trends: i) climate change, ji) a more complex geopolitical and national

security environment,iii) economic fragmentation, and iv) the. advent and rapid uptake of new

technologies. Do you think these posesignificant threats to infrastructureresilience?

e Are there additional megatrends that are also important that we haven't mentioned?If so, please

provide details.

« Do you think we have described the financialimplications of enhancingresilience accurately? If not,

what have we missed?

Section 2: Potential batriers to infrastructure resilience

Building a shared understanding of issues fundamental to system resilience

e How important do you think it is for the resilience of New Zealand’s infrastructure system to have a

greater shared understanding of hazardsand threats?

e If yet area critical infrastructure owneror operator, what additional information do you think would

best support you to improve your resilience?

¢ What do youthink the government should do to enable greater information sharing with, and between,

critical infrastructure owners and operators?

Setting proportionate resilience requirements

« Would you support the governmenthaving the ability to set, and enforce, minimum resilience standards

across the entire infrastructure system? If so:

— what type of standard would you support (eg. requirement to adhereto a specific process or

satisfy a set of principles)?

- do you have a view on how potential minimum resilience standards could best complement

existing approachesto risk management?
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e Would you support the governmentinvesting in a model to assess the significanceof a critical

infrastructure asset, and using that as the basis for imposing morestringent resilience requirements?If

so:

— what options would you like the governmentto consider for delivering on this objective?

e what criteria would you use to determinea critical infrastructure asset’s importance? ?investing ina

model to assess a critical infrastructure asset’s criticality, and using that as the basis for imposing

resilience requirements that are more stringent on particularly sensitive assets? If so:    
  
  

 

  
  

 

  

       

   
  

— what options would you like the governmentto consider for delivering on this objective?

-— what features do you think provide the best proxiesforcriticality in the New Zealand conte

Managingsignificant national security risks to the critical infrastructure system

e Doyou think there is a need for the governmentto have greater powersto provid

intervene in the managementof significant national security threats against a cri cture?If

SO:

— what type of powers should the government consider?

— what protections would youlike to see around the use of such'p

only used as a last resort, where necessary?

Creating clear accountabilities and accountability

resilience

e Do you think there is a need for a government ageficy or agencies to have clear responsibility for the

resilience of New Zealand’scritical infrastructure

- do you consider that new regulatory? ould be the responsibility of separate agencies, or

a single agency?  do you considerthat an existi
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This document contains information for the New Zealand Cabinet. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authority.
 

Acting Urgently to Strengthen the Resilience of New Zealand’s Critical ~
Infrastructure System: Release of Discussion Document

Portfolio National Security and Intelligence

On6 June 2023, the Cabinet External Relations and Security Committee (ERS):

| noted that in September 2022, the government announced-#ts.intention to undertake
consultationin the first half of 2023 on the limitations ofthe current regulatory approachto
enhancing infrastructure resilience [CAB-22-MIN-0362];

noted that in December 2022, ERS agreedto fast-track measures to enhance the cyber
resilience ofcritical infrastructure ahead of work on broaderresilience, and noted that a

discussion documentwill be submitted to Cabinet for approval inthe first half of 2023
[ERS-22-MIN-0063];

agreed,in light of the broader vulnerabilities in New Zealand’s critical infrastructure system

exposed by Cyclone Gabrielle,toprogress, as a highpriority, the development ofa single
comprehensive piece of legislation to enhancecritical infrastructure resilience againstall
hazards and threats, with a view to its introduction in early 2025;

agreed to the release of the discussion document Strengthening the Resilience ofAotearoa
NewZealand’ Critieal Infrastructure System (the discussion document), and the associated
summary discussion.document, both of whichare attached to the paper under
ERS-23-SUB-0025, for public consultation;

authorisedthe Minister for National Security and Intelligence to approve minor
amendments and refinements to the discussion document and summary discussion document

_ Priorto their public release;

noted that the public consultation period is intended to commence fromearly June 2023 and

‘conclude in early August 2023, with officials undertaking a range of public meetings over
that period;

noted that feedback on the discussion documentwill inform the developmentof options to
enhancecritical infrastructure resilience, ahead of final advice being provided to Cabinetin
2024;
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8 noted that there will likely be financial and legislative implications associated with any
policy changes arising from this further policy advice to Cabinet.
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