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Ref: OIA-2021/22-1127 

Dear   
 
Official Information Act request relating to GCSB-NZSIS Ministerial Policy Statement 
briefings 
 
Thank you for your Official Information Act 1982 (the Act) request received on 16 March 
2022. You requested: 
 

“ONE: "Review of the Ministerial Policy Statements under the Intelligence and Security 
Act 2017” [1920NSP/010] 
TWO: “Review of the Overseas Cooperation Ministerial Policy Statement: Proposed 
Consultation Plan” [1920NSP/031] 
THREE: “Proposed Revised Approach for Reviewing the Ministerial Policy Statements” 
[1920NSP/081] 
FOUR: “Consultation on Ministerial Policy Statement: Conducting surveillance in a 
public place” [1920NSP/054] 
FIVE: "Review of the Ministerial Policy Statements ‐ revised timing” [2021NSP/010] 
SIX: “Consultation on ministerial policy statement: cooperating with overseas public 
authorities” [2021NSP/030]  
SEVEN: “Ministerial Policy Statement: Cooperating with overseas public authorities - 
approval to reissue" [2021NSP/066] 
EIGHT: "Consultation on three Ministerial Policy Statements" [2021NSP/086] 
NINE: "Consultation on Ministerial Policy Statement: Information Assurance and 
Cybersecurity Activities" [02 Jul 2021] 
TEN: "Consultation on Ministerial Policy Statement: Information Management" [05 Jul 
2021] 
ELEVEN: "Consultation on the final three reviewed Ministerial Policy Statements" [27 
Oct 2021]”” 

 
I have decided to release the documents listed below, subject to information being withheld 
as noted. The relevant grounds under which information has been withheld are: 
 

• section 6(a) – the making available of the information would be likely to prejudice the 
security or defence of New Zealand or the international relations of the Government 
of New Zealand; 

• section 9(2)(a) – the withholding of the information is necessary to protect the privacy 
of natural persons. 

Item Date Document Title 

1.  27 September 2019 Review of the Ministerial Policy Statements under the 
Intelligence and Security Act 2017 

2.  24 January 2020 Review of the Ministerial Policy Statements Update and 
Proposed Consultation Plan 
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3.  21 June 2020 Briefing: Proposed Revised Approach for Reviewing the 
Ministerial Policy Statements  

4.  22 June 2020 Consultation on Ministerial Policy Statement: Conducting 
Surveillance in a Public Place  

5.  28 August 2020 Review of the Ministerial Policy Statements – Revised Timing  

6.  18 December 2020  Consultation on Ministerial Policy Statement: Cooperating 
with Overseas Public Authorities   

7.  12 March 2021 Briefing: Ministerial Policy Statement: Cooperating with 
Overseas Public Authorities – Approval to Reissue  

8.  8 April 2021 Briefing: Consultation on Three Ministerial Policy Statements  

9.  2 July 2021 Consultation on Ministerial Policy Statement: Information 
Assurance and Cybersecurity Activities  

10.  5 July 2021 Briefing: Consultation on Ministerial Policy Statement: 
Information Management 

11.  27 October 2021 Briefing: Consultation on the Final Three Reviewed Ministerial 
Policy Statements 

 
In making my decision, I have taken the public interest considerations in section 9(1) of the 
Act into account.  
 
You have the right to ask the Ombudsman to investigate and review my decision under 
section 28(3) of the Act. 
 
This response will be published on the Department of the Prime Minister and Cabinet’s 
website during our regular publication cycle. Typically, information is released monthly, or as 
otherwise determined. Your personal information including name and contact details will be 
removed for publication. 
 
 
Yours sincerely 
 
 
 
 
 
p.p. 
Tony Lynch  
Deputy Chief Executive 
National Security Group  
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PRIME MINISTER AND CABINET 
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Briefing 
REVIEW OF THE MINISTEFUAL POLICY 
STATEMENTS UNDER THE: INTELLIGENCE AND 
SECURITY ACT 2017 

. . .. . .. .. -.. . . . .. . CSB and NZSIS 
- - ----- - -- --~~~ - ~ -----~-- -- -

Date 27/09/2019 Priority Routine 

Deadline n/a Briefing Number 1920NSP/010 

Purpose 

This briefing: 

• Sets out the context and background to reviewing the ministerial policy statements, as 
required under the Intelligence and Security Act :2017 

• Seeks your agreement to the proposed approach for reviewing the ministerial policy 
statements 

• Discusses the proposed review of the overseas cooperation ministerial policy statement. 

Recommendations 

1. Note that the ministerial policy statements are required to be 
reviewed before September 2020 

2. Agree that the Department of the Prime Minister and Cabinet 
undertakes the reviews of the ministerial policy statements on your 
behalf 

3. Agree that the approach to reviewing the ministerial policy 
statements is the same as the approach taken to developing the 
ministerial policy statements in 2017 (paragraph 6) 

4. Note that the recently released Inspector-General of Intelligence and 
Security's report of her inquiry into possible New Zealand 
engagement with the CIA detention programme recommended an 
early review of the overseas cooperation ministerial policy statement 

5. Indicate whether you wish to consult with relevant NGOs on the 
review of the overseas cooperation ministe~rial policy statement 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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YES/ NO 

YES/ NO 

YES/ NO 
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6. Indicate whether you would like to discuss the proposed review of 
the ministerial policy statements with officials from the Department of 
the Prime Minister and Cabinet. 

Tony Lynch Hon Andrew Little 

YES/ NO 

Deputy Chief Executive 

National Security Group 

Minister Responsible for the GCSB and 
NZSIS 

1 · rO 
:'J? .I.~ .U2 O 19 .. . ..I. ... ./2019 
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Contact for telephone discussion if required : 

Lynda Byrne 

Team Manager, Security 
and Intelligence Policy, 

National Security Group 

Principal Policy Advisor, 
Security and Intelligence 
Policy, 

National Security Group 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Ref erred to 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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REVIEW OF THE MINISTEFUAL POLICY 
STATEMENTS UNDER THE: INTELLIGENCE AND 
SECURITY ACT 2017 

Purpose 

1. This briefing : 

• Sets out the context and background to reviewing the ministerial policy statements 

• Seeks your agreement to the proposed approach for reviewing the ministerial 
policy statements 

• Discusses the proposed review of the overseas cooperation ministerial policy 
statement. 

What are the ministerial policy statements? 

2. Ministerial policy statements (MPSs) are required under section 206 and section 207 of 
the Intelligence and Security Act 2017 (the Act) to set out the responsible Minister's 
expectations of the GCSB and NZSIS and to provide guidance to the agencies on how 
certain lawful activities should be carried out. 

3. In 2017, prior to the Act coming into force, the Department of the Prime Minister and 
Cabinet developed the MPSs on behalf of the Minister Responsible for the GCSB and 
NZSIS. 

4. More detailed information about the MPSs, along with a sample MPS are provided at 
Attachments A and B. 

The ministerial policy statements are required to be reviewed every 
three years 

5. Section 214 of the Act states that the MPSs must be reviewed within three years from the 
date which they are signed. This means that all ministerial policy statements need to be 
reviewed and reissued before September 2020. 

We propose the following approach for reviewing and reissuing the 
ministerial policy statements 

The approach to reviewing the MPSs 

6. When the MPSs were developed on behalf of the previous minister, we took the following 
approach: 

• The MPSs should be largely principle-based - they are intended to provide 
guidance, not substitute for the operational policies and procedures each agency 
will have in place to the various activities 

• The MPSs should be publicly available 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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• MPSs should apply jointly to the NZSIS and GCSB where possible - in order to 
apply a consistent framework for both agencies 

• Each MPS should be self-contained and the linkages should be clear 

• Each MPS will have its own consultation plan - as the agencies with an interest in 
the MPS review will vary according to the activity the MPS covers. 

7. If you agree, we propose to take the same approach in reviewing the MPSs. 

How we will review the MPSs 

8. We will work closely with the policy, legal and operational branches of the NZSIS and 
GCSB during the review, in accordance with a protocol to be agreed between DPMC and 
the agencies. Working with the agencies, we will consider the following factors : 

• How the MPSs have been incorporated into the operations of the agencies 

• Whether they have provided clear and sufficient guidance to the activities the 
agencies undertake and facilitate the functions of the agencies under the Act 

• Whether there have been any impediments to the operationalisation of the MPSs 

• If there have been unintended consequences, or other issues, including on the 
effectiveness and efficiency of the agencies to an unjustified degree 

• The comments and views of relevant oversight bodies, including the Inspector­
General of Intelligence and Security (IGIS). 

9. We will work with the agencies to prioritise the MPSs for review and review them in four 
tranches. This will allow the work to be spread over time in a manageable way, alongside 
other priority areas of work. 

10. If there is a difference in the interpretation of the Act, or other aspects of the law during 
the review, Crown Law advice will be sought to provide the definitive Crown view. 

The overseas cooperation ministerial policy statement will be 
reviewed first 

11 . The recently released report by the IGIS recommended an early review of the overseas 
cooperation MPS. 

12. Section 207 of the Act requires the responsible Minister to issue an MPS to provide 
guidance to the intelligence and security agencies in relation to these matters: 

• Co-operating with an overseas public authority 

• Providing advice and assistance to an overseas public authority 

• Sharing intelligence with an overseas public authority. 

13. The IGIS, in her report Inquiry into possible New Zealand intelligence and security 
agencies' engagement with the CIA detention and interrogation programme 2001-2009 
(the IGIS report), recommended an early review of the MPS - Cooperation of 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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New Zealand intelligence and security agencies. (GCSB and NZSIS) with overseas public 
authorities (the overseas cooperation MPS) and made several suggestions to address 
gaps in the MPS. 

14. When the overseas cooperation MPS was developed in 2017 we were aware of the 
forthcoming IGIS report and included a statement within the MPS that it would be reviewed 
and reissued when the IGIS Inquiry was completed. In DPMC's response to the IGIS 
report we agreed to consider the recommendation within the review of the overseas 
cooperation MPS and to work with the IGIS as the review progressed. 

What will the review of the overseas cooperation ministerial policy statement consider? 

15. The IGIS report states that the MPS should unambiguously set out New Zealand's 
obligations relating to the law of torture and complicity in torture. This was not able to be 
achieved when the MPS was developed in 2017. The Ministry of Foreign Affairs and 
Trade (MFAT) is leading a process to clarify New Zealand's obligation, at international law, 
not to be complicit in the internationally wrongful acts of foreign partners. The advice MFAT 
provides as part of that process will be relevant to a range of agencies across government, 
including the intelligence and security agencies, New Zealand Defence Force, 
New Zealand Police, Customs, and DPMC. It will be relevant to understanding 
New Zealand's obligation not to be complicit in torture as well as its obligation not to be 
complicit in a range of other internationally wrongful acts. This work will inform the review 
of the MPS. 

16. The IGIS report also identified the following gaps in the MPS, which will be considered 
within the review: 

• the MPS does not state that the prohibition of torture is non-derogable 

• the MPS does not specify the circumstances in which 'tainted' information might be 
justified 

• it does not reflect that protecting property should not be accorded primacy over 
protecting human rights 

• the threats or risks that, when identified, would allow the agencies to share 
information through human rights abuses, lack clarity 

• there is inconsistency in whether 'tainted' information may or should be passed to 
relevant law enforcement agencies 

• it is unclear what 'unsolicited' means in the context of an intelligence-sharing 
relationship 

• the MPS refers to situations where intelligence is suspected to have been gained 
through torture which indicates a 'credible' security risk, which does not reconcile 
with the statement that information gained by tortur.e is inherently unreliable. 

17. The review will consider whether there needs to be consolidated guidance for all agencies 
working within other states' security systems, to ensure that assistance is consistent with 
New Zealand's domestic and human rights obligations and consistent across government 
(in addition to the intelligence and security agencies, this would include all security 
agencies, including NZ Police, the New Zealand Defence Force, MFAT, Immigration New 
Zealand and New Zealand Customs). 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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The Act requires the minister to consU1lt on the review of the 
ministerial policy statements 

18. Section 211 of the Act states that the Minister must consult with IGIS, any other Minister 
with an interest in the proposed policy statement and any other person that the Minister 
considers appropriate. When the MPSs were developed, DPMC consulted on the 
Minister's behalf. Agencies who were consulted included the Office of the Privacy 
Commission , the Human Rights Commission , Department of Internal Affairs, MFAT, 
Ministry of Justice, Ministry for Primary Industries, New Zealand Police, New Zealand 
Customs Service and Ministry of Transport. 

Consultation on the overseas cooperation MPS 

19. The IGIS report recommended that 'relevant NGOs' are consulted on the review of the 
overseas cooperation MPS. While not listed in the report, relevant NGOs in this context 
might be Amnesty International, Human Rights Watch and the International Committee of 
the Red Cross. 

20. Consultation with NGOs is not a requirement of the Act, and is a decision for the Minister. 
The IGIS report does not set out the benefits of consulting with relevant NGOS, although 
we expect it is because these organisations have a specific focus and oversight role in 
relation to international human rights, and can provide an alternative view that is not solely 
that of the government. 

21 . A potential risk of consulting with NGOs is that it may cause difficulties if their views are not 
reflected in the final MPS for any reason, or if the consulted parties have differing views. 
Consulting with NGOs is likely to add time to the review process. It may also set 
expectations that we would consult on each of the MPSs, which would risk the completion 
of the review and reissue of the MPSs in the required time. 

22. As with the development of this MPS, we will consult with the Human Rights Commission 
in reviewing the overseas cooperation MPS. As the central agency for advocating and 
promoting human rights in New Zealand our view is that consultation with the Human Rights 
Commission is sufficient to gather a specific human rights perspective. 

23. If you wish to consult with relevant NGOs on the overseas cooperation MPS we are able 
to do this on your behalf. We can prepare advice on the specific NGOs that might be 
suitable. 

Consultation 

24. The NZSIS, the GCSB and MFAT were consulted on this briefing and their views 
incorporated. 

Next steps 

25. We are available to discuss the proposed review of the MPSs with you if you wish . 

26. If you agree with the recommendations, we will, in collaboration with the agencies, develop 
a detailed plan for the review, including opportunities to consult with you on the drafts as 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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they progress. We will provide this plan to your office, for your information. 

27. We will update you regularly as the review progresses. 

Proposed timing 

28. The MPSs will be reviewed in tranches. We will set out the timing in the forthcoming 
detailed plan . 

29. The review of the overseas cooperation MPS willl begin immediately. Our aim is to provide 
the draft MPS for your consideration by the end of 2019 (subject to the work MFAT is leading 
to formalise a statement of New Zealand's obligations regarding the law of torture and 
complicity in torture). 

30. The IGIS report also recommended that the agencies' Joint Policy Statement on Human 
Rights Risk Management (the JPS) is reviewed. The review of the JPS will need to occur 
following the review of the overseas cooperation MPS, so that any changes to the MPS are 
reflected in the JPS. 

31. The statutory deadline for completion of the review is September 2020. We will aim to have 
all MPSs reviewed and reissued by early August 2020. 

Attachment A: 

Attachment B: 

Ministerial policy statements - background information 

Sample ministerial policy statement - Creating and maintaining 
a legal entity under subpart 2 of Part 3 of the Intelligence and 
Security Act 2017 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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ATTACHMENT A 

Ministerial policy statements - background information 

What activities do the ministerial policy statements cover? 

1. The activities the MPSs cover generally relate to those lawful activities that have a level of 
risk associated with them, intrusion on privacy, or involve some kind of deception. The Act 
requires the Minister to issue MPSs on these activities: 

• Providing information assurance and cybersecurity activities with the consent of 
the party to whom those services are provided 

• Acquiring, using and maintaining an assumed identity 

• Creating and maintaining a legal entity (such as a cover company) 

• Collecting information lawfully from persons without an intelligence warrant or 
authorisation given under section 78 (human intelligence activities) 

• Conducting surveillance in a public place 

• Obtaining and using publicly available information (open source information) 

• Making requests for information from other agencies under section 121 of the Act 

• Information management 

• Making false or misleading representations about being employed by an 
intelligence and security agency under section 228 

• Activities covered by the exemption from the Land Transport (Road User) Rule 
2004 that is conferred by section 231 of the Act 

• Cooperation with overseas public authorities, including providing advice and 
assistance to and sharing intelligence with overseas public authorities. 

2. The Minister may also issue additional MPSs where he or she considers that guidance on 
any activity is desirable. 

3. The MPSs are publicly available on the New Zealand Intelligence Community website. 

What effect do the ministerial policy statements have? 

4. The Directors-General and all employees of GCSB and NZSIS must consider the 
requirements and guidance in an MPS when carrying out the activity covered by it. While 
it is not compulsory for an employee to comply with a ministerial policy statement, there 
would need to be a very good reason for not complying and the employee would need to 
be able to justify that. 

5. The MPSs require GCSB and NZSIS to put policies and procedures in place to ensure 
employees are acting lawfully and appropriately when carrying out the activities to which 
the ministerial policy statements relate. They also require GCSB and NZSIS to consult 
other agencies with an interest or expertise in matters related to the activity being carried 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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out. Some MPSs also set out particular training that must be provided to employees who 
are carrying out the activity to which the particular MPS relates. 

6. The Inspector-General of Intelligence and Security must also take any MPS into account 
when conducting an inquiry into the activities of the intelligence and security agencies. 

What information do the ministerial policy statements contain? 

7. As required by section 210 of the Act, the MPSs contain guidance on: 

• Procedures for authorising individual employees to carry out the activity (if 
applicable) 

• Any protections that must be in place in relation to the activity 

• Any restrictions on the activity that must be applied. 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS IM•t •UUNUN~M4Mt•■ 
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ATTACHMENT B 

Ministerial Policy Statement example - Creating and maintaining a legal entity 

under subpart 2 of Part 3 of the Intelligence and Security Act 2017 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS 
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PRIME MINISTER AND CABINET 
TE TARI O TE PIRIMIA ME TE KOMITI MATUA 

Briefing 
REVIEW OF THE OVERSE:AS COOPERATION 
MINISTERIAL POLICY STJ~ TEMENT: PROPOSED 
CONSULTATION PLAN 

. - - - - - -

• • i • • • • .. I I I ., I e GCSB and the NZSIS 

Date 24/01/2020 Priority Routine 

Deadline 31/01/2020 Briiefing Number 1920NSP/031 

Purpose 

This briefing: 

• Seeks your agreement to a consultation plan for consulting with non-government 
organisations on the Ministerial Policy Statement: Cooperation of New Zealand 
intelligence and security agencies (GCSB and NZSIS) with overseas public authorities. 

• Updates you on the review of the Ministerial Policy Statements. 

Recommendations 

1. Note that in September 2019 you agreed the Department of the Prime 
Minister and Cabinet would consult, on your behalf, with non­
government organisations on the review of the overseas cooperation 
ministerial policy statement 

2. Agree that the Department of the Prime Minister and Cabinet consult 
with the following organisations: 

2.1 Human Rights Foundation 

2.2 New Zealand Council for Civil Liberties 

2.3 Amnesty International 

2.4 Privacy International 

3. Agree to the attached consultation plan 

REVIEW OF THE OVERSEAS COOPERATION MINISTERIAL POLICY STATEMENT: 
PROPOSED CONSULTATION PLAN 

DPMC: 4191761 
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YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 
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4. Note that we aim to deliver the first two draft Ministerial Policy 
Statements to consider for Ministerial consultation in early February 
2020. 

Tony Lynch Hon Andrew Little 
Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB and 
NZSIS 

t7 01 V>v> .. . . .I .... .I .... . .. ..I. .. ..I. .. . 

REVIEW OF THE OVERSEAS COOPERATION MINISTERIAL POLICY STATEMENT: 
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PROPOSED CONSULTATION PLAN 
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Contact for telephone discussion if requirnd: 
-

Name Position 

Pip Swaney Team Manager, Security and 
Intelligence Policy, National 
Security Group 

Lynda Byrne Principal Policy Advisor, Security 
and Intelligence Policy 

Kaden Wilson Policy Advisor, Security and 
Intelligence Policy 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

REVIEW OF THE OVERSEAS COOPERATION MINISTERIAL POLICY STATEMENT: 
PROPOSED CONSULTATION PLAN 
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REVIEW OF THE OVERSE:AS COOPERATION 
MINISTERIAL POLICY ST~6. TEMENT: PROPOSED 
CONSULTATION PLAN 

Purpose 

This briefing : 

• Seeks your agreement to a consultation plan for consulting with non-government 
organisations on the Ministerial Policy Statement (MPS): Cooperation of New Zealand 
intelligence and security agencies (GCSB and NZSIS) with overseas public authorities 
(the Overseas Cooperation MPS). 

• Updates you on the review of the MPSs. 

You agreed to consult with NGOs on the Overseas Cooperation MPS 

1. In September 2019, we briefed you (1920NSP/010) on the proposed approach to 
reviewing the MPSs required under Section 207 of the Intelligence and Security Act 2017 
(the Act). We noted that the review of the Overseas Cooperation MPS would be started 
first. 

The Overseas Cooperation MPS 

2. Section 207 of the Act requires the responsible Minister to issue guidance to the 
intelligence and security agencies on : 

• Co-operating with an overseas public authority 

• Providing advice and assistance to an overseas public authority 

• Sharing intelligence with an overseas public authority. 

3. The first Overseas Cooperation MPS was issued in 2017 (Attachment A) . The MPS 
provides guidance for the GCSB and NZSIS in relation to all forms of cooperation with 
overseas public authorities. It states that, when making decisions related to foreign 
cooperation, the agencies must have regard to the principles of legality, human rights 
obligations, necessity, reasonableness and proportionality, protections for 
New Zealanders, information management, and oversight. It also sets out the procedures 
to authorise intelligence cooperation, assistance and sharing, and the protections and 
restrictions that need apply. 

The IGIS report recommended early review of the Overseas Cooperation MPS 

4. At the time of issue of the MPS, the Inspector General of Intelligence and Security (IGIS) 
was inquiring into whether NZSIS and GCSB had any connection to the CIA's enhanced 
interrogation , detention and rendition programme in Afghanistan between 2001-2009 (the 
IGIS Report). The Overseas Cooperation MPS noted this work by the IGIS was ongoing, 
and that 'when completed, the conclusions from that Inquiry may give cause for the issuing 
Minister to review and reissue the MPS'. 

REVIEW OF THE OVERSEAS COOPERATION MINISTERIAL POLICY STATEMENT: 
PROPOSED CONSULTATION PLAN 
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5. The IGIS report recommended an early review of the Overseas Cooperation MPS, having 
regard to the gaps that were identified in the report. It also recommended consulting with 
relevant NGOs on the review of the MPS, which you subsequently agreed to. 

Consultation will improve the support and quality of the Overseas 
Cooperation MPS 

6. The Overseas Cooperation MPS has strong public interest elements. This MPS requires 
significant human rights responsibilities and implications (particularly relating to torture) be 
considered by intelligence agencies when cooperating with overseas authorities. 
Conducting engagement that considers the concerns and expertise of relevant NGOs will 
strengthen the Overseas Cooperation MPS and potentially increase confidence in the 
intelligence agencies. 

7. To refine the scope of consultation, officials have considered the recommendations in the 
IGIS Report alongside the recent consultation on the United Kingdom's Consolidated 
Guidance to Intelligence Officers and Service Personnel on the Detention and Interviewing 
of Detainees Overseas, and on the Passing and Receipt of Intelligence Relating to 
Detainees. We propose the following key areas of focus for consultation: 

• How to clearly articulate the responsibilities and obligations relating to torture within 
the MPS (including the non-derogable nature of torture) . 

• Defining exceptional circumstances, public emergencies and/or credible risks to 
national security where 'tainted' information, i.e. information likely obtained by 
torture, might be passed to relevant law enforcement agencies. 

• How agencies should weigh up competing rights and interests, such as loss of life, 
significant personal injury, critical national infrastructure, and/or property. 

We recommend early targeted consultation with a small number of 
relevant organisations 

8. We recommend undertaking a targeted consultation with a small number of NGOs that 
promote and defend human rights, and understand New Zealand's international human 
rights obligations. The organisations we sug!Jest consulting are: 

• Human Rights Foundation 

• New Zealand Council for Civil Liberties 

• Amnesty International 

• Privacy International. 

9. These organisations have been suggested as they have been nominated by the IGIS as 
leaders domestically and/or internationally within the human rights NGO community, they 
have strong engagement records on policy, and they have a New Zealand based contact 
point that can be used to engage their wider organisation and/or network. Other NGOs 
considered included Transparency International New Zealand and the Privacy Foundation 
New Zealand. We have limited the number to the selected NGOs to enable the best use 
of limited consultation resource and to avoid duplication. 
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10. The draft proposed consultation document (Attachment B) contains further details, 
including consultation questions based on the suggested focus areas. We propose to 
send the agencies the consultation document and seek written feedback. 

11 . Responses from this consultation will be balanced alongside other consultation required 
under the Act. The Act requires you to consult with the Inspector-General of Intelligence 
and Security, any other Minister with an interest in the policy statement and any other 
person that you consider appropriate. In addition to the GCSB and the NZSIS, 
consultation amongst Government agencies may include MFAT, MOJ, NZDF, CLO, the 
Privacy Commissioner, and the Human Rights Commission. 

12. We are also engaging with MFAT's ongoino development of legal advice to agencies 
regarding aid and assistance at international law, to ensure the MPS is aligned with this 
advice. 

There are risks with consulting with non-government organisations 

13. We have identified the following risks and mitigations as part of the consultation plan . 

Risk 

Participants feel their views are not taken 
into consideration and criticise the review 

Participants are unable to contribute their 
written submission within the timeframe 
available 

There is negative public or media interest 
in the review 

Participants wish to contribute to other 
MPS reviews, or international cooperation 
procedures or matters beyond the scope of 
this MPS 

Next Steps 

---

DPMC will respond and engage with 
participants to ensure clarity and 
transparency where possible 

DPMC will discuss individual 
circumstances as they may arise, and 
accept verbal submissions if necessary 

DPMC will work with your office, the NZSIS 
and GCSB to develop reactive talking 
points to respond to media interest 

The consultation document will make it 
dear that we are only seeking input into the 
ireview of this MPS, given the significant 
iinterest in human rights issues. The 
iconsultation document will also make it 
dear that we are not seeking feedback on 
operational matters relating to cooperating 
with foreign authorities. 

14. If you agree to the proposed consultation plan, we will contact the proposed NGOs in 
February 2020. 

15. We are reviewing the 11 MPSs in four tranches and have begun the first tranche. Aside 
from the Overseas Cooperation MPS, the first tranche includes the MPSs on Road user 
rules exemption and Conducting surveillance in a public place. We expect to have a draft 
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of these MPSs for consultation with your ministerial colleagues by early February 2020. 

16. We remain available to discuss with you, or your office, the review of the MPSs if you 
wish. 

Consultation 

17. The Office of the IGIS was consulted on the proposed list of NGOs for consultation. The 
GCSB and NZSIS were consulted on this briefing and their views incorporated. 

Attachments: 

Attachment A Unclassified 

Attachment B Unclassified 

-Current Overseas Cooperation MPS 

Draft Overseas Cooperation MPS NGO 
Consultation Document 
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Ministerial Poliry Statement 

Cooperation of Nevv Zealand 
intelligence and security agencies 
(GCSB and NZSIS) with overseas 
public authorities 

Summary 

It is important for New Zealand's security for the Government Communications Security Bureau 

(GCSB) and New Zealand Security Intelligence Service (NZSIS) to cooperate with overseas public 

authorities, including overseas intelligence agencies. 

This ministerial policy statement (MPS) provides guidance for GCSB and NZSIS in relation to all 

forms of cooperation with overseas public authorities. In making decisions related to foreign 

cooperation, employees must have regard to the following principles: legality, human rights 

obligations, necessity, reasonableness and proportionality, protections for New Zealanders, 

information management and oversight. This MPS also specifies certain additional matters to be 

included in internal policy and procedures. 

Definitions 

The Act means the Intelligence and Security Act 2017. 

Cooperation means any form of interaction, whether reciprocal or not, with an overseas public 
authority, including but not limited to training, advice, assistance, and sharing of information, 
intelligence, analysis, methods and technology. 

GCSB means the Government Communications Security Bureau. 

NZSIS means the New Zealand Security Intelligence Service. 

Overseas public authority means a foreign person or body that performs or exercises any public 
function, duty, or power conferred on that person or body by or under law. 

Personal information means information about cm identifiable individual. 
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Purpose 

1. This MPS is issued by the Minister Responsible for the GCSB and the Minister in Charge of 

the NZSIS pursuant to section 207(1) of the Act. 

2. The purpose of the MPS is to provide guidance to GCSB and NZSIS on the conduct of activities 

that involve cooperation with overseas public authorities. The MPS comprises the Minister's 

expectations for how GCSB and NZSIS should properly perform their functions and 

establishes a framework for good decision-making and best practice conduct. 

3. MPSs are also relevant to oversight of the agencies by the Inspector-General of Intelligence 

and Security in the exercise of her propriety jurisdiction (the Act requires the Inspector­

General of Intelligence and Security to take account of any relevant MPS and the extent to 

which an agency has had regard to it when conducting any inquiry or review). A copy of this 

MPS will also be provided to the Intelligence and Security Committee of Parliament. 

4. Every employee making decisions or taking any action related to cooperating with an 

overseas public authority must have regard to this MPS. Employees should be able to explain 

how they had regard to the MPS. This might amount to an explanation of their consideration 

of any relevant internal policy or procedures that reflect the MPS. The Directors-General are 

responsible for ensuring the MPS is reflected in their agency's internal policies and 

procedures. If any action or decision is taken that is inconsistent with the MPS, employees 

must be able to explain why the action was taken and how they had regard to the MPS. 

Scope 

5. This MPS applies to cooperating with an overseas public authority, which includes providing 

advice and assistance to an overseas public authority and sharing intelligence with an 

overseas public authority. These activities rnay occur in relation to any of the functions of 

GCSB and NZSIS as specified or allowed for in sections 10 to 15 of the Act. 

6. For the purposes of this MPS a broad interpretation of cooperation applies, in that specific 

activities may or may not be reciprocal, but will in some way involve GCSB or NZSIS 

interaction with an overseas public authority (also referred to as a foreign partner). To this 

end, it includes the provision of services, advice, assistance and intelligence which is not 

reciprocated, as well as reciprocally sharing intelligence, acting cooperatively on a project, or 

providing and receiving services, advice, and assistance. Cooperation may include an overall 

cooperative relationship between GCSB or NZSIS and an overseas public authority, 

interactions between employees of GCSB or NZSIS and the overseas public authority, or 

specific activities that occur as part of cooperation with a foreign partner. 

7. GCSB and NZSIS may only request overseas public authorities to carry out activities that, if 

carried out by GCSB or NZSIS without an authorisation would be unlawful, in accordance 

with an authorisation issued under part 4 of the Act. In addition, the Directors-General of 

GCSB and NZSIS may request those authorities (or their personnel) to assist GCSB or NZSIS 

with giving effect to an authorisation (see section 51 (1 )). The carrying out of these types of 

authorised activities must be conducted consistently with the Act and the terms of the 

relevant authorisation, including any restrictions or conditions set out in the authorisation . 

This MPS does not apply to requests for assistance and activities which are carried out under 

an authorisation issued under part 4 of the Act. 

8. The primary purpose of this MPS is to provide guidance on determining which overseas 

public authorities GCSB and NZSIS should engage with, and how that engagement should be 
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regulated, including guidance on the types of activities that are appropriate to undertake 

with those parties. To the extent that it arises through cooperation with an overseas public 

authority, the MPS also addresses issues associated with the operational use of intelligence 

gained from a foreign partner. 

Context 

9. GCSB's and NZSIS's objectives are set out in the Act. Both agencies contribute to : 

a) The protection of New Zealand's national security; 

b) The international relations and well-being of New Zealand; and 

c) The economic well-being of New Zealand . 

10. GCSB and NZSIS do this through the performance of their statutory functions, which include: 

a) Intelligence collection and analysis; 

b) The provision of protective security services, advice and assistance; 

c) Cooperation with other public authorities to facilitate their functions; and 

d) Cooperation with other entities to respond to imminent threat. 

11 . MPSs are an important component of the measures put in place by the Act to ensure the 

functions of GCSB and NZSIS are performed with propriety and in accordance with New 

Zealand law and all human rights obligations recognised by New Zealand law. 

New Zealand's intelligence and security relationships 

12. The mandate provided by the agencies' objectives and functions is a New Zealand-centric 

one. Foreign cooperation is based on furthering New Zealand's interests and fulfilling any 

international obligations New Zealand has. 

13. GCSB and NZSIS may cooperate with overseas public authorities in fulfilling any of GCSB's 

and NZSIS's functions. New Zealand gains significant value from international intelligence 

sharing and cooperation arrangements, particularly within the current climate of global and 

transnational threats. Through foreign intelligence partnerships and other cooperation, 

GCSB and NZSIS are able to draw on a much greater pool of information, skills and 

technology than would otherwise be available to them. Close and reliable relationships with 

overseas public authorities help GCSB and NZSIS to prioritise and focus their limited 

resources on the areas most important to New Zealand, while having access to resources 

that would not normally be available. 

14. For example, a foreign partner may have access to information that requires specific 

linguistic, ethnic or cultural backgrounds to collect and analyse which New Zealand does not 

possess. As part of their intelligence collectiion and analysis function, GCSB and NZSIS may 

seek to obtain that intelligence. Similarly, CiCSB or NZSIS might provide intelligence to an 

overseas public authority so that authority can take action to address a threat to New 

Zealand's national security (such as a threa t to New Zealanders overseas), or to contribute 

to New Zealand's international relations with the partner country. 

15. In the context of protective security services, advice and assistance, GCSB or NZSIS might 

provide technology or expertise to an overseas public authority (which might include 

seconding staff) to support that authority with its own protective security requirements, such 

as systems for vetting security cleared personnel, or detecting cybersecurity threats. This 
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advice and assistance could contribute to New Zealand's national security by mitigating 

common threats and developing international relations with the partner countries, and 

contribute to New Zealand's economic well-being by reducing risks to New Zealand 

companies operating overseas. 

16. The closest relationships that GCSB and NZSIS have with overseas public authorities are 

those with equivalent agencies from Australia, Canada, the United Kingdom and the United 

States (onen referred to as the "Five Eyes" partners). The relationships between Five Eyes 

partners are long-running, reciprocal, cover a wide range of topics, and involve a high degree 

of mutual trust, honesty and respect. The rel.ationships provide New Zealand with knowledge 

and capability far beyond what we can afford on our own. 

17. These relationships work effectively due to the shared values and histories of the five 

countries and the strong relations between the governments of those countries in general. 

The depth of the Five Eyes relationship means that disparities in size, power and influence 

do not prevent any member from acting in the best interests of their own government, and 

members expect to be able to disagree on specific matters without damaging the broader 

relationship. 

18. GCSB and NZSIS may also cooperate with overseas public authorities from other countries. 

This cooperation may occur on a routine or relatively ad hoe basis. The reasons for 

cooperating with such authorities may vary widely and may occur in the course of 

performing any of the agencies' functions and as part of contributing to any of their 

objectives. It is essential to New Zealand's ability to protect its national security, international 

relations and economic well-being to share information and intelligence with agencies 

outside traditional partnerships. 

International obligations 

19. New Zealand may be subject to international obligations to cooperate with overseas 

partners, in order to promote the exchange of information to help improve international 

responses to threats to global peace and security. For example, United Nations Security 

Council Resolution 1373 (2001) calls on states to "find ways of intensifying and accelerating 

the exchange of operational information, especially regarding actions and movements of 

terrorist persons or networks". Under this resolution, Member States are required to have 

in place procedures and mechanisms that encourage exchange of information in accordance 

with international and domestic law, which includes international human rights obligations. 

20. The many positive benefits of New Zealand's participation in foreign intelligence and security 

relationships do not override the rights of New Zealanders and the international human 

rights obligations New Zealand has adopted through their incorporation into domestic law. 

New Zealand is also subject to other international obligations, including through customary 

international law and as a member of the United Nations. For example, New Zealand is 

bound by United National Security Council Resolution 1456 (2003), which requires Member 

states to "ensure that any measure taken to combat terrorism comply with all their 

obligations under international law, and should adopt such measures in accordance with 

international law, in particular international human rights, refugee and humanitarian law". 

21. New Zealand's core international human rights obligations, including those at customary 

international law, are detailed at Appendix One. They include the right to life, the right not 

to be subjected to torture, the right not to be subjected to cruel, inhuman or degrading 

treatment or punishment, and the right to liberty and security of the person. 
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22. The New Zealand Government has a long-standing and strong opposition to the use of 

torture, cruel, inhuman or degrading treatment or punishment (including the death penalty) 

in all cases and under all circumstances, including in response to threats to national security. 

New Zealand is committed to actively preventing torture, cruel, inhuman or degrading 

treatment or punishment, and will not, by act or omission, encourage, aid, or abet such 

action. 

Duty to act with due diligence 

23. Section 17(a) of the Act imposes a general duty on GCSB and NZSIS to act in accordance with 

New Zealand law and all human rights obligations recognised by New Zealand law. Sections 

10(3) and 12(7) also explicitly impose an obligation on the responsible Minister to be satisfied 

the agencies will be acting consistently with such law when authorising the sharing of 

intelligence, analysis and threat reporting with foreign partners. Compliance with this 

obligation necessitates a practice of due diligence by the Directors-General of GCSB and 

NZSIS in relation to cooperation with overseas public authorities. The guidance in this MPS 

provides a framework for exercising that due diligence when determining whether it will be 

appropriate to engage with a particular overseas public authority, and when determining 

that the proposed activities are consistent with the law- particularly with respect to ensuring 

that GCSB and NZSIS do not become compHcit in human rights abuses . 

24. The Directors-General have a duty to take steps as are reasonable in the circumstances of 

each particular situation to identify risks of human rights being breached by partner 

countries and international actors. To ensure that agencies are not associated (either directly 

or indirectly) with activities that may be unlawful or improper, as a result of cooperation with 

an overseas public authority, it is expected that GCSB and NZSIS will establish an awareness 

of and regularly monitor the human rights practices of any overseas public authorities with 

which the agencies cooperate. The agencies are also expected to further enquire when there 

is an indication that human rights breaches might occur in a situation, and decline or stop 

cooperating with the overseas public authority where a real or substantial risk of breach of 

human rights obligations (such as the prohibition of torture) is identified . 

25 . Failure to act in accordance with the provisions of the Act and this MPS could lead to possible 

criminal responsibility for employees of GCSB and NZSIS. For example, Section 3 of the 

Crimes of Torture Act 1989, which applies to activities conducted within or outside New 

Zealand, makes it a crime for a public official or anyone acting in an official capacity to 

attempt or to commit an act of torture, to act or omit to act in a way that aids any person to 

commit an act of torture, to abet any person in the commission of an act of torture, or to 

incite, counsel, procure or conspire with any person to commit an act of torture, and to be 

an accessory after the fact to an act of torture. 

Unsolicited intelligence 

26. The absolute prohibition in international law (and which is incorporated in New Zealand law) 

on the use of information gained through torture for evidentiary purposes arises from the 

need to remove any incentives to torture and recognises that such information is inherently 

unreliable. This obligation is non-derogable - it cannot be violated by states under any 

circumstances. 
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27. There may be exceptional circumstances where unsolicited intelligence is received by GCSB 

or NZSIS that indicates a credible national security threat to New Zealand or risk to New 

Zealanders that has been, or is suspected to have been, obtained through human rights 

abuses committed by another party. 

28. GCSB and NZSIS do not have an enforcement function in relation to measures to protect 

national security. If intelligence is received that indicates a credible risk to the safety of 

New Zealanders that requires action to be taken to protect lives and property, GCSB and 

NZSIS must provide that information to the relevant enforcement agency. The information 

will not be used for evidentiary purposes in legal proceedings. 

Principles 

29. The following principles constitute a framework for good decision-making and must be ta ken 

into account by GCSB and NZSIS when cooperating with overseas public authorities in the 

performance of one or more of the agencies' functions. All forms of cooperation with 

overseas public authorities, at all levels, should be subject to ongoing review as to whether 

it continues to be consistent with these principles. 

Legality 

30. GCSB and NZSIS must ensure that cooperation with overseas public authorities is conducted 

in accordance with New Zealand law and all human rights obligations recognised by New 

Zealand law. GCSB and NZSIS should also have regard to New Zealand's human rights 

obligations at international law, including customary international law (see Appendix One). 

31. For all forms of cooperation with overseas public authorities, GCSB and NZSIS must have 

internal policies in place that ensure the agencies act in accordance with New Zealand law 

and all human rights obligations recognised by New Zealand law; and must have procedures 

in place to ensure those policies have been adhered to. Where appropriate, legal advice 

should be sought. 

32. Where Ministerial approval for cooperation is required, GCSB and NZSIS have a positive 

obligation to provide sufficient information regarding the legality of cooperation with 

overseas public authorities to the Minister, in order for the Minister to determine whether 

the requirements under sections 10(3) and '12(7) of the Act are met. 

33. Where there may be uncertainty or cause for concern as to whether cooperation with an 

overseas public authority is lawful, specific information detailing the nature of the 

cooperation and the factors that gave rise to that uncertainty or concern (such as examples 

of previous actions by the foreign partner, external reports, or advice from the Ministry of 

Foreign Affairs and Trade) should be provided to the responsible Minister (in the case of 

Ministerial approvals) to assist decision-making, or to the Director-General (in the case of 

internal approvals). 

34. Where necessary, the Ministry of justice should be consulted on New Zealand's human rights 

law and information sought from the Ministry of Foreign Affairs and Trade regarding 

New Zealand's international human rights obligations and the adherence of other countries 

to these obligations. 
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Human rights obligations 

35. GCSB and NZSIS must not undertake any activity in cooperation with an overseas public 

authority, including receiving or sharing any intelligence, where GCSB or NZSIS knows or 

assesses that there is a real risk that the activity will lead to or has been obtained as a result 

of human rights breaches in any country, against any person(s). In these circumstances, the 

continued receipt or sharing of intelligence should cease, subject to a reassessment in 

accordance with legal obligations, the principles in this MPS and relevant policies . 

36. This provides a duty to apply due diligence: GCSB and NZSIS are to assess the likelihood of 

human rights breaches occurring (or having occurred) in connection with any sharing of 

intelligence or cooperation by the agencies with an overseas public authority, including in 

any subsequent actions taken by that public authority as a result of the cooperation or 

sharing of intelligence. 

37. To avoid any complicity in human rights breaches by an overseas public authority, when 

assessing this likelihood, GCSB and NZSIS must take into account factors such as: 

• the human rights record of the country or public authority, and any other country or 

public authority that may also be involved, including consideration of reports from 

credible international, governmental and non-governmental organisation sources; 

• whether the country has ratified relevant international human rights treaties, including 

any reservations that may have been made; 

• whether the country has mechanisms for independently investigating breaches of 

human rights; 

• whether the country has an independent judiciary with jurisdiction to hear cases 

relating to breaches of human rights; 

• whether the country has an established history of compliance with human rights 

obligations; 

• whether the country has an established history of investigating and prosecuting human 

rights breaches; and 

• whether the country has a legal framework and institutional arrangements that guide 

and appropriately constrain the activiities of the country's intelligence and security 

sector. 

38 . When authorising the provision of intelligence and analysis, or the provision of threat reports 

produced from the provision of information assurance and cybersecurity activities, to an 

overseas public authority, the responsible Minister must be satisfied that GCSB and NZSIS 

will be acting in accordance with New Zealand domestic law, including all human rights 

obligations recognised by New Zealand law. 

39. The Minister must be satisfied of this on the basis of information provided to him or her by 

GCSB or NZSIS about the particular proposal to share intelligence, analysis or threat 

reporting. The Minister's authorisation may be made on a case-by-case basis or may take 

the form of a broader standing authorisation, for example to share specific categories of 

intelligence, analysis or threat reporting with certain overseas public authorities, or to share 

the full range of intelligence, analysis or threat reporting within an established intelligence 

and security relationship with a foreign country, groups of countries or overseas public 

authority. 
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40. A request to share intelligence, analysis and threat reporting with a foreign partner, whether 

on a case-by-case basis, or within the context of a broader standing authorisation, must 

include information about the specific proposal and must include an assessment of the 

human rights practices of the foreign partner, or describe the process by which the agencies 

will make that assessment. The assessment must be based on: 

• the human rights record of the country (as reflected in the considerations at paragraph 

37 above) 

• any particular risks to human rights associated with the proposed cooperation and how 

likely it is that breaches could occur; and 

• factors that mitigate the likelihood of human rights breaches occurring. Such factors 

might include the existence and effectiveness of mechanisms for monitoring or 

reviewing compliance with human rights obligations, the reliability of any assurances 

provided by the foreign partner about how information will be used or how information 

to be provided was obtained, and how likely the foreign partner is to comply with 

caveats associated with cooperation or use of information. 

41. The decision to authorise the sharing of intelligence, analysis or threat reporting with a 

foreign partner, whether made by the Minister on a case-by-case basis or by the agencies 

within a broader standing authorisation, must also consider: 

• all applicable legal obligations under New Zealand and international law, and any 

relevant international commitments New Zealand may have; and 

• the purpose of the intelligence sharing, including how it contributes to GCSB's and 

NZSIS's statutory objectives to contribute to the protection of New Zealand's national 

security, the international relations and well-being of New Zealand, and the economic 

well-being of New Zealand. 

42. The responsible Minister may issue standing authorisations for GCSB or NZSIS to share 

specific classes of intelligence, analysis and threat reporting with certain overseas public 

authorities, or to share intelligence, analysis and threat reporting with a specific overseas 

public authority or with a particular country or group of countries. When issuing a standing 

authorisation, the Minister must be satisfied on the basis of an assessment which considers 

the same factors in paragraphs 40 and 41 above. Standing authorisations may specify 

conditions, limits or exclusions that apply in respect of the sharing of intelligence, analysis 

and threat reporting under the authorisation. The Minister will specify thresholds of risk at 

which decisions made under a standing authorisation must be referred back to the 

responsible Minister. 

43. The existence of a standing authorisation does not excuse GCSB and NZSIS of the obligation 

to undertake ongoing monitoring to ensure that cooperation undertaken under the 

authorisation remains consistent with the framework in this MPS. In particular, the agencies 

must conduct a risk assessment of human rights breaches occurring if there is any reason 

to believe a specific instance of cooperation might lead to such an infringement. Further, if 

there is evidence that a human rights breach has occurred, or there are changes to domestic 

policy or practice in any country subject to a standing authorisation that may increase the 

likelihood of violations of human rights, the standing authorisation must be reviewed by the 

responsible Minister. 
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44. Where Ministerial authorisation for cooperation is not required, GCSB and NZSIS must have 

processes that require internal authorisation to cooperate with an overseas public authority 

to be granted by appropriately senior staff, according to an assessment of the risk of human 

rights breaches connected with that cooperation. Where there is a reasonable basis for 

concern about a country's human rights rernrd or that the cooperation in question might 

involve complicity in breaches of human rights, GCSB and NZSIS must seek authorisation 

from the responsible Minister before undertaking any cooperation. GCSB and NZSIS must 

provide the Minister with an assessment that addresses the factors outlined at paragraphs 

40 and 41. 

45. If GCSB or NZSIS become aware that their cooperation with an overseas public authority 

means GCSB or NZSIS may have been complicit in human rights breaches the agency must 

immediately suspend cooperation with that authority (and any others related to it) and notify 

the responsible Minister and the Inspector-General of Intelligence and Security, and if 

necessary, the Solicitor-General. An internal review to determine whether agency policies 

and procedures were correctly applied in respect of the cooperation must also be conducted 

by the relevant agency. 

46. In the event GCSB or NZSIS receives unsolicited information indicating a credible national 

security risk to New Zealand or risk to the safety of New Zealanders, but that has been, or is 

suspected to have been, obtained through human rights abuses committed by another party 

the Directors-General will consider the need to ensure public safety and the protection of 

life and property in determining whether to pass that information to the relevant 

enforcement agency. In considering whether to pass on the information for operational 

purposes, GCSB and NZSIS must be mindful that the reliability of such information may be 

limited. Where information of this nature is passed on, the responsible Minister and the 

Inspector-Genera l of Intelligence and Security must be informed as soon as practicable. 

Necessity 

47. Cooperation by GCSB or NZSIS with any foreign partner must be for the purpose of 

protecting New Zealand's national security, the international relations and well-being of 

New Zea land, and the economic well-being of New Zealand . Specific cooperation with 

overseas public authorities should only occur for purposes necessary to support the 

agencies to perform their statutory functions. This may include building the capacity of GCSB 

or NZSIS to perform a particular statutory function, or for establishing or maintaining an 

international relationship that will support GCSB or NZSIS to perform their statutory 

functions. 

Reasonableness and proportionality 

48. The impact of cooperation with overseas public authorities (including any specific activities 

carried out as part of that cooperation) shou ld be reasonable and proportionate to the 

purpose for carrying out that cooperation, the benefit gained from the cooperation, and the 

reputational risk to GCSB, NZSIS or the New Zealand Government. 

49. Relevant factors in determining the reasonableness and proportionality of cooperation with 

an overseas public authority include: 

• having a clear understanding of the nature and purpose of the specific activities and 

any subsequent actions that are likely to result; 
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• having a clear understanding of the nature and purpose of the intelligence and security 

relat ionship with the particular overseas public authority; 

• being aware of the status of the bilateral relationship with the country as a whole 

(especially any issues or areas of sensitivity between New Zealand and the partner 

country that could have a bearing on the proposed activities); 

• any limitations or restrictions on activity that either party has; and 

• any protections that may be in place in relation to the activity or to intelligence provided 

or received. 

50. For example, when New Zealand is seeking assistance or intelligence or information from 

partners, GCSB or NZSIS should be clear as to why they seek the assistance or intelligence 

or information from the partner country, and about the expectations of the New Zealand 

Government that no human rights breaches occur in the provision of that assistance or in 

the collection or provision of the intelligence or information. 

51 . Where New Zealand is asked to provide assistance, intelligence or information by overseas 

partners, GCSB or NZSIS should be as informed as is possible about the particular situation. 

This should include being aware of the purpose and value of the proposed activity and that 

there is sufficient evidence, not based on human rights breaches, of the need for the activity. 

52. For example, when sharing intelligence, this would include consideration of whether this was 

reciprocal sharing of intelligence on a routine and systematic basis, as part of a wider 

intelligence relationship; regular sharing of intelligence but on a case-by-case basis; 

responding to one-off ad hoe (and potential ly urgent) requests for intelligence; or pro-active 

ad hoe sharing by the agencies to mitigate a risk to a third country. 

Protections for New Zealanders 

53. When cooperating with overseas public authorities, GCSB and NZSIS must continue to apply 

the same protections for New Zealand citizens and permanent residents that would 

normally apply in New Zealand in relation to the specific activity. GCSB and NZSIS must not 

cooperate with an overseas public authority for the purposes of avoiding or circumventing 

those protections . 

54. Where cooperation with an overseas public authority involves the sharing of intelligence or 

personal information relating to New Zealanders, GCSB and NZSIS must have particular 

regard to the privacy interests of the New Zealanders when determining whether to disclose 

that personal information to overseas partners, or when requesting such information from 

overseas partners. This includes adherence to the information privacy principles contained 

in Part 2 of the Privacy Act 1993 as they apply to GCSB and NZSIS. GCSB and NZSIS must be 

satisfied that the overseas public authority has adequate protections in place for the use and 

storage of New Zealanders' information, including adequate protections against further 

sharing with third parties without express consent from GCSB or NZSIS. 

Information management 

55. GCSB and NZSIS will take steps to ensure that information obtained by GCSB and NZSIS and 

subsequently shared with overseas public authorities is managed in accordance with all 

information management requirements, standards and guidelines that relate to that 

information (such as the New Zealand Protective Security Requirements, New Zealand 
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Government Security Classification System, and New Zealand Information Security Manual), 

and any other obligations as addressed in the MPS on Management of information obtained 
by GCSB and NZS/S . 

56. GCSB and NZSIS are to specify the protection, storage and use (including restrictions on the 

passing on of that information to any third parties) requirements that are to be adhered to 

in respect of any information, including personal information about New Zealanders, shared 

with an overseas public authority. Those requirements will be consistent with the principles 

in this MPS and the MPS on Management of information obtained by GCSB and NZSIS. It is 

recognised that the overseas public authority may be required to adhere its own national 

requirements when managing received information and this may conflict with conditions 

imposed by GCSB or NZSIS. GCSB and NZSIS should seek to be consulted regarding any 

national requirements of an overseas partner that may lead to shared information being 

used in a manner that conflicts with restrictions that would apply in New Zealand. 

Oversight 

57. GCSB and NZSIS must carry out all cooperation with overseas public authorities in a manner 

that faciliti es effective accountability, transparency and oversight. This includes the use of 

clear authorisation procedures, the keeping of appropriate records, maintaining up-to-date 

internal policies and procedures and guidance for staff, and reporting to the responsible 

Minister on the nature and outcomes of cooperation with overseas public authorities. 

Reporting must include a specific section in GCSB and NZSIS annual reports on the agencies' 

intelligence and security relationships with overseas partners. 

Matters to be reflected in internal policies and procedures 

58. GCSB and NZSIS must have, and act in compliance with, internal policies and procedures that 

are consistent with the requirements and principles above, and must have systems in place 

to support and monitor compliance. Those policies and procedures must also address the 

following additional matters: 

Human rights policy 

GCSB and NZSIS must have a policy setting out the factors that must be considered when 

assessing whether a real risk of human rights breaches may exist in connection with 

cooperation with overseas public authorities. This policy must also include what specific 

information is required to be provided to the responsible Minister before authorisation 

(either on a case-by-case basis or in the form of a broader standing authorisation) is given 

to share intelligence or analysis to an overseas public authority. 

This policy is important to ensure that employees do not inadvertently place themselves or 

the New Zealand Government at legal risk by their action or inaction. 

Consultation with the Ministry of Foreign Affairs and Trade 

Foreign policy objectives should be considered in the development and framing of 

cooperation arrangements with foreign partners. The Ministry of Foreign Affairs and Trade 

is to be consulted on any proposal to enter into an arrangement with a foreign jurisdiction 

or international organisation. 

GCSB and NZSIS should also seek information from, and have regard to any information 

provided by, the Ministry of Foreign Affairs and Trade on the status of the bilateral 
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relationship with a country, and when weighing up factors related to a country's ratification 

of international human rights treaties and the human rights record of a particular country. 

Written basis for new formal arrangements 

All new bilateral or multilateral arrangernents relating to cooperation and intelligence 

sharing with a foreign jurisdiction or overseas public authority must be referred to the 

Intelligence and Security Committee of Parliament for noting. Such arrangements should be 

recorded in writing. 

GCSB and NZSIS must formulate standard terms for ad hoe cooperation and intelligence 

sharing, which are to be recorded in an internal policy. These terms are to establish 

consistent principles, standards and practices that will be applied to ad hoe cooperation and 

intelligence sharing activities to ensure that GCSB and NZSIS complies with New Zealand law 

and all human rights obligations recognised by New Zealand law. Those terms should be 

consistent with this MPS. These terms must be forwarded in draft to the Inspector-General 

of Intelligence and Security for comment and the final version referred to the Intelligence 

and Security Committee of Parliament for noting. 

Training 
All employees of GCSB and NZSIS must be provided training on all relevant law, policies and 

procedures in relation to the agencies' human rights obligations. This training should be 

provided for all existing employees and for new employees at induction, and whenever there 

are changes or updates to the policies and procedures, to ensure that at all times employees 

are aware of their obligations. 

Compliance with State Services Code of Conduct 

The Directors-General of GCSB and NZSIS must issue policies and procedures that reflect 

their agencies' obligations under the State Sector Act 1988. 

Health and safety 
All cooperation with overseas public authorities must be undertaken consistently with 

GCSB's and NZSIS's obligations under the Health and Safety at Work Act 2015. 

Authorisation procedures 

59. Within the context of this MPS, the responsible Minister must authorise the following: 

• The provision of any intelligence collected and any analysis of that intelligence to an 

overseas public authority 

• The provision of threat reports produced as a result of information assurance and 

cybersecurity activities to an overseas public authority 

60. In determining whether to authorise the sharing of intelligence, analysis and threat reporting 

to an overseas public authority, the Minister must be satisfied that GCSB and NZSIS will be 

acting in accordance with New Zealand law including all human rights obligations recognised 

by New Zealand law. 

61 . The Minister will authorise the sharing of intelligence, analysis or threat reporting with a 

foreign partner on the basis of information provided to him or her by GCSB and NZSIS. This 

authorisation may be on a case-by-case basis or in the form of a broader standing 

authorisation. All requests for authorisation to share intelligence, analysis and threat 

reporting must include an assessment that addresses all factors listed in paragraphs 40 and 

41 of this MPS, or describe how the agencies will make that assessment. 
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62. GCSB and NZSIS may seek a standing authorisation from the Minister that covers the sharing 

of specific classes of intelligence, analysis and threat reporting with certain overseas public 

authorities, or to share intelligence, analysis and threat reporting with a specific overseas 

public authority or with a particular country or group of countries. A request for a standing 

authorisation must include an assessment which considers the factors outlined in 

paragraphs 40 and 41 of this MPS, or describe how the agencies will make that assessment. 

63. The Minister may specify conditions, limits or exclusions that are to apply in respect of the 

sharing of intelligence, analysis and threat reporting with an overseas public authority or 

country under a standing authorisation. The Minister will specify thresholds of risk at which 

decisions made under a standing authorisation must be referred back to the Minister. 

Standing authorisations must be reviewed when this MPS is amended, revoked or replaced, 

and if a human rights breach occurs or there are changes to domestic policy or practice in 

the country that may increase the likelihood of violations of human rights. 

64. Where Ministerial authorisation for cooperation is not required, there must be clear levels 

of decision-making for each type of activity that may involve foreign cooperation, which must 

be documented. GCSB and NZSIS must have in place approval levels that are proportionate 

to the operational, reputational, legal and health and safety risks in cooperation with 

overseas public authorities: the greater the risk, the more senior the level of approval 

required. An assessment of the risk of human rights breaches connected with the foreign 

cooperation must be carried out, that includes the considerations outlined at paragraphs 40 

and 41 of this MPS. Approval levels will include seeking authorisation from the Minister at 

agreed levels of risk, in particular where there is a reasonable basis for concern about a 

country's human rights record or that the cooperation in question might involve complicity 

in breaches of human rights. 

65. The Directors-General of GCSB and NZSIS may authorise the passing of unsolicited 

intelligence indicating a credible national security risk to New Zealand or risk to the safety of 

New Zealanders that has been, or is suspected to have been, obtained through human right 

abuses committed by another party, to an enforcement agency. The Directors-General must 

consider the need to ensure public safety and the protection of life and property, and must 

be mindful that the reliability of such information is likely to be limited. If such information 

is passed on to an enforcement agency the responsible Minister and Inspector-General of 

Intelligence and Security must be informed as soon as practicable. 

Ministerial Policy Statement I Cooperation with overseas public authorities Page 13 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

Duration of ministerial policy statement 

66. This MPS will take effect from 28 September 2017 for a period of three years. The Minister 

who issued an MPS may, at any time, amend, revoke or replace the MPS. 

67. At the time of issue of this MPS, the Inspector-General of Intelligence and Security is 

undertaking an Inquiry into possible New Zealand engagement with Central Intelligence 

Agency (CIA) detention and interrogation, 2001-2009, and current intelligence cooperation 

safeguards. When completed, the conclusions from that inquiry may give cause for the 

issuing Minister to review and reissue this MPS. 

Ministerial Policy Statement issued by: 

Hon Christopher Finlayson 

Minister responsible for the Government Communications Security Service 

Minister in charge of the New Zealand Security Intelligence Service 

September 2017 
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Appendix One: 
New Zealand's Core Human Rights Obligations 

Domestic law 

To ensure that New Zealand meets its human rights obligations, GCSB and NZSIS employees must 

act consistently with domestic law under (but not limited to) the following statutes: 

• New Zealand Bill of Rights Act 1990 

• Human Rights Act 1993 

• Privacy Act 1993 

• Crimes Act 1961 

• Crimes of Torture Act 1989 

• Geneva Conventions Act 1958 

• International Crimes and International Criminal Court Act 2000 

International Obligations 

New Zealand is a party to the following core international human rights instruments of the United 

Nations, and in doing so is bound by, and must regularly report on, the obligations within those 

instruments. Actions or activities that run contrary to the obligations within these instruments 

may constitute a human rights breach in the context of this MPS. 

• The International Covenant on Civil and Political Rights 

• Second Optional Protocol to the International Covenant on Civil and Political Rights 

• Convention Against Torture and other Cruel, Inhuman or Degrading Treatment or 

Punishment 

• The International Covenant on Economic, Social and Cultural Rights 

• The Convention on the Elimination of All forms of Racial Discrimination 

• Convention on the Rights of Persons with Disabilities 

• Convention on the Elimination of all forms of Discrimination against Women 

• Convention Relating the Status of Refugees 

• Convention on the Rights of the Child 

New Zealand is also a party to other international criminal and international humanitarian 

instruments, of which the following may be relevant in the context of GCSB and NZSIS cooperating 

with overseas public authorities: 

• Rome Statute of the International Criminal Court 

• Geneva Conventions and their protocols 

New Zealand may also have other relevant obligations under customary international law. 
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Attachment B 

Draft Overseas Cooperation MPS NGO Consultation 
Document 

Consultation on the Review of the Ministerial 
Policy Statement on CooperatiQJt ,of New Zealand 
Intelligence and Security JAg~_ri'.QJes (GCSB and 
NZSIS) with Overseas Put~J ic>i (ff~rJcies 
On behalf of Hon Andrew Little, the Minister RE?sJ~~-~-ible for the ~ib ~B and the NZSIS, the 

Department of the Prime Minister and CabineCis•engaging in targeted· ·cd'i:,sultation with relevant 

organisations to understand their views in the 'feview of the Mi.qisterial Pcilic'y)?tatement on 

cooperation of New Zealand intelligence and sec·G:ri(Y: agen~{${ with overseat pu_plic agencies 
(Overseas Cooperation MPS). ··· ··... ···::-_=:. ·::=/{)=-' · ·., 

.. : ";;;:t?\::. 

'.\f~\\f ;:_.:• 
.. 

Background 

Ministerial Policy Staf!')men'ts (¥PSs) 
(·:\ :•. •.• . ·--. 

The Intelligence and··seourity Act 2017 require·s;:that the Minister responsible for the intelligence 

and security agencies iss~E:l., ry1PS{ ir{ relation t~'\ke lawful activities of the agencies that set out 

any: ...- . ;:- ... ·: . : .. ::... ·-:::::::.:;::;:-::;{/ .· ·· ·•.\\ :_. :: ... ::: · \ :i\:: 
• ,:::procedures of:ah ' intelligefi~~-and se'tii rity .ag'e~ncy for authorising the carrying out of an 

····act!'-'.ity relating to·~·mptte? \ .. >~ · .··• 
"·~\· ... !•:-. •.• • :,:•:• '~ ••• ·.~, 

• prole,ctipf)S that need .t6 -.G.e in pla:9'e .. in relation to the matter 
'·,:.::~-?~·-.. •: . ' ·· ..... 

• restrictions· i □ relation to. ttie matter. 
··~::...: ->··, ' . . •. 

The MPSs, reviewea .:ahtj re-is.~ued every three years, set out guiding principles that GCSB and 

NZSIS must apply wh-~ni:~1;111:i~·ir:,g ·and carrying out these activities and identifies internal 

policies, procedures, co~i LJt~t·i~n and training requirements in relation to each activity. The first 

MPSs were issued in 2017 , and must be re-issued in 2020. 

The Overseas Cooperation MPS 

The Intelligence and Security Act requires the Minister responsible for the GSCB and NZSIS to 

issue guidance to these agencies on: 

• Co-operating with an overseas public authority 

• Providing advice and assistance to an overseas public authority 

REVIEW OF THE OVERSEAS COOPERATION MINISTERIAL POLICY STATEMENT: 
PROPOSED CONSULTATION PLAN 

t!~~~~N~~P..3_1: -~ 
,l; _..;,..,;_----=-=.,.~• 
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• Sharing intelligence with an overseas public authority. 

The first Overseas Cooperation MPS was issued in 2017. The MPS provides guidance for the 

GCSB and NZSIS in relation to all forms of cooperation with overseas public authorities1 . It 

states that, when making decisions related to foreign cooperation the agencies must have 

regard to the principles of legality, human rights obligations, necessity, reasonableness and 

proportionality, protections for New Zealanders, information management, and overs ight. It also 

sets out the procedures to authorise intelligence cooperation, assistance and sharing, and the 

protections and restrictions that need apply. 

Inspector-General of Intelligence and Security's Report into whe.ther NZSIS and GCSB had 
any connection to the CIA 's "enhanced interrogation", deten,tiqn ~nd rendition programme in 
Afghanistan between 2001-2009. ,.... ··• .-:· .;. ····:-.. 

In July 2019, the Inspector-General of Intelligence and ~el u:~ity'._(IQIS) released the report of her 

inquiry into whether New Zealand's intelligence and· s~·curity ag~q-cies and personnel knew or 
,·,• . . . 

were otherwise connected with, or risked connec~ion to, the Central -lnt~lligence Agency (CIA) 

detention and interrogation of detainees betwe·er( 17 September 2001 and 22 January 2009 . •,• 

(accessible on the IGIS website). 

In the IGIS' conclusions and recomryy ~p~ations, p;iAt:[p~_l .. ~_m phasis was pla~~~.pn how the risks 

implicit in international intelligence-~h~rin·g ~nd cooperafio.i{ arrangements can best be 

anticipated and, where possible, be ri{ffig.ktJB: :T~e IGIS re/p:i:> ct recommended an early review 

of the Overseas Cooperation MPS2 that } 'o_nsui't~tj\,yith releJ1Af_N_GOs. The IGIS report noted 

this MPS had significan( g_ap~.:(~garding th.~. clarity 6f fim..it.~tion;·:f~r'ir:iformation tainted by 

torture, and framewor.Kf thi{ t g·~.iJ<?i.~s use ii{ ~ .§lkin,g __ c1e•6iJi8~~-:-~.boiJt" when and how this 
information may or ni_ay'.'r:iot be used:, < >\\ :: ··.:-::-:/· ··•,::::_\\.. :tJ .... 
Consultation-:Foc~-~\~reii's\1~·d ·Questions 

There ·:~~t i £ ~e p~-~-;6~·;;( ar~·::t~A\1tJ?PMC.· i·~-: ~$l<ing to consult on , on behalf of the Minister 

regardihg {h~ Overseas C·cro·peratici"n) v1PS: 

• ··~:d:)o .. plearly a~i~:~\-~.t~ th~•::;e:: :t onsibil ities and obligations relating to torture within 

the Mp $ ·(i_ncluding tq}fure 's non-derogable nature) . 

• Definin; \ e~i ep!ionai'·::~r:cumstances, public emergencies and/or credible risks to 
national sed..1'i:ity ._. wli'efe 'tainted ' information, i.e. information likely obtained by 
torture, might b~ .. passed to relevant law enforcement agencies. 

• How agencies should weigh up competing rights and interests, such as loss of life, 
significant personal injury, critical national infrastructure, and/or property. 

1 An overseas public authority is defined by the MPS as meaning a foreign person or body that performs or exercises an public 

function , duty, or power conferred on that person or body by or under law. 

2 The MPS, when issued in 2017, acknowledged the IGIS' ongoing work and anticipated that following the release of the IGIS report 

a review would need to be undertaken. 
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To explore these focus areas, consultees are invited to discuss the following questions 

alongside any general comments they wish to make on the Overseas Cooperation MPS: 

1. Noting the focus areas of this consultation, whether the Overseas Cooperation MPS is 

consistent with relevant and/or applicable domestic and international legal principles? 

2. Whether the Overseas Cooperation MPS provides appropriate clarity, alongside the 

Intelligence and Security Act 2017, regarding: 

a. guidance to an intelligence and security agency for authorising the carrying out of 

an activity relating to cooperation with overseas public authorities. 

b. protections that need to be in place in relatio_n tq the matter 

c. restrictions in relation to the matter. 

3. What level of protection should be afforded Jo ··property iri':,t!,e interests of national 

security? Should there be different level_~_:9{p:rotection aff~rdeq to different types of (for 

example, comparing the rights of perso:~~( ~·roperty and criti2~i"'~ational infrastructure)? 
. . ,;,: •:•.·.•-:··--

4. Regarding information received by ag~Ati:e,s -~hat is likel~ to have been obtained by 

torture: >> ... 
a. What might define exq$p\ i9nal circumst-~hcJ&::··~ublic emergenci;~ ·or a credible 

national security thre~t"°Yh~t Would justify a:~-:~gency passing on that information? 
•::-:•: ·, ·•,:,• '• -::,•:. 

b. What considerations, guicfance o/ saf~'g!.Jards Jh9_L,tlq the agencies apply when 

passing:.q.n) ~at)nf.9rmatiori~ •, ·, .. ?//'\.:::•. ··::: ·:: 
<illli!i:::::: . . ·'.· -. rt1\ :·:.~\:\_/}it·::-' 

How to Respond ··?\(. ./'./ ·=· :\. 

DPMC wquJc{~ppfi~i~t~ w~iheri q9mrne"nts_··ar:g:/ rel p.o.n,ses to the questions above, if you wish to 

make th.erfi';f~ th~-q(M~tloris aoci~e py [INS.EF6<DA TE]. Responses can be submitted via: 

Email:·. {n~me.name]@~:ci:AA~b:·govt.ri·z · \ .. 

Post: MP~:lReview ·\-:} . :-· 

Nation~i :ff~~urity GrouJ:f\ 

Departmen(6't.,the Prim~).Ainister and Cabinet 

Level 8 Executi~~ :~in~( '.}:· 
Parliament Buildin~if :•_ .. · 
Wellington. · :: ·.· 

If you wish to discuss your submission, please contact us via the email address above. 
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DEPARTMENT OF THE 
PRIME MINISTER AND CABIN ET 
TE TARI O TE PIRIMIA ME TE KOMITI MATUA 

Briefing 
PROPOSED REVISED APPROACH FOR 
REVIEWING THE MINISTE:RIAL POLICY 
STATEMENTS 

- - - .. 

I I 1 I • .. . .. . . . .. . GCSB and NZSIS 

Date 21/06/2020 Priority Routine 

Deadline 26/06/2020 Briefing Number 1920NSP/081 

Purpose 

This briefing seeks your agreement to a revised approach to reviewing and re-issuing the 
Ministerial Policy Statements (MPSs) , given the impact of the COVID-19 response on the 
review. 

Recommendations 

1. Note that the Department of the Prime Minister and Cabinet is reviewing 
the MPSs on your behalf as part of the three year review cycle under the 
Intelligence and Security Act 2017 (the Act); 

2. Note that the Act requires the MPSs to be reissued before September 
2020; 

3. Note that the pressures of the COVID-19 response has meant officials 
have been unable to progress the MPS review over the last three months; 

4. Agree to the revised approach for reviewing the MPSs, including; 

4.1 . Reviewing and reissuing six priority MPSs by September 2020; 

4.2. Reissuing the five remaining MPSs without review by September 
2020; and 

4.3. Reviewing the remaining MPSs and reissuing all MPSs together by 
June 2021 ; 

PROPOSED REVISED APPROACH FOR REVIEWING THE MINISTERIAL POLICY STATEMENTS 

DPMC: 4263267 
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5. Agree to send the attached draft letter (Attachment A) to relevant 
ministers, outlining your proposed approach and inviting comment on any 
urgent concerns regarding the MPSs before they are reissued in 
September 2021; and 

6. Agree that we will engage the Inspector-General of Intelligence and 
Security on your behalf, outlining the proposed approach and invite 
comments on any urgent concerns regarding the MPSs before they are 
reissued in September 2021. 

To 1/- ync Hon Andrew Little 

YES/ NO 

YES/ NO 

Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

ii 06 to .... .I .... .I .... . ... ./ .. .. ./ .... 
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Contact for telephone discussion if requireid: 

Pip Swaney 

Lynda Byrne 

Kaden Wilson 

.. 
Team Manager, Security 
and Intelligence Policy, 
National Security Group 

Principal Policy Advisor, 
Security and Intelligence 
Policy, National Security 
Group 

Policy Advisor, Security 
and Intelligence Policy, 
National Security Group 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Ref erred to 
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PROPOSED REVISED APIPROACH FOR 
REVIEWING THE MINISTE~RIAL POLICY 
STATEMENTS 

Purpose 

1. This briefing seeks your agreement to a revised approach to reviewing and re-issuing the 
Ministerial Policy Statements (MPS), given the impact of the COVID-19 response on the 
review. 

We propose a revised, staged approach to reviewing the MPSs 

2. You agreed in October 2019 that DPMC would lead the review and reissue of the MPSs on 
your behalf. The MPSs are required under the Intelligence and Security Act 2017 (the Act) 
to set out the responsible Minister's expectations of the GCSB and NZSIS and to provide 
guidance to the agencies on how certain lawful activities should be carried out. The Act 
requires the MPSs to be reissued by September 2020. 

3. The Act does not specifically require the MPSs are reviewed prior to being reissued. 
However, as these are the first MPSs to be issued under the Act we proposed a detailed 
review to ensure they are workable, effective a1nd did not have unforeseen consequences. 

4. The response to COVID-19 has had a significant impact on the resources of DPMC and 
the agencies contributing to the review, which means we are unable to complete the review 
of all 11 MPSs by September 2020. Therefore we propose the following revised approach: 

(current status) 
- ~ 

By 1. Review and 1. Conducting activities with an exemption from the 
September reissue six land transport (Road User) rule 2004 (ready to 
2020 priority MPSs. reissue); 

2. Conducting surveillance in a public place (MPS 

These six MPSs ready for Ministerial consultation - briefing 

have either been attached); 
identified by DPMC, 3. Collecting information lawfully from persons 
GCSB and NZSIS without a warrant or authorisation (inter-agency 
as a priority for consultation); 
review (MPSs 4 4. Obtaining and using publicly available information 
and 6) or the review (inter-agency consultation); 
of the MPS is 
already underway 5. Requesting information from agencies under 

section 121 of the Intelligence and Security Act 
2017 (Inter-agency consultation); and 

6. Cooperation of New Zealand intelligence and 
security agencies (GCSB and NZSIS) with 
overseas public authorities (Public consultation 
complete, Inter-agency consultation to begin). 

---
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By June 
2021 

I 

I 
I 

2. Reissue five 
remaining 
MPSs without 
review 

These five MPSs 
are not considered 
by DPMC, GCSB 
and NZSIS to have 
any urgent matters 
that need to be 
addressed prior to 
September 2020. 

3. Review the five 
remaining 
MPSs 

4. Reissue all 
reviewed MPSs 

IU 66iHlFIDE!M61i 

~ 

1. Acquiring , using and maintaining an assumed 
identity; 

2. Creating and maintaining a legal entity; 

3. Making false or misleading representations about 
being employed by an intelligence and security 
a!gency; 

4. Management of information obtained by an 
intelligence or security agency; and 

5. Providing information assurance and cyber 
security activities with consent. 

As above. 

All MPSs realigned to the same three year review 
timeline. 

5. This proposal balances · the requirements of the Act while effectively using the time 
available to address priorities we have iden1tified in conversations with the GCSB and 
NZSIS. It will also re-align all MPSs to the same three year cycle for reissue, and has the 
added advantage of de-coupling the MPS review from future General Election timing . 

6. We do not consider there are any risks with dellaying the review of the five remaining MPSs 
by eight months. The GCSB and NZSIS have confirmed there are no immediate issues 
with the five MPSs for reissue that need addressing prior to September 2020. 

7. Given the complexity of the issues within the Cooperation of New Zealand intelligence and 
security agencies (GCSB and NZSIS) with overseas public authorities MPS, there is a 
chance that the review of this MPS may not be completed by September 2020. We will 
keep your office informed if there are any delays with this review. 

Next Steps 

8. Given the requirement under the Act to consult with Ministers whose areas of responsibility 
includes an interest in an MPS, as well as the Inspector-General of Intelligence and 
Security (the IGIS), we recommend that, as a courtesy, you update them on the proposed 
approach. To support you in this, we propose that: 

a) You send the attached draft letter (Attachment A) to relevant Ministers1 outlining your 
approach, inviting urgent comments on MPSs that relate to their portfolio which will not 
be reviewed before September 2020; and 

1 Relevant Ministers include the Minister of Internal Affairs, Hon Tracey Martin; Minister of Police, Hon Stuart Nash; Minister of 

Transport, Hon Phil Twyford; Minister of Broadcasting, Communications and Digital Media, Hon Kris Faafoi; Minister of Customs, 

Hon Jenny Salesa; Minister of Defence, Hon Ron Mark. 

- - -
PROPOSED REVISED APPROACH FOR REVIEWING THE MINISTERIAL POLICY STATEMENTS Report No. 
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b) We engage the IGIS on your behalf (as part of our wider support on the review of the 
MPSs) and invite urgent comments on any MPS that will not be reviewed before 
September 2020. 

9. We will also work with your office on decisions needed in relation to the six MPSs to be 
reviewed by September 2020. 

Attachment A: Unclassified Draft letter to relevant Ministers regarding revised MPS review 
timeline and seeking comments on urgent matters 

PROPOSED REVISED APPROACH FOR REVIEWING THE MINISTERIAL POLICY STATEMENTS 
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ATTACHMENT A 
Hon [Minister Name] 
[Role Title] 
Parliament Buildings 

Dear Minister [Name] 

IU 08PdFIDEUOE 

Revised Timeline for the Review and Reissue c,f the Ministerial Policy Statements 

Sections 206 and 207 of the Intelligence and Security Act 2017 (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue Ministerial Policy Statements 
(MPSs) about certain lawful activities carried out by the GCSB and the NZSIS. 

MPSs are a mechanism for the responsible Ministier(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do nolt affect the lawfulness of the activities, but may 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Responsible Minister for both 
the GCSB and the NZSIS, I am responsible for reviewing and reissuing the MPSs. 

The current 11 MPSs are required to be reissued within three years from the September 2017 
date they took effect. Under section 212 of the Act I am required to consult with any Ministers of 
the Crown whose area of responsibility includes an interest in the proposed statement. 

My intention had been to review and reissue all MPSs by September 2020. However, in light of 
the challenges with Government agencies responding to COVID-19 I have now reconsidered this 
approach. My priority now is to review six of the MPSs, and reissue the remaining five MPSs 
without review prior to the September 2020 statutory deadline.2 This will means that the following 
five MPSs will be reissued without review: 

1. Acquiring, using and maintaining an assumed identity; 

2. Creating and maintaining a legal entity; 
3. Making false or misleading representations about being employed by an intelligence 

and security agency; 
4. Management of information obtained by an intelligence or security agency; and 
5. Providing information assurance and cyber security activities with consent. 

There are not thought to be any issues with these MPSs that need to be addressed urgently. 
plan to review and reissue these five MPSs by mid-2021 . In the interim, if you consider there are 
any urgent matters that should be addressed prior to their reissue I recommend your officials 
make contact with my officials by 10 July 2020 to discuss. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

2 For the six MPSs that will be reviewed before September 2020, I wm consult you as appropriate for comment on MPSs relevant to 

your portfolio. 
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DEPARTMENT OF THE 
PRIME MINISTER AND CABINET 
TE TARI O TE PIRIMIA ME TE KOMITI MATUA 

Briefing 
CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: CONDUCTING SURVEILLANCE IN 
A PUBLIC PLACE 

-

To Hon Andrew Little, Minister Responsible forth GCSB arid NZSIS 

Date 22/06/2020 Priority Routine 

Deadline 26/06/2020 Briefing Number 1920NSP/054 

Purpose 

This briefing outlines the proposed changes to the draft Ministerial Policy Statement (MPS): 
Conducting surveillance in a public place, following its recent review. To support the Ministerial 
consultation that you are required to do under the Intelligence and Security Act 2017, it also 
attaches draft letters and a revised draft of the MPS, for forwarding to: 

• Hon Stuart Nash, Minister of Police and Minister of Fisheries 

• Hon Jenny Salesa, Minister of Customs 

• Hon Damien O'Connor, Minister of Agriculture and Minister for Biosecurity. 

Recommendations 

1. Note that the Department of the Prime Minister and Cabinet is 
reviewing the Ministerial Policy Statements under the Intelligence and 
Security Act 2017 on your behalf 

2. Note that we propose changes to the Ministerial Policy Statement: 
Conducting surveillance in a public place 

3. Note that under the Intelligence and Security Act 2017, you are 
required to consult relevant Ministers as the Ministerial Policy 
Statements are reviewed and reissued 

4. Agree to sign and forward the attached letters and draft Ministerial 
Policy Statement: Conducting surveillance in a public place to: 

4.1 Hon Stuart Nash, Minister of Police and Minister of Fisheries 

4.2 Hon Jenny Salesa, Minister of Customs 

YES/ NO 

YES/ NO 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING SURVEILLANCE 

IN A PUBLIC PLACE 

:· Report No. 1920NSP/054 · 

-~ . 
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4.3 Hon Damien O'Connor, Minister of Agriculture and Minister for 
Biosecurity. 

YES/ NO 

Ton~yync 
Deputy Chief Executive 
National Security Group 

z,i o6 U) 
.... .I ... . .I .... 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

.. .. ./ .... ./ .... 

- - - ~ --- -- - 7 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING 
SURVEILLANCE IN A PUBLIC PLACE 
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Contact for telephone discussion if required: 

Team Manager, Security and 
Intelligence Policy, National 
Security Group 

>--------+- -

Lynda Byrne Principal Policy Advisor, 
Security and Intelligence Policy 

Kaden Wilson Policy Advisor, Security and 
Intelligence Policy 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Ref erred to 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING 
SURVEILLANCE IN A PUBLIC PLACE 

DPMC: 4209579 

✓ 
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CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: CONDUCTIING SURVEILLANCE IN 
A PUBLIC PLACE 

Purpose 

1. This briefing outlines the proposed changes to the draft Ministerial Policy Statement: 
Conducting surveillance in a public place, following its recent review. To support the 
Ministerial consultation that you are required to do under the Intelligence and Security Act 
2017, it also attaches draft letters and a revised draft of the Ministerial Policy Statement 
(MPS) for forwarding to: 

• Hon Stuart Nash, Minister of Police and Minister of Fisheries 

• Hon Jenny Salesa, Minister of Customs 

• Hon Damien O'Connor, Minister of Agriculture and Minister for Biosecurity 

Review of the MPS 

2. To review this MPS we worked with NZSIS on whether the MPS provided clear and 
appropriate guidance in relation to conducting surveillance in a public place. We looked 
at how the NZSIS had incorporated the MPS into its operations and whether there were 
any problems with the MPS. We also consultE~d with: 

• The Acting Inspector-General of Intelligence and Security 

• The Privacy Commissioner 

• The Ministry of Justice 

• New Zealand Police 

• New Zealand Customs 

• The Ministry for Primary Industries. 

Proposed changes to the MPS 

3. Key feedback on this MPS was that generally it provided clear guidance to the NZSIS, but 
there were parts that caused confusion and could be made clearer. As a result we propose 
the following changes: 

a) Revise the "use of equipment" section. The NZSIS reported that this section created 
confusion as to what type of equipment or technology could be used when conducting 
surveillance in a public place without a warrant. This resulted in avoidable checks with 
the legal team and sometimes ceasing ope1rations while these checks were made. We 
have renamed this section "use of technology" and added language that emphasises 
only technology that enhances imagery already within public view are to be used. 

b) Add further context on when NZSIS might conduct surveillance in a public place, 
including when the NZSIS is undertaking preliminary inquiries. 

c) Revise the section on legality to make it clearer when surveillance in a public place is 
clearly lawful. 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING 
SURVEILLANCE IN A PUBLIC PLACE 
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d) Add further context to the "respect for privacy" principle. We have expanded on the 
separate factors to be considered when assessing privacy aspects, such as the location 
and duration of the surveillance, the observation of third parties not under surveillance, 
and the nature of activities being observed. The discussion on the preference to use 
less intrusive means where possible was also strengthened. 

e) Simplify the language on implied licence. Implied licence is a difficult concept in respect 
of conducting surveillance in a public place, so we have simplified this language and 
NZSIS will provide more guidance in their internal operational documentation. 

f) Under the "Matters to be reflected in internal policies and procedures" section, we have 
decoupled the "Communications protected by privilege" from the "sensitive category 
individuals" . This is to recognise the unique characteristics of each group that should 
be considered by NZSIS's internal procedures and policies. 

g) Revise the use of examples within the MPS. The previous version of the MPS included 
examples that were repetitive and sometimes not relevant to the context. We have 
streamlined the examples and used more relevant examples provided by the 
operational teams in NZSIS. 

h) Minor changes to reduce repetition and improve readability. 

4. The revised draft Ministerial Policy Statement: Conducting surveillance in a public place, 
with highlighted changes, is attached ·(Attachment A). A clean version of the MPS is also 
attached (Attachment B) . 

The Act requires you to consult with relevant Ministers before 
reissuing the revised MPS 

5. Under Section 212 of the Intelligence and Security Act 2017 (the Act), you are required to 
consult with any other Minister of the Crown whose area of responsibility includes an 
interest in the proposed MPS. 

6. In this case, we recommend you consult with Hon Stuart Nash - Minister of Police and 
Minister of Fisheries, Hon Jenny Salesa - Minister of Customs, and 
Hon Damien O'Connor - Minister of Agriculture and Minister for Biosecurity. These 
portfolios were consulted on the original MPS as their respective agencies conduct 
surveillance in public places, and to help ensure consistency in this activity across 
government. 

7. Draft letters to these Ministers are attached as Attachments C, D and E, for your signature. 
You may also wish to consider the revised MPS in your capacity as Minister of Justice. 

Next Steps 

8. Once you receive any feedback on the MPS from Ministerial consultation , we will support 
you in adapting the MPS to reflect the comments. 

9. Revision of the Ministerial Policy Statement: Conducting surveillance in a public place is 
part of a programme of work to review all eleven MPSs. We have prepared an 
accompanying briefing (1920NSP/081) seeking your agreement to a revised approach to 
reviewing the MPS given the delays caused by the COVID-19 response. 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING 
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Attachment A: Unclassified Draft revised Ministerial Policy Statement: Conducting 
Surveil/anc1e Public Surveillance - marked-up version 

- ---- - -

Attachment B: Unclassified Draft revised Ministerial Policy Statement: Conducting 
Surveillance Public Surveillance - clean version 

Attachment C: Unclassified Letter to Hon Stuart Nash, Minister of Police and Minister 
of Fisheries 

Attachment D: Unclassified Letter to Hon Jenny Salesa, Minister of Customs 

Attachment E: Unclassified Letter to Hon Damien O'Connor, Minister of Agriculture 
and Ministeir for Biosecurity 
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Attachment C 

Hon Stuart Nash 
Minister of Police 
Minister of Fisheries 
Parliament Buildings 

Dear Minister Nash 

Consultation on ministerial policy statement: Conducting Surveillance in a Public Place 

I enclose for your comment a draft of the revised Ministerial Policy Statement: Conducting 
Surveillance in a Public Place by intelligence agencies under subpart 2 of Part 3 of the Intelligence 
and Security Act 2017 (the Act). 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue Ministerial Policy Statements (MPSs) about certain lawful activities 
carried out by the GCSB and the NZSIS. The MPSs are required to be reviewed within three 
years from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but may 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Responsible Minister for both 
the GCSB and the NZSIS, I am responsible for reviewing and reissuing the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities both as Minister of Police and 
as Minister of Fisheries. The agencies within these portfolios also conduct surveillance in public 
places and it is important there is consistency across government in undertaking this activity. 

The Department of the Prime Minister and Cabinet is undertaking a review of the MPSs on my 
behalf. In relation to this particular MPS, in addition to the NZSIS, DPMC has consulted with the 
Inspector-General of Intelligence and Security, the Ministry of Justice, Ministry for Primary 
Industries, New Zealand Police, New Zealand Customs Service and the Privacy Commissioner. 
The consultation has shown that while overall the MPS provides clear guidance to the NZSIS in 
conducting surveillance in a public place, parts of the MPS caused confusion and could be made 
clearer. The attached MPS highlights the propos,ed changes. 

If you have any comments, I would be grateful to receive these by 10 July 2020. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachment: 

Attachment: 

Draft Ministerial Policy Statement: Conducting surveillance in a public place (marked-up 
version) 
Draft Ministerial Policy Statement: Conducting surveillance in a public place (clean 
version) 
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Attachment D 

Hon Jenny Salesa 
Minister of Customs 
Parliament Buildings 

Dear Minister Salesa 

Consultation on ministerial policy statement: Conducting Surveillance in a Public Place 

I enclose for your comment a draft of the revised Ministerial Policy Statement: Conducting 
Surveillance in a Public Place by intelligence agencies under subpart 2 of Part 3 of the Intelligence 
and Security Act 2017 (the Act). 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue Ministerial Policy Statements (MPSs) about certain lawful activities 
carried out by the GCSB and the NZSIS. The MPSs are required to be reviewed within three 
years from the date they take effect. 

MPSs are a mechanism for the responsible Ministier(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not: affect the lawfulness of the activities, but may 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current responsible Minister for both 
the GCSB and the NZSIS, I am responsible for reviewing and reissuing the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Customs. NZ 
Customs also conducts surveillance in public places and it is important there is consistency across 
government in undertaking this activity. 

The Department of the Prime Minister and Cabinet is undertaking a review of the MPSs on my 
behalf. In relation to this particular MPS, in addition to the NZSIS, DPMC has consulted with the 
Inspector-General of Intelligence and Security, the Ministry of Justice, Ministry for Primary 
Industries, New Zealand Police, New Zealand Customs Service and the Privacy Commissioner. 
The consultation has shown that while overall the MPS provides clear guidance to the NZSIS in 
conducting surveillance in a public place, parts of the MPS caused confusion and could be made 
clearer. The attached MPS highlights the proposed changes. 

If you have any comments, I would be grateful to receive these by 10 July 2020. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachment: 

Attachment: 

Draft Ministerial Policy Statement: Conducting surveillance in a public place (marked-up 
version) 
Draft Ministerial Policy Statement: Conducting surveillance in a public place (clean 
version) 
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Attachment E 

Hon Damien O'Connor 
Minister of Agriculture 
Minister for Biosecurity 
Parliament Buildings 

Dear Minister O'Connor 

Consultation on ministerial policy statement: Conducting Surveillance in a Public Place 

I enclose for your comment a draft of the revised Ministerial Policy Statement: Conducting 
Surveillance in a Public Place by intelligence agencies under subpart 2 of Part 3 of the Intelligence 
and Security Act 2017 (the Act). 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue Ministerial Policy Statiements (MPSs) about certain lawful activities 
carried out by the GCSB and the NZSIS. The MIPSs are required to be reviewed within three 
years from the date they take effect. 

MPSs are a mechanism for the responsible Ministier(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but may 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister for both the GCSB and 
the NZSIS, I am responsible for reviewing and reissuing the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities both as Minister of Agriculture 
and Minister for Biosecurity. The agencies within these portfolios also conduct surveillance in 
public places and it is important there is consistency across government in undertaking this 
activity. 

The Department of the Prime Minister and Cabinet is undertaking a review of the MPSs on my 
behalf. In relation to this particular MPS, in addition to the NZSIS, DPMC has consulted with the 
Inspector-General of Intelligence and Security, the Ministry of Justice, Ministry for Primary 
Industries, New Zealand Police, New Zealand Customs Service and the Privacy Commissioner. 
The consultation has shown that while overall the MPS provides clear guidance to the NZSIS in 
conducting surveillance in a public place, parts of the MPS caused confusion and could be made 
clearer. The attached MPS highlights the proposed changes. 

If you have any comments, I would be grateful to receive these by 10 July 2020. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachment: Draft Ministerial Policy Statement: Conducting surveillance in a public place (marked-up 
version) 

Attachment: · Draft Ministerial Policy Statement: Conducting surveillance in a public place (clean 
version) 
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REVIEW OF THE MINISTERIAL POLICY 
STATEMENTS - REVISED~ TIMING 

Date 28/08/2020 Priority Routine 

Deadline 13/09/2020 Briefing Number 2021NSP/010 

Recommendations 

1. Note that, in July 2020, you agreed to a revised approach to reviewing 
and reissuing the Ministerial Policy Statements, given the significant 
impact of the COVI D-19 response on the review; 

2. Note that there have been further delays, meaning we are unable to 
complete the review of six of the 11 MPSs by September 2020; 

3. Agree to reissue the MPSs as they stand prior to 28 September 2020; 

4. Agree to the MPSs being reviewed and reissued prior to June 2021. 

Tony Lyncli Hon Andrew Little 

YES/ NO 

YES/ NO 

Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

... ..I. .. ..I. ... 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS - REVISED TIMING 
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Contact for telephone discussion if requireid: 

Pip Swaney 

Lynda Byrne 

Team Manager, Security and 
Intelligence Policy, National 
Security Group 

Principal Policy Advisor, 
Security and Intelligence Policy, 
National Security Group 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 
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REVIEW OF THE MINISTE:RIAL POLICY 
STATEMENTS - REVISED~ TIMING 

Purpose 

1. This briefing seeks your agreement to a revised timeline for reviewing the Ministerial 
Policy Statements (MPSs). 

The Ministerial Policy Statements an~ required to be re-issued by 
September 2020 

2. The Department of the Prime Minister and Cabinet, working closely with GCSB and 
NZSIS, is leading the review of the MPSs on your behalf. There are 11 MPSs which set 
out the responsible Minister's expectations and provide guidance to the GCSB and NZSIS 
on how certain lawful activities should be carried out. 

3. The Intelligence and Security Act 2017 (the Act) requires the MPSs to be reissued by 
28 September 2020. While the Act does not specifically require the MPSs to be reviewed 
prior to being reissued, given these were the first MPSs to be issued under the Act we 
proposed a detailed review to ensure the MP:Ss were workable and effective. 

The response to COVID-19 meant thu review was·delayed 

4. In July 2020, you agreed to a revised approach to reviewing and reissuing the MPSs, 
given the significant impact of the COVID-'I9 response on the review [1920NSP/081 
refers]. At that time we had proposed to: 

• By end-September 2020: 

■ review and reissue six MPSs; 

■ reissue the five remaining MPSs without review. 

• By end-June 2021 : 

■ Review the remaining five MPSs; 

■ Reissue all reviewed MPSs (so all MPSs were aligned to the same three­
year review period) . 

5. At this stage, we have completed the review of two MPSs. There have been further delays 
with the review of the other four MPSs we llad hoped to complete by September. As 
highlighted in the previous briefing, these are~ the more complex MPSs and it has taken 
time to resolve a number of issues, alongside competing priorities within each of the 
responsible agencies. This means we are not able to meet the statutory requirement to 
consult with Ministers and the Inspector-General of Intelligence and Security (IGIS) in the 
required timeframe. 

6. In addition , the IGIS is reviewing GCSB and NZSIS's open source activities, including how 
the agencies apply the guidance in the relevant MPS ('Obtaining and using publicly 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS- REVISED TIMING 
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available information '). We would like to wait for the outcome of that review (expected to 
be completed in October 2020) before finalising the review of this MPS. 

7. Re-issuing the MPSs at a later date will also enable us to incorporate any 
recommendations from the Royal Commission of Inquiry into the Attack on Christchurch 
Mosques. 

We now propose to review and re-issue the Ministerial Policy 
Statements by June 2021 

8. GCSB, NZSIS and the IGIS have confirmed there are no immediate issues that need 
addressing prior to the MPSs being reissued by end-September 2020, as required by the 
ISA. We are still on track to review the remaining nine MPSs and to reissue all 11 MPSs 
by June 2021. 

9. We do not consider there are any risks with reviewing and reissuing the MPSs by June 
2021 . Reissuing all MPSs together at this time has the advantage of decoupling the MPS 
reviews with future General Election timings. 

However we intend to re-issue the MPS on OvE~rseas Cooperation prior to June 2021 

10. The one exception to this timing is the MPS on 'Cooperation of New Zealand intelligence 
and security agencies (GCSB and NZSIS) with overseas public authorities', which we are 
currently reviewing and intend to re-issue as soon as possible. 

11. The IGIS has recommended early review of this MPS in the report Inquiry into possible 
New Zealand intelligence and security agencies' engagement with the CIA detention and 
interrogation programme (the Senate Report). The agencies are seeking the Overseas 
Cooperation MPS review to be finalised prior to their review of the Joint Policy Statement 
on Human Rights Risk Management, which was also a recommendation in the Senate 
Report. 

Next steps 

12. If you agree with the revised approach set out in this briefing, we will provide you with the 
11 MPSs to reissue prior to end-September 2020. 

13. We will work with your office on decisions neE3ded in relation to the ongoing review. 

Consultation 

14. GCSB and NZSIS were consulted on this biriefing and have given their commitment to 
completing the review in the revised timeframe. The Office of the IGIS has been consulted 
on the revised timing and has confirmed they can manage their resourcing to support the 
timing of the review. 

I REVIEW OF THE MINISTERIAL POLICY STATEMENTS -· REVISED TIMING 
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Briefing 

CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: COOPERATING WITH OVERSEAS 
PUBLIC AUTHORITIES 

To Hon Andrew Little, Minister Responsible for the GCSB and NZSIS 

Date 18/12/2020 Priority Routine 

Deadline 18/01/2021 Briefing Number 2021NSP/030 

 

Purpose 

This briefing outlines the proposed changes to the draft Ministerial Policy Statement (MPS): 

Cooperating with overseas public authorities, following its recent review.   

To support the Ministerial consultation you are required to do under the Intelligence and Security 

Act 2017, it also attaches draft letters and a revised draft of the MPS, for forwarding to: 

• Hon Nanaia Mahuta, Minister of Foreign Affairs; 

• Hon Poto Williams, Minister of Police; 

• Hon Kris Faafoi, Minister of Justice and Minister of Immigration; 

• Hon Peeni Henare, Minister of Defence; 

• Hon Meka Whaitiri, Minister of Customs.  

Recommendations 

1. Approve the draft revised Ministerial Policy Statement (MPS): 
Cooperating with overseas public authorities (Attachment B) for 
ministerial consultation; 

 YES / NO 

2. Agree to provide additional guidance to the Directors-General on the 
following matters via a letter when the MPS is reissued: 

  

2.1  

 

 

 

 

 

YES / NO 

 

s6(a)
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2.2  

 

 
 

YES / NO 

 

3. Note that under the Intelligence and Security Act 2017, you are 
required to consult relevant Ministers as the Ministerial Policy 
Statements are reviewed and reissued; 

  

4. Sign and forward the attached letters and draft MPS to:   

4.1  Hon Nanaia Mahuta, Minister of Foreign Affairs;  YES / NO 

4.2  Hon Poto Williams, Minister of Police;  YES / NO 

4.3  Hon Kris Faafoi, Minister of Justice and Minister of 

 Immigration; 
 YES / NO 

4.4  Hon Peeni Henare, Minister of Defence;  YES / NO 

4.5  Hon Meka Whaitiri, Minister of Customs.  YES / NO 

 

 

 

 

  

 

Tony Lynch 
Deputy Chief Executive  
National Security Group 
Department of the Prime Minister and 
Cabinet 

Hon Andrew Little  
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

 

…../…../…. 

 

…../…../…. 

s6(a)
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Contact for telephone discussion if required: 

Name Position Telephone 
1st 

contact 

Pip Swaney Manager, Security and 
Intelligence Policy, 
National Security Group 

   

Lynda Byrne Principal Policy Advisor, 
Security and Intelligence 
Policy, National Security 
Group 

    

  

Minister’s office comments: 

 Noted 
 Seen 
 Approved 
 Needs change 
 Withdrawn 
 Not seen by Minister 
 Overtaken by events 
 Referred to 

 

   

       

s9(2)(a)

s9(2)(a)

RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

--



RESTRICTED 

 
 
 

DPMC: 4317973     Page 4 of 47 
RESTRICTED 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: COOPERATING WITH 

OVERSEAS PUBLIC AUTHORITIES 

Report No. 2021NSP/030 

CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: COOPERATING WITH OVERSEAS 
PUBLIC AUTHORITIES 

Purpose  

1. This briefing outlines the proposed changes to the draft Ministerial Policy Statement (MPS): 
Cooperating with overseas public authorities, following its recent review.  To support the 
Ministerial consultation you are required to do under the Intelligence and Security Act 2017 
(the Act), it also attaches draft letters and a revised draft of the MPS, for forwarding to: 

• Hon Nanaia Mahuta, Minister of Foreign Affairs; 

• Hon Poto Williams, Minister of Police; 

• Hon Kris Faafoi, Minister of Justice and Minister of Immigration; 

• Hon Peeni Henare, Minister of Defence; 

• Hon Meka Whaitiri, Minister of Customs.  

Executive Summary 

2. The Department of Prime Minister and Cabinet, working closely with GCSB and NZSIS, 
has reviewed the MPS: Cooperating with overseas public authorities (the overseas 
cooperation MPS) on your behalf.   

3. We consulted widely on this MPS, with government agencies, the Inspector-General of 
Intelligence and Security (IGIS), the Human Rights Commission, Office of the Privacy 
Commissioner, and NGOs.  As a result we propose a number of changes to the MPS, 
including: 

• restructuring it to include a ‘cover sheet’ that sets out the overarching purpose of the 

MPSs which will be common across all 11 MPSs 

• clarifying it only applies to lawful activity 

• including a human rights risk assessment framework 

• providing consistency in assessing risk 

• adding detail on the exceptional circumstances in which the agencies can use 

intelligence where they know or assess the intelligence was obtained through a serious 

human rights breach. 

4. The revised MPS is attached, for you to consult with relevant Ministerial colleagues as you 
are required to do under the Act.  Once you receive any feedback from this consultation, 
we will adapt the MPS to reflect the comments.  The MPS can then be finalised and 
reissued.  At that point, a copy of the MPS must be provided to the Intelligence and 
Security Committee (ISC), as per section 207(2) of the Act. 
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DPMC is reviewing the MPSs on your behalf 

5. Under the Act the MPSs are required to be reissued every three years.  DPMC, working 
closely with GCSB and NZSIS, is reviewing the MPSs on your behalf.    

6. Due to disruptions caused by COVID-19, the work in preparation for the Royal Commission 
of Inquiry into the Christchurch attacks and other competing priorities, the MPSs were 
reissued without review in September 2020.  We are now aiming to review and reissue all 
MPSs prior to June 2021. 

Review of the overseas cooperation MPS 

7. The purpose of the overseas cooperation MPS is to set out your expectations, as the 
responsible Minister, for how the GCSB and NZSIS properly cooperate with overseas 
public authorities.  The MPS provides a framework for decision-making and best practice 
conduct for the agencies when undertaking foreign cooperation – which includes providing 
advice and assistance, and sharing intelligence.    

8. Given the significant focus on human rights in the MPS, there has been a strong level 
interest in the review from other government agencies, the Inspector-General of 
Intelligence and Security (IGIS) and NGOs who promote human rights.  To reflect this level 
of interest, the review has been comprehensive and in-depth, with levels of consultation 
and engagement beyond that of the other MPSs we are reviewing on your behalf.   

We worked closely with GCSB and NZSIS 

9. We worked closely with the policy, legal and operational branches of GCSB and NZSIS on 
the review of this MPS to consider: 

• whether the MPS provided clear guidance to the agencies when cooperating with 

overseas public authorities; 

• how the MPS was incorporated into the operations of the agencies and whether there 

were any impediments to the operationalisation of the MPS; 

• any unintended consequences, or other issues, including on the effectiveness and 

efficiency of the agencies; and 

• the comments and views of relevant oversight bodies, including the Inspector-General of 

Intelligence and Security (IGIS) and Government agencies.   

10. As we revised the MPS we consistently checked in with the agencies against these points, 
to ensure any revisions were operationally workable.  GCSB and NZSIS were given the 
opportunity to respond to comments made by other parties during the consultation process. 

We considered the recommendations of the IGIS report  

11. The 2019 IGIS report: Inquiry into possible New Zealand intelligence and security agencies’ 
engagement with the CIA detention and interrogation programme 2001-2009 (the IGIS 
report) made several recommendations to address gaps the IGIS identified in this MPS.   

12. The IGIS report stated that the MPS should unambiguously set out New Zealand’s legal 
obligations relating to torture and complicity in torture.  This was not able to be achieved 
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when the MPS was developed in 2017.  The Ministry of Foreign Affairs and Trade (MFAT) 
has since issued a legal opinion to clarify New Zealand’s obligation, at international law, not 
to be complicit in an internationally wrongful acts of another State. This opinion informed 
the review of the MPS, however the guidance in the MPS sets a higher policy threshold 
than the legal threshold of complicity.  

13. The IGIS report also identified the following gaps in the 2017 MPS: 

• it does not state that the prohibition of torture is non-derogable (ie it cannot be lifted in 

any circumstance);  

• it does not specify the circumstances in which the use of ‘tainted’ information might be 

justified; 

• it accorded property primacy over protecting human rights; 

• the threats or risks that, when identified, would allow the agencies to share information 

through human rights abuses, lack clarity; 

• there is inconsistency in whether ‘tainted’ information may or should be passed to 

relevant law enforcement agencies; 

• it is unclear what ‘unsolicited’ means in the context of an intelligence-sharing relationship 

and why the distinction is necessary; and 

• the MPS refers to situations where intelligence that indicates a ‘credible’ security risk is 

suspected to have been gained through torture, which does not reconcile with the 

statement that information gained by torture is inherently unreliable.   

14. We worked closely with the Office of the IGIS as we revised the MPS, to check that the 
revisions sufficiently addressed the recommendations made in the IGIS Report, and to 
seek their views on whether the MPS provided appropriate guidance to the agencies from 
the perspective of their oversight role.  This consultation undertaken on your behalf has 
fulfilled your obligation under the Act to consult the IGIS when reviewing and updating the 
MPS.  The IGIS is satisfied with the current draft, thinks it is an improvement from the 2017 
MPS, and considers we have addressed all of the concerns their office has raised.   

We consulted with key NGOs 

15. One of the recommendations from the IGIS report was to consult with key NGOs on the 
revised MPS.  You agreed that we would consult with a small number of organisations that 
promote and defend human rights, and understand New Zealand’s international human 
rights obligations [1920NSP/031 refers].   Earlier in the year, we contacted five 
organisations1 to seek their feedback on the MPS, including in particular: 

• how to clearly articulate human rights responsibilities and obligations within the MPS; 

• defining exceptional circumstances at which information likely obtained by torture might 

be passed to law enforcement agencies; 

 

1 Amnesty International, Privacy International, New Zealand Council for Civil Liberties, Human Rights Foundation and the Privacy 

Foundation 
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• whether the MPS was consistent with domestic and international human rights 

obligations; and 

• whether the MPS provided appropriate clarity regarding guidance, protections and 

restrictions in cooperating with overseas public authorities.   

16. The Privacy Foundation was the only organisation that responded to the consultation 
document.  The other organisations appreciated being consulted, and either had no 
comments or were unable to prioritise providing feedback, including after the deadline was 
extended due to COVID-19.    

17. The Privacy Foundation made a number of recommendations related to the adequacy of 
the MPS in relation to human rights obligations, improvements to provide more clarity on 
the guidance, safeguards and restrictions needed to for cooperation to occur, and 
suggestions on the level of protection afforded to property in connection with national 
security.  This feedback was reflected in the revised draft of the MPS.    

We also consulted key government departments 

18. We also consulted with the following agencies with an interest in this MPS: 

• The Ministry of Foreign Affairs and Trade; 

• The Ministry of Justice; 

• The Privacy Commissioner; 

• The Human Rights Commission; 

• New Zealand Police; 

• New Zealand Customs; 

• The Ministry of Defence; 

• The New Zealand Defence Force. 

19. We consulted with these agencies on the first revised draft of the MPS.  These agencies 
were also given an opportunity to provide feedback on a second revised draft.  If any 
feedback was not taken on board, we provided justification for this that agencies have 
accepted.   

20. Overall, agencies noted that this review has significantly improved the MPS.  The Human 
Rights Commission (HRC) is the main agency that provided feedback we did not 
incorporate into the draft MPS: 

• They suggested the definition of ‘overseas public authorities’ be expanded to include 

private contractors and agents of these authorities.  We did not think this was necessary 

as the definition in the Act includes any person working for the public authority.   

• They suggested authorisation for overseas cooperation is provided by an external 

independent body.  This is beyond the scope of the MPS review and would require 

legislative change. 
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• Both the HRC and the IGIS recommended that the agencies’ internal human rights policy 

should be made public.  DPMC’s view is that the agencies’ internal policy needs to 

provide detailed and frank guidance to staff on assessing human rights risk.  If the 

agencies draft their internal policies with the intention of those documents becoming 

public, this would detract from their primary purpose and mean they are less useful to 

staff. 

• HRC suggested requiring the agencies to develop a policy to state how they will monitor 

partner countries, and require them to review certain countries every six months.  The 

MPS sets out the matters the agencies need to consider when reviewing the human 

rights practices of a country.  Requiring the agencies to review every six months has 

unjustified resource implications.   

21. Our understanding is that, apart from these matters, there are no outstanding substantial 
differences in views.    

Proposed changes to the MPS  

22. The following table sets out the substantive changes to the MPS.  There are also a 
number of more minor changes, including to the structure, to improve readability and 
consistency and reduce repetition. 

Table One: Substantive changes to the MPS 

Change Recommended by  

1. The structure has been changed to include a cover sheet (or 
website landing page) which will become common across all of the 
MPSs.  This sets out the overarching purpose of the MPSs, so 
each individual MPS focuses on the specific activity (in this case 
overseas cooperation) 

DPMC, GCSB, 
NZSIS, IGIS 

2. The MPS now makes it clearer that it only applies to lawful 
activity, and is not a framework for what is or is not lawful.  The 
legality principle has been removed and it is instead set out in 
the scope section that it only applies to lawful activity and if in 
doubt, legal advice should be sought.  This will also now be 
common across all MPSs (as appropriate). 

MFAT, IGIS, MoJ, 
GCSB, NZSIS 

3. The MPS now includes a risk assessment framework to be 
reflected in the agencies’ internal policies to ensure the 
agencies’ cooperation will not result in a real risk of contributing 
to, or being complicit in, a breach of human rights.  This has 
been informed by MFAT’s advice and the IGIS report – which 
were both developed since 2017. 

IGIS 

4. Consistent language is used throughout on the threshold of 
assessing risk – where there is a ‘real risk’ of contributing to a 
human rights breach.  

IGIS, DPMC, 
GCSB, NZSIS 

5. It now includes detail of the exceptional circumstances in which 
agencies can use intelligence where they know or assess there 
was a real risk that the intelligence was obtained through a 
serious human rights breach.  That is, where the use of the 
intelligence is necessary to prevent loss of life, significant 
personal injury or a threat to critical national infrastructure.   

IGIS, Privacy 
Foundation, GCSB, 
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6. Added in text to address situations where cooperation may 
result in a person being sentenced to death.  

MFAT, NZ Customs 

7. The MPS now states that the prohibition of torture is non-
derogable. 

IGIS, Privacy 
Foundation 

8. The MPS now includes criteria that the agencies need to take 
into account when considering whether to refer a written 
arrangement to the Intelligence and Security Committee (ISC).   

DPMC, IGIS, 
GCSB, NZSIS 

When the MPS is reissued, we recommend two matters are clarified 

23. There are two further matters in which the agencies sought clarification in the review of 
this MPS which require further explanation: 

a.  
 
 
 
 

   
 
 

      

b. The guidance in the current MPS on when the agencies should refer a written 
arrangement with an overseas public authority to the ISC is open to interpretation, 
and as a result no arrangements have been referred in the past three years.  We 
have therefore included criteria to assist in the determination of what 
arrangements should be referred to the ISC, namely where the arrangement: 

• is likely to have significant implications for New Zealand’s foreign policy or 
international relations; 

• results in a significant change to the agencies’ priorities or intelligence focus; 

• involves significant expenditure of funds; and / or 

• is seen to be inconsistent with Government objectives or priorities. 

 
 
 
 
 

 

 
 
 
 

   

s6(a)

s6(a)
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The agencies will apply the revised MPS criteria for referral of arrangements 
retrospectively to written arrangements entered into since 2017.   

24. If you wish to provide additional guidance to the agencies on these matters, DPMC will 
provide suggested wording for inclusion in the letters to the Directors-General when the 
MPS is reissued.   

Next Steps  

25. If you agree with the proposed revisions, we recommend you sign the attached letters to 
send to your ministerial colleagues, as required under the Act.   

26. The ministerial consultation is not urgent and you may choose to consult in early 2021.  

27. Once you receive any feedback from your consultation, we will adapt the MPS to reflect 
the comments.  The MPS can then be finalised and reissued.  The Act then requires you 
to provide a copy to the ISC. 

 

Attachments:   

Attachment A: Unclassified  Draft revised Ministerial Policy Statement:  Cooperating with 
overseas public authorities 

Attachment B Unclassified 2017 version of Ministerial Policy Statement:  Cooperating with 
overseas public authorities 

Attachment C: Unclassified Letter to Hon Nanaia Mahuta, Minister of Foreign Affairs 

Attachment D: Unclassified Letter to Hon Poto Williams, Minister of Police 

Attachment E: Unclassified Letter to Hon Kris Faafoi, Minister of Justice and Minister of 

Immigration 

Attachment F: Unclassified Letter to Hon Peeni Henare, Minister of Defence 

Attachment G: Unclassified Letter to Hon Meka Whaitiri, Minister of Customs 
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ATTACHMENT A 

DRAFT REVISED MINISTERIAL POLICY STATEMENT:  
COOPERATING WITH OVERSEAS PUBLIC AUTHORITIES 

 

  

Ministerial Policy Statements
1. Ministerial Policy Statements (MPSs) are statements issued by the Minister Responsible for 

the GCSB and NZSIS under section 206 and 207(1) of the Intelligence and Security Act 2017 
(‘the Act’). 

MPSs provide guidance to GCSB and NZSIS on certain lawful activities 

2. MPSs provide guidance to GCSB and NZSIS (also called ‘the agencies’) on lawful activities 
under the Act.  They do not act as legal authorisations for these activities but set out the 
Minister’s expectations of how the activities covered by the MPS should be properly carried 
out and any protections or restrictions in relation to the activity.  Activities which are 
unlawful may only be carried out to the extent that they can be authorised under an 
intelligence warrant. 

3. Every employee making decisions or taking any action in relation to the matters covered by 
the MPSs must consider and should be able to explain how they had regard to the MPS.  This 
might include an explanation of the consideration of any relevant internal policy or 
procedures that reflect the MPS.  The Directors-General of the GCSB and NZSIS are 
responsible for ensuring each MPS is reflected in their agency’s internal policies and 
procedures.  If any action is taken that is inconsistent with the MPS, employees must be able 
to explain why that action was taken. 

They are also considered by the Inspector-General of Intelligence and Security 
when conducting an inquiry or review 

4. MPSs are relevant to the oversight of the agencies by the Inspector-General of Intelligence 
and Security in the exercise of their propriety jurisdiction.  When conducting an inquiry or 
review, the Inspector-General of Intelligence and Security must take account of any relevant 
MPS and the extent to which an agency has complied with it.   

And they assist in increasing transparency with the New Zealand public 

5. While the primary purpose of the MPSs is to provide guidance to the agencies on their lawful 
activities, they also provide the public with information on how and why the agencies carry 
out these activities to help keep New Zealand secure.   

Each of the activities covered by the MPSs enable the agencies to perform their 
statutory functions 
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6. The Act sets the principal objectives of GCSB and NZSIS, which are to contribute to:  

• The protection of New Zealand’s national security; 

• The international relations and well-being of New Zealand; and  

• The economic well-being of New Zealand.  

7. The GCSB and NZSIS meet these objectives through the performance of their statutory 
functions, namely:  

• Intelligence collection and analysis; 

• Protective security services, advice and assistance;  

• Cooperation with other public authorities to facilitate their functions; and  

• Cooperation with other entities to respond to imminent threat.    

8. All collection and analysis of intelligence undertaken by GCSB and NZSIS is in accordance 
with the New Zealand Government’s priorities.  These are primarily established through the 
National Security and Intelligence Priorities (NSIPs) which are set by the Government and 
reviewed every two years. The NSIPs outline the focus areas for all intelligence and 
assessment activity across the national security sector, including GCSB and NZSIS.  

9. MPSs are an important part of the measures put in place by the Act to ensure these 
functions are carried out properly.   

Matters covered by the MPSs 

10. The MPSs cover areas of work of the agencies that involve gathering information about 
individuals and organisations that may intrude into the privacy of individuals and other areas 
where ministerial guidance was considered appropriate.  There are currently 11 MPSs, 
covering the following activities: 

1. Providing information assurance and cybersecurity activities; 

2. Acquiring, using and maintaining an assumed identity; 

3. Creating and maintaining a legal entity (such as a cover company); 

4. Collecting information lawfully from persons without an intelligence warrant (human 
intelligence activities); 

5. Conducting surveillance in a public place; 

6. Obtaining and using publicly available information (open source information); 

7. Making requests for information from other agencies; 

8. Information management; 

9. Making false or misleading representations about being employed by an intelligence and 
security agency; 

10. Activities covered by the exemption from the Land Transport (Road User) Rule 2004; and  

11. Cooperation with overseas public authorities, including providing advice and assistance 
to and sharing intelligence with overseas public authorities. 

[HYPERLINK TO EACH] 
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11. MPSs take effect from the date of signing and continue in effect for three years. The Minister 
responsible for GCSB and NZSIS may, amend, revoke or replace any of the MPSs at any time.  
However, they must consult with the Inspector-General of Intelligence and Security, any 
other relevant Minister, or any other person the Minister considers appropriate.   

12. The Minister can issue further MPSs on other areas if considered necessary or desirable.    
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Ministerial Policy Statement 

Cooperating with overseas public 
authorities 
 

[Link to landing page on purpose of MPSs] 

 

Summary 

It is important for New Zealand’s security for GCSB and NZSIS to cooperate with overseas public 
authorities, including overseas intelligence agencies.  

This Ministerial Policy Statement (MPS) provides guidance for GCSB and NZSIS in relation to 
cooperation with overseas public authorities.  In making decisions related to foreign 
cooperation, employees must have regard to the following principles: respect for human rights, 
necessity, reasonableness and proportionality, protections for New Zealanders, information 
management and oversight.  This MPS also specifies additional matters to be included in internal 
policy and procedures.   

 

This MPS provides guidance on overseas cooperation 

1. New Zealand has a robust legislative framework to govern the activities of GCSB and NZSIS, 
including activities that involve cooperation with overseas public authorities.  The Act 
includes obligations for GCSB and NZSIS to act in accordance with New Zealand law and all 
human rights obligations recognised by New Zealand law,2 independently and impartially, 
with integrity and professionalism and in a manner that facilitates effective oversight.  

 

2 Sections 10(3), 12(7), 17(a) and 18(b).  

Definitions 

Cooperation means to work together, and includes sharing intelligence and providing/receiving services, 
advice or assistance (including training, methodology and technology).  This may be reciprocated or 
unreciprocated. 

Overseas public authority means a foreign person or body that performs or exercises any public function, 
duty, or power conferred on that person or body by or under law.   

Personal information means information about an identifiable individual   
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2. Cooperation with foreign partners can sometimes pose a risk of acting unlawfully with both 
domestic legal obligations and international obligations, including a risk that New Zealand 
could become complicit in some forms of unlawful conduct by another country.3  When 
undertaking overseas cooperation there are also a range of policy, human rights and 
reputational risks which need to be considered and managed.  Consistent with 
New Zealand’s respect for, and promotion of human rights, this MPS therefore provides 
policy guidance to, and sets expectations on, GCSB and NZSIS that extend beyond their legal 
obligations.    

Scope of this MPS 

3. This MPS applies to GCSB and NZSIS when cooperating with an overseas public authority 
(whether individually, jointly or with other government agencies).  Cooperation may occur in 
relation to the performance of any of the functions of GCSB and NZSIS in sections 10 to 15 of 
the Act.   

4. Cooperation must be lawful to be within scope of this MPS.  Before and during foreign 
cooperation, GCSB and NZSIS must ensure their actions are consistent with their legal 
obligations.  If in doubt, legal advice must be sought.  Failure to act in accordance with 
New Zealand law could lead to possible criminal responsibility for employees of GCSB and 
NZSIS.   

Context 

Ministerial authorisation to cooperate 

5. GCSB and NZSIS must obtain Ministerial authorisation where foreign cooperation involves 
the provision of intelligence, analysis or threat reporting.4  Ministerial authorisation can be 
sought on a case-by-case basis, for example to provide specific intelligence during a 
conference or event (such as APEC).  Alternatively, Ministerial authorisation can be sought on 
a standing basis to provide intelligence to a range of overseas public authorities on an on-
going basis.       

6. Standing authorisations must be reviewed regularly to ensure that cooperation undertaken 
under the authorisation remains consistent with the principles in this MPS.  In particular, if 
there are increased risks for ongoing cooperation either from changes to the domestic law, 
policy or practice of the overseas public authority subject to a standing authorisation, or 
from evidence they have carried out a significant breach of human rights, the standing 
authorisation must be reviewed by the responsible Minister on advice by GCSB and NZSIS.        

 

2 Complicity is a legal term which recognises that while a state did not carry out the wrongful act, if it knowingly aided or 

assisted another state to commit that wrongful act, it may be liable by law. 
4By contrast, GCSB and NZSIS may provide protective security services to any public authority in New Zealand or overseas 

without requiring Ministerial authorisation (in accordance with section 11(1)(a) of the Act).  

RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82



UNCLASSIFIED 

 

3 

 

7. GCSB and NZSIS must ensure sufficient information regarding the human rights practices of 
the overseas public authority is provided to the Minister to support decision-making.  
Guidance on this is contained within Appendix One.  

New Zealand’s intelligence and security relationships 

8. New Zealand gains significant value from cooperating with overseas public authorities, 
particularly within the current climate of global and transnational threats.  Close and reliable 
intelligence relationships help GCSB and NZSIS prioritise and focus their resources on the 
areas most important to New Zealand, while having access to a much greater pool of 
information, skills and technology that would not otherwise be available to New Zealand.   

9. For example, an overseas partner may have specific linguistic or technical capabilities that 
GCSB and NZSIS need in order to obtain or assess intelligence relevant to New Zealand’s 
security and intelligence priorities.  Similarly, GCSB or NZSIS may provide intelligence to an 
overseas public authority to alert them to a potential threat to their security, which helps 
contribute to international security and New Zealand’s overall international relations with 
that country.   

10. In the context of protective security services, advice and assistance, GCSB or NZSIS may 
provide technology or expertise to an overseas public authority to develop, implement or 
improve upon their protective security arrangements.  For example, providing expertise on 
conducting a security vetting assessment, information security systems or detecting and 
protecting against cybersecurity threats. Such cooperation helps overseas authorities store 
and protect New Zealand Government information and contributes to the recipient’s 
national security and the security of their region.   

11. The closest relationships GCSB and NZSIS have with overseas public authorities are those 
with equivalent agencies from Australia, Canada, the United Kingdom and the United States 
(often referred to as the “Five Eyes” partners). The relationships between Five Eyes partners 
are long-running, reciprocal, cover a wide range of topics, and involve a high degree of 
mutual trust, honesty and respect.  The relationships provide New Zealand with knowledge 
and capability far beyond what we can afford on our own.  These relationships work 
effectively due to the shared values and histories of the five countries and the strong 
relations between the governments of those countries. The depth of the Five Eyes 
relationship means that disparities in size, power and influence do not prevent any member 
from acting in the best interests of their own government, and members expect to be able to 
disagree on specific matters without damaging the broader relationship.   

12. The GCSB and NZSIS may cooperate with overseas public authorities from countries beyond 
the Five Eyes.  This cooperation may occur on an ongoing, relatively informal, or one-off 
basis.  The reasons for cooperating with such authorities vary widely and may occur while 
performing any of the agencies’ functions and as part of contributing to their objectives.  
Examples include – providing support to a major event such as APEC or the Olympic Games, 
or helping implement a Protective Security framework with an overseas public authority. 
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International and domestic obligations 

13. New Zealand’s core human rights obligations are detailed at Appendix Two.  These include 
the right to life, the right not to be subjected to torture, the right not to be subjected to cruel, 
inhuman or degrading treatment or punishment, and the right to liberty and security of the 
person.  New Zealand is also subject to other international obligations.  These can be from a 
range of sources, including customary law obligations or binding United Nations resolutions.  
These obligations can range in nature from requiring action, prohibiting conduct or 
recognising rights. 

14. The New Zealand Government has a long-standing and strong opposition to the use of 
torture, cruel, inhuman or degrading treatment or punishment in all cases and under all 
circumstances, including in response to threats to national security.  The prohibition of 
torture is non-derogable –it can never be violated by states under any circumstances.  
New Zealand is opposed to the use of torture in all circumstances and will not commit 
torture nor be complicit in torture committed by others. 

15. New Zealand is also a long-standing opponent of the death penalty.  New Zealand has 
abolished the death penalty within its jurisdiction and is committed to promoting global 
prohibition.5  The position of the government is that the death penalty is the ultimate form of 
cruel, inhuman and degrading treatment. New Zealand will not cooperate on specific 
investigations where the cooperation will lead to a person being sentenced to death, unless 
there are appropriate assurances that the death penalty will not be carried out.6 

16. The many positive benefits of New Zealand’s participation in foreign intelligence and security 
relationships do not override New Zealand’s legal obligations with respect to human rights. 

Guidance for GCSB and NZSIS 

17. This section sets out guidance for the agencies when undertaking foreign cooperation.  All 
cooperation must be carried out in accordance with New Zealand law and the principles 
contained within this MPS.  Cooperation with overseas public authorities should be regularly 
reviewed to ensure cooperation remains consistent with the principles below. 

Principles  

18. These principles constitute a basis for good decision-making and best practice conduct and 
need to be considered before, during and after cooperation with overseas public authorities.   

Respect for human rights  

19. GCSB and NZSIS must ensure that their cooperation with overseas public authorities is in 
accordance with all human rights obligations recognised by New Zealand law. The Directors-

 

5 Under the Second Optional Protocol to the International Covenant on Civil and Political Rights aiming at the abolition of the 

death penalty.  
6 See s27(2)(ca) Mutual Assistance in Criminal Matters Act and s30(3) of the Extradition Act 1999.  
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General of GCSB and NZSIS must ensure the agencies remain informed of the human rights 
practices and potential risks related to cooperation with overseas public authorities.  

20. There is an expectation that GCSB and NZSIS will undertake critical assessments of human 
rights risks and have a policy in place to ensure employees know how to assess risk and 
respond appropriately.  To ensure the agencies’ cooperation will not result in a real risk of 
contributing to, or being complicit in, a breach of human rights, this policy must address the 
risk assessment framework set out below, and provide guidance on when and how the 
framework is to be applied.   

Risk assessment framework  

1) Assess general risk:  Assess the country or public authority’s record and practice towards 
human rights and international humanitarian law.  This assessment can include the 
country or public authority’s stability, and where relevant, the success of any previous 
mitigation efforts that have been applied by New Zealand or close international partners 
when cooperating with the country or authority.  See Appendix One for other factors the 
agencies should take into account. 
 

2) Risk arising from the proposed cooperation: Consider whether the proposed cooperation, 
whether one-off or on-going, might result in a real risk of significantly contributing to or 
being complicit in a breach of human rights.   The agencies must take a precautionary 
approach in making such assessments. 
 

3) Opportunity for mitigating risk: Where it is identified that there is a real                                                                                                                                                                                                                       
risk of a human rights breach occurring as a result of the proposed cooperation, GCSB 
and NZSIS should consider whether the risk can be mitigated, for example through 
conditions or restrictions on the cooperation provided, or through assurances or caveats 
on the intelligence exchanged.   
 

4) Response to a real risk of human rights breach:  If, following the steps above, there remains 
a real risk that the cooperation will significantly contribute to, or amount to complicity in, 
a breach of human rights, cooperation must be refused or referred to the Minister 
Responsible for the GCSB and NZSIS for decision.  To inform the Minister’s decision-
making, the information identified in the steps above must be documented and provided 
to the Minister, along with a clear statement on the purpose of the proposed 
cooperation.  In circumstances where a decision is put to the Minister, the agencies will 
notify the Inspector-General of Intelligence and Security.   

Use of intelligence obtained through human rights breaches 

21. GCSB and NZSIS must not request or use intelligence where they know, or assess there is a 
real risk the intelligence was obtained through a serious human rights breach – such as 
torture, or cruel, inhuman or degrading treatment.   

22. There may be circumstances where GCSB or NZSIS know or assess there is a real risk that 
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intelligence received, including unsolicited intelligence,7 was gained through a serious 
human rights breach.  In such circumstances GCSB and NZSIS must not take action that 
would contribute to a further human rights breach, for example by requesting further 
intelligence about the same matter from the party responsible for that breach. 

23. Where GCSB or NZSIS know or assess there is a real risk that intelligence received from an 
overseas partner was obtained through serious human rights breaches, the agencies may 
only use that intelligence in exceptional circumstances.  Such circumstances are where the 
use of the intelligence is necessary to prevent loss of life, significant personal injury or a 
threat to critical national infrastructure.  The reasons for limiting the use of intelligence in 
this way are: 

a) It is consistent with New Zealand’s opposition to torture and similar mistreatment.  

b) There is a high likelihood that intelligence obtained through torture is unreliable.   

24. GCSB and NZSIS do not have an enforcement function. Therefore, in such exceptional 
circumstances, the agencies must provide the intelligence to the relevant enforcement 
agency so that those agencies can take the action necessary to prevent the loss of life, 
significant personal injury or threat to critical national infrastructure. In these circumstances, 
the responsible Minister and the Inspector-General of Intelligence and Security must be 
informed as soon as practicable.  

25. GCSB and NZSIS may still be required to undertake inquiries and investigate the intelligence 
that was passed to the relevant enforcement agency in order to inform the threat picture (for 
example, to identify the persons involved) or to provide advice to the Government on the 
particular security concern or risk. 

26. When sharing such intelligence with law enforcement agencies, GCSB and NZSIS must mark 
the intelligence as having been potentially obtained as a result of torture and notify the 
recipient to ensure the intelligence is not used as evidence in legal proceedings.        

Necessity  

27. Cooperation with overseas public authorities must be for the purpose of contributing to the 
protection of New Zealand’s national security, the international relations and well-being of 
New Zealand, or the economic well-being of New Zealand. 

28. This may include cooperation to establish or maintain an international relationship.  For 
example, establishing a new relationship in order to obtain intelligence relating to one (or 
more) of the Government’s priorities may be considered necessary to enable the agencies to 
provide relevant intelligence and advice to the New Zealand government.   

Reasonableness and proportionality 

 

7 Unsolicited intelligence is intelligence received that was not specifically requested nor otherwise sought, but was received in 

the course of general intelligence sharing or cooperation with foreign partners. 
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29. Cooperation with overseas public authorities, including any specific activities carried out as 
part of that cooperation, should be reasonable and proportionate to the purpose for 
carrying out that cooperation, the benefit gained from the cooperation, and the reputational 
risk to GCSB, NZSIS or the New Zealand Government.  

30. Relevant factors in determining the reasonableness and proportionality of cooperation with 
an overseas public authority include: 

a) the purpose and likely outcome of the cooperation;   

b) the volume and detail of intelligence to be shared as part of the cooperation; 

c) the nature of the cooperation; 

d) the appropriate or necessary protections and/or restrictions in relation to the 
cooperation, including protections for New Zealanders; and 

e) the status of New Zealand’s bilateral relationship with that country, including any 
issues or areas of sensitivity that could have a bearing on the proposed cooperation.   

Protections for New Zealanders 

31. When cooperating with overseas public authorities, GCSB and NZSIS must continue to apply 
the same protections that would normally apply in New Zealand in relation to the specific 
activity.  GCSB and NZSIS must not cooperate with an overseas public authority for the 
purposes of avoiding or circumventing those protections.   

32. Where cooperation with an overseas public authority involves the sharing of intelligence or 
personal information relating to New Zealanders, GCSB and NZSIS will have particular regard 
to privacy interests when determining whether to disclose that personal information to, or 
when requesting such information from, overseas public authorities.  This includes 
adherence to the information privacy principles contained in Part 3 of the Privacy Act 2020 as 
they apply to GCSB and NZSIS.   

Information management  

33. GCSB and NZSIS must be satisfied that the overseas public authority has adequate 
protections in place for the use and storage of information, including adequate protections 
against on-sharing with third parties without express consent from GCSB or NZSIS. These 
protections will be consistent with the principles in this MPS and the MPS on Management of 
information obtained by GCSB and NZSIS. In the event of a privacy breach, including the 
unauthorised on-sharing of information with third parties, the agencies will act in accordance 
with Part 6 of the Privacy Act 2020.  
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34. GCSB and NZSIS must carry out all cooperation with overseas public authorities in a manner 
that facilitates effective accountability, transparency and oversight, including that of the 
Inspector-General of Intelligence and Security.   This includes: 

• appropriate record-keeping, in accordance with the Public Records Act 2005, which 
clearly outlines assessments and decision-making,  

• maintaining up-to-date internal policies, procedures and guidance for staff, and  

• reporting to the responsible Minister on the nature and outcomes of cooperation with 
overseas public authorities.    

35. Reporting must include a specific section in GCSB and NZSIS annual reports on the agencies’ 
intelligence and security relationships with overseas partners.   

Matters to be reflected in internal policies and procedures 

36. As public service agencies, GCSB and NZSIS must comply with policies and procedures 
common to all New Zealand public service agencies.8 

37. In addition, GCSB and NZSIS must have, and act in compliance with, internal policies and 
procedures that are consistent with the requirements and principles of this MPS and have 
systems in place to support and monitor compliance.   

38. These policies and procedures must also address the following matters: 

• Human rights policy 

GCSB and NZSIS must have a policy setting out the factors in the Risk Assessment 
Framework. These factors must be considered when assessing whether a real risk of 
human rights breaches may exist in connection with cooperation with overseas public 
authorities, whether the cooperation is one off or ongoing.  This policy must also include 
what specific information is required to be provided to the responsible Minister to 
inform decision-making when seeking authorisation (either on a case-by-case basis or in 
the form of a broader standing authorisation) to provide intelligence or analysis to an 
overseas public authority.     

The policy must be forwarded in draft to the Inspector-General of Intelligence and 
Security for comment. The final version must be referred to the Intelligence and Security 
Committee (ISC) for noting. 

This policy is important to ensure that employees act consistently with legal obligations 
and the Risk Assessment Framework in this MPS.  

• Consultation with the Ministry of Foreign Affairs and Trade 

The Ministry of Foreign Affairs and Trade is to be consulted on arrangements with 
foreign jurisdictions or international organisations.  Foreign policy objectives should be 

 

8 This includes the Public Service Act 2020 and the Health and Safety at Work Act 2015. 
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considered in the development and framing of cooperation arrangements with foreign 
partners.   
 
GCSB and NZSIS should have regard to any information available from the Ministry of 
Foreign Affairs and Trade on the status of the bilateral relationship with a country, a 
country’s ratification of international human rights treaties and the human rights 
practices of a particular country.   
   

• Written basis for new formal arrangements 

In order to support greater transparency and enable a level of Parliamentary oversight, 
certain newly entered arrangements9 relating to cooperation with an overseas public 
authority, including any significant new arrangement entered into with an existing 
partner, or significant modification to an existing arrangement, must be referred to the 
ISC for noting in accordance with the considerations below.  Such arrangements should 
be recorded in writing. 
 
An arrangement that meets one of the following criteria must be referred to the ISC for 
noting: 

o is likely to have significant implications for New Zealand’s foreign policy or 
international relations; 

o results in a significant change to the agencies’ priorities or intelligence focus; 
o involves significant expenditure of funds; and / or 
o is seen to be inconsistent with Government objectives or priorities. 

 
This includes arrangements that involve other government departments where GCSB 
and NZSIS are acting as the lead agency/agencies to the arrangement or the 
arrangement creates specific roles or obligations for the agencies. If there is any doubt 
whether the arrangement should be referred to the ISC, the arrangement must be 
referred to the Chair of the ISC for decision. 

• Training 

GCSB and NZSIS employees making decisions or taking any action relating to cooperation 
with an overseas public authority for the purpose of performing the agencies functions 
must be provided training on all relevant law, policies and procedures in relation to 
human rights obligations.  This training should be provided to existing employees and 
new employees, and must be updated whenever there are changes or updates to the 
policies and procedures to ensure that at all times employees are aware of their 
obligations and how to apply them in practice.  

 

9 An arrangement refers to an international instrument of less-than-treaty status (that is, it is not intended to be legally binding, 

but can still create important political commitments).  For the purposes of this MPS, treaties where there has been a treaty 

examination waiver issued are also to be included within this definition.  
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Duration of ministerial policy statement 

39. This MPS will take effect from XX for a period of three years.  The Minister responsible for the 
GCSB and NZSIS may, at any time, amend, revoke or replace the MPS. 
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Appendix One – Human Rights Information 

1. A request to obtain Ministerial authorisation, whether a request for a one-off or standing 
authorisation, must include information regarding: 

a) the purpose of the intelligence sharing, including how it contributes to GCSB’s and 
NZSIS’s statutory objectives and functions; and  

b) any particular risks to human rights associated with the proposed cooperation and how 
likely it is that breaches could occur; and 

c) where risk is identified, the factors that mitigate the likelihood of the human rights 
breach occurring.  Such factors might include: 

i. the existence and effectiveness of mechanisms for monitoring or reviewing 
compliance with human rights obligations,  

ii. the reliability of any assurances provided by the foreign partner about how 
information will be used or how information to be provided was obtained, and  

iii. how likely the foreign partner is to comply with caveats associated with 
cooperation or use of information.   

2. To assess the human rights practices of a country or public authority, in order to inform 
Ministerial authorisations and other actions by the agencies, GCSB and NZSIS should consider 
the following factors, as relevant: 

a) the human rights record of the country or public authority, and any other country or 
public authority that may also be involved, including consideration of reports from 
credible international, governmental and non-governmental organisation sources; 

b) whether the country has ratified relevant international human rights treaties, including 
any reservations that may have been made; 

c) whether the country has mechanisms for independently investigating breaches of 
human rights;  

d) whether the country has an independent judiciary with jurisdiction to hear cases relating 
to breaches of human rights; 

e) whether the country has an established history of compliance with human rights 
obligations; 

f) whether the country has an established history of investigating and prosecuting human 
rights breaches; and  

g) whether the country has a legal framework and institutional arrangements that guide 
and appropriately constrain the activities of the country’s intelligence and security 
sector.  
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Appendix Two:  New Zealand’s Core Human Rights Obligations 

Domestic law 

To ensure that New Zealand meets its human rights obligations, GCSB and NZSIS employees must 
act consistently with domestic law under (but not limited to) the following statutes: 

• New Zealand Bill of Rights Act 1990 
• Human Rights Act 1993 
• Privacy Act 2020 
• Crimes Act 1961 
• Crimes of Torture Act 1989  
• Geneva Conventions Act 1958 
• International Crimes and International Criminal Court Act 2000 

International Obligations 

New Zealand is a party to the following core international human rights instruments of the 
United Nations, and in doing so is bound by, and must regularly report on implementation and 
compliance with the obligations within those instruments.  Actions or activities that run contrary to 
the obligations within these instruments may constitute a human rights breach in the context of this 
MPS.   

• The International Covenant on Civil and Political Rights 
• Second Optional Protocol to the International Covenant on Civil and Political Rights 
• Convention Against Torture and other Cruel, Inhuman or Degrading Treatment or 

Punishment 
• The International Covenant on Economic, Social and Cultural Rights 
• The Convention on the Elimination of All Forms of Racial Discrimination 
• Convention on the Rights of Persons with Disabilities 
• Convention on the Elimination of all Forms of Discrimination against Women 
• Convention Relating the Status of Refugees 
• Convention on the Rights of the Child 

 
New Zealand is also a party to other international criminal and international humanitarian 
instruments, of which the following may be relevant in the context of GCSB and NZSIS cooperating 
with overseas public authorities: 

• Rome Statute of the International Criminal Court 
• Geneva Conventions and their protocols  

 
New Zealand may also have other relevant obligations under customary international law.  
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ATTACHMENT B 

2017 VERSION OF MINISTERIAL POLICY STATEMENT:  
COOPERATING WITH OVERSEAS PUBLIC AUTHORITIES 

 

Summary 
It is important for New Zealand’s security for the Government Communications Security Bureau 
(GCSB) and New Zealand Security Intelligence Service (NZSIS) to cooperate with overseas 
public authorities, including overseas intelligence agencies.  

This ministerial policy statement (MPS) provides guidance for GCSB and NZSIS in relation to all 
forms of cooperation with overseas public authorities. In making decisions related to foreign 
cooperation, employees must have regard to the following principles: legality, human rights 
obligations, necessity, reasonableness and proportionality, protections for New Zealanders, 
information management and oversight. This MPS also specifies certain additional matters to be 
included in internal policy and procedures. 

 

Definitions 

The Act means the Intelligence and Security Act 2017. 

Cooperation means any form of interaction, whether reciprocal or not, with an overseas public 
authority, including but not limited to training, advice, assistance, and sharing of information, 
intelligence, analysis, methods and technology.  

GCSB means the Government Communications Security Bureau. 

NZSIS means the New Zealand Security Intelligence Service. 

Overseas public authority means a foreign person or body that performs or exercises any 
public function, duty, or power conferred on that person or body by or under law.  

Personal information means information about an identifiable individual.  

 

Purpose 

1. This MPS is issued by the Minister Responsible for the GCSB and the Minister in Charge of 

the NZSIS pursuant to section 207(1) of the Act.  

2. The purpose of the MPS is to provide guidance to GCSB and NZSIS on the conduct of 

activities that involve cooperation with overseas public authorities. The MPS comprises the 

Minister’s expectations for how GCSB and NZSIS should properly perform their functions 

and establishes a framework for good decision-making and best practice conduct.  

3. MPSs are also relevant to oversight of the agencies by the Inspector-General of Intelligence 

and Security in the exercise of her propriety jurisdiction (the Act requires the Inspector-

General of Intelligence and Security to take account of any relevant MPS and the extent to 

which an agency has had regard to it when conducting any inquiry or review). A copy of this 

MPS will also be provided to the Intelligence and Security Committee of Parliament.  

4. Every employee making decisions or taking any action related to cooperating with an 

overseas public authority must have regard to this MPS. Employees should be able to 
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explain how they had regard to the MPS. This might amount to an explanation of their 

consideration of any relevant internal policy or procedures that reflect the MPS. The 

Directors-General are responsible for ensuring the MPS is reflected in their agency’s 

internal policies and procedures. If any action or decision is taken that is inconsistent with 

the MPS, employees must be able to explain why the action was taken and how they had 

regard to the MPS. 

Scope 
5. This MPS applies to cooperating with an overseas public authority, which includes providing 

advice and assistance to an overseas public authority and sharing intelligence with an 

overseas public authority. These activities may occur in relation to any of the functions of 

GCSB and NZSIS as specified or allowed for in sections 10 to 15 of the Act.  

6. For the purposes of this MPS a broad interpretation of cooperation applies, in that specific 

activities may or may not be reciprocal, but will in some way involve GCSB or NZSIS 

interaction with an overseas public authority (also referred to as a foreign partner). To this 

end, it includes the provision of services, advice, assistance and intelligence which is not 

reciprocated, as well as reciprocally sharing intelligence, acting cooperatively on a project, 

or providing and receiving services, advice, and assistance. Cooperation may include an 

overall cooperative relationship between GCSB or NZSIS and an overseas public authority, 

interactions between employees of GCSB or NZSIS and the overseas public authority, or 

specific activities that occur as part of cooperation with a foreign partner.  

7. GCSB and NZSIS may only request overseas public authorities to carry out activities that, if 

carried out by GCSB or NZSIS without an authorisation would be unlawful, in accordance 

with an authorisation issued under part 4 of the Act. In addition, the Directors-General of 

GCSB and NZSIS may request those authorities (or their personnel) to assist GCSB or 

NZSIS with giving effect to an authorisation (see section 51(1)). The carrying out of these 

types of authorised activities must be conducted consistently with the Act and the terms of 

the relevant authorisation, including any restrictions or conditions set out in the 

authorisation. This MPS does not apply to requests for assistance and activities which are 

carried out under an authorisation issued under part 4 of the Act.  

8. The primary purpose of this MPS is to provide guidance on determining which overseas 

public authorities GCSB and NZSIS should engage with, and how that engagement should 

be regulated, including guidance on the types of activities that are appropriate to undertake 

with those parties. To the extent that it arises through cooperation with an overseas public 

authority, the MPS also addresses issues associated with the operational use of 

intelligence gained from a foreign partner.  

Context 

9. GCSB’s and NZSIS’s objectives are set out in the Act. Both agencies contribute to: 

a) The protection of New Zealand’s national security; 

b) The international relations and well-being of New Zealand; and 

c) The economic well-being of New Zealand. 

10. GCSB and NZSIS do this through the performance of their statutory functions, which 

include:  

a) Intelligence collection and analysis;  

b) The provision of protective security services, advice and assistance; 

c) Cooperation with other public authorities to facilitate their functions; and  

d) Cooperation with other entities to respond to imminent threat.  
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11. MPSs are an important component of the measures put in place by the Act to ensure the 

functions of GCSB and NZSIS are performed with propriety and in accordance with New 

Zealand law and all human rights obligations recognised by New Zealand law.  

New Zealand’s intelligence and security relationships 

12. The mandate provided by the agencies’ objectives and functions is a New Zealand-centric 

one. Foreign cooperation is based on furthering New Zealand’s interests and fulfilling any 

international obligations New Zealand has.  

13. GCSB and NZSIS may cooperate with overseas public authorities in fulfilling any of GCSB’s 

and NZSIS’s functions. New Zealand gains significant value from international intelligence 

sharing and cooperation arrangements, particularly within the current climate of global and 

transnational threats. Through foreign intelligence partnerships and other cooperation, 

GCSB and NZSIS are able to draw on a much greater pool of information, skills and 

technology than would otherwise be available to them. Close and reliable relationships with 

overseas public authorities help GCSB and NZSIS to prioritise and focus their limited 

resources on the areas most important to New Zealand, while having access to resources 

that would not normally be available.  

14. For example, a foreign partner may have access to information that requires specific 

linguistic, ethnic or cultural backgrounds to collect and analyse which New Zealand does 

not possess. As part of their intelligence collection and analysis function, GCSB and NZSIS 

may seek to obtain that intelligence. Similarly, GCSB or NZSIS might provide intelligence to 

an overseas public authority so that authority can take action to address a threat to New 

Zealand’s national security (such as a threat to New Zealanders overseas), or to contribute 

to New Zealand’s international relations with the partner country.  

15. In the context of protective security services, advice and assistance, GCSB or NZSIS might 

provide technology or expertise to an overseas public authority (which might include 

seconding staff) to support that authority with its own protective security requirements, such 

as systems for vetting security cleared personnel, or detecting cybersecurity threats. This 

advice and assistance could contribute to New Zealand’s national security by mitigating 

common threats and developing international relations with the partner countries, and 

contribute to New Zealand’s economic well-being by reducing risks to New Zealand 

companies operating overseas.  

16. The closest relationships that GCSB and NZSIS have with overseas public authorities are 

those with equivalent agencies from Australia, Canada, the United Kingdom and the United 

States (often referred to as the “Five Eyes” partners). The relationships between Five Eyes 

partners are long-running, reciprocal, cover a wide range of topics, and involve a high 

degree of mutual trust, honesty and respect. The relationships provide New Zealand with 

knowledge and capability far beyond what we can afford on our own.  

17. These relationships work effectively due to the shared values and histories of the five 

countries and the strong relations between the governments of those countries in general. 

The depth of the Five Eyes relationship means that disparities in size, power and influence 

do not prevent any member from acting in the best interests of their own government, and 

members expect to be able to disagree on specific matters without damaging the broader 

relationship.  

18. GCSB and NZSIS may also cooperate with overseas public authorities from other 

countries. This cooperation may occur on a routine or relatively ad hoc basis. The reasons 

for cooperating with such authorities may vary widely and may occur in the course of 

performing any of the agencies’ functions and as part of contributing to any of their 

objectives. It is essential to New Zealand’s ability to protect its national security, 
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international relations and economic well-being to share information and intelligence with 

agencies outside traditional partnerships.  

International obligations 

19. New Zealand may be subject to international obligations to cooperate with overseas 

partners, in order to promote the exchange of information to help improve international 

responses to threats to global peace and security. For example, United Nations Security 

Council Resolution 1373 (2001) calls on states to “find ways of intensifying and accelerating 

the exchange of operational information, especially regarding actions and movements of 

terrorist persons or networks”. Under this resolution, Member States are required to have in 

place procedures and mechanisms that encourage exchange of information in accordance 

with international and domestic law, which includes international human rights obligations.  

20. The many positive benefits of New Zealand’s participation in foreign intelligence and 

security relationships do not override the rights of New Zealanders and the international 

human rights obligations New Zealand has adopted through their incorporation into 

domestic law. New Zealand is also subject to other international obligations, including 

through customary international law and as a member of the United Nations. For example, 

New Zealand is bound by United National Security Council Resolution 1456 (2003), which 

requires Member states to “ensure that any measure taken to combat terrorism comply with 

all their obligations under international law, and should adopt such measures in accordance 

with international law, in particular international human rights, refugee and humanitarian 

law”. 

21. New Zealand’s core international human rights obligations, including those at customary 

international law, are detailed at Appendix One. They include the right to life, the right not to 

be subjected to torture, the right not to be subjected to cruel, inhuman or degrading 

treatment or punishment, and the right to liberty and security of the person.  

22. The New Zealand Government has a long-standing and strong opposition to the use of 

torture, cruel, inhuman or degrading treatment or punishment (including the death penalty) 

in all cases and under all circumstances, including in response to threats to national 

security. New Zealand is committed to actively preventing torture, cruel, inhuman or 

degrading treatment or punishment, and will not, by act or omission, encourage, aid, or abet 

such action.  

Duty to act with due diligence 

23. Section 17(a) of the Act imposes a general duty on GCSB and NZSIS to act in accordance 

with New Zealand law and all human rights obligations recognised by New Zealand law. 

Sections 10(3) and 12(7) also explicitly impose an obligation on the responsible Minister to 

be satisfied the agencies will be acting consistently with such law when authorising the 

sharing of intelligence, analysis and threat reporting with foreign partners. Compliance with 

this obligation necessitates a practice of due diligence by the Directors-General of GCSB 

and NZSIS in relation to cooperation with overseas public authorities. The guidance in this 

MPS provides a framework for exercising that due diligence when determining whether it 

will be appropriate to engage with a particular overseas public authority, and when 

determining that the proposed activities are consistent with the law – particularly with 

respect to ensuring that GCSB and NZSIS do not become complicit in human rights 

abuses. 

24. The Directors-General have a duty to take steps as are reasonable in the circumstances of 

each particular situation to identify risks of human rights being breached by partner 

countries and international actors. To ensure that agencies are not associated (either 
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directly or indirectly) with activities that may be unlawful or improper, as a result of 

cooperation with an overseas public authority, it is expected that GCSB and NZSIS will 

establish an awareness of and regularly monitor the human rights practices of any overseas 

public authorities with which the agencies cooperate. The agencies are also expected to 

further enquire when there is an indication that human rights breaches might occur in a 

situation, and decline or stop cooperating with the overseas public authority where a real or 

substantial risk of breach of human rights obligations (such as the prohibition of torture) is 

identified.  

25. Failure to act in accordance with the provisions of the Act and this MPS could lead to 

possible criminal responsibility for employees of GCSB and NZSIS. For example, Section 3 

of the Crimes of Torture Act 1989, which applies to activities conducted within or outside 

New Zealand, makes it a crime for a public official or anyone acting in an official capacity to 

attempt or to commit an act of torture, to act or omit to act in a way that aids any person to 

commit an act of torture, to abet any person in the commission of an act of torture, or to 

incite, counsel, procure or conspire with any person to commit an act of torture, and to be 

an accessory after the fact to an act of torture.  

Unsolicited intelligence 

26. The absolute prohibition in international law (and which is incorporated in New Zealand law) 

on the use of information gained through torture for evidentiary purposes arises from the 

need to remove any incentives to torture and recognises that such information is inherently 

unreliable. This obligation is non-derogable – it cannot be violated by states under any 

circumstances.  
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27. There may be exceptional circumstances where unsolicited intelligence is received by 

GCSB or NZSIS that indicates a credible national security threat to New Zealand or risk to 

New Zealanders that has been, or is suspected to have been, obtained through human 

rights abuses committed by another party.  

28. GCSB and NZSIS do not have an enforcement function in relation to measures to protect 

national security. If intelligence is received that indicates a credible risk to the safety of 

New Zealanders that requires action to be taken to protect lives and property, GCSB and 

NZSIS must provide that information to the relevant enforcement agency. The information 

will not be used for evidentiary purposes in legal proceedings.  

Principles  

29. The following principles constitute a framework for good decision-making and must be 

taken into account by GCSB and NZSIS when cooperating with overseas public authorities 

in the performance of one or more of the agencies’ functions. All forms of cooperation with 

overseas public authorities, at all levels, should be subject to ongoing review as to whether 

it continues to be consistent with these principles.  

Legality 

30. GCSB and NZSIS must ensure that cooperation with overseas public authorities is 

conducted in accordance with New Zealand law and all human rights obligations 

recognised by New Zealand law. GCSB and NZSIS should also have regard to New 

Zealand’s human rights obligations at international law, including customary international 

law (see Appendix One).  

31. For all forms of cooperation with overseas public authorities, GCSB and NZSIS must have 

internal policies in place that ensure the agencies act in accordance with New Zealand law 

and all human rights obligations recognised by New Zealand law; and must have 

procedures in place to ensure those policies have been adhered to. Where appropriate, 

legal advice should be sought.  

32. Where Ministerial approval for cooperation is required, GCSB and NZSIS have a positive 

obligation to provide sufficient information regarding the legality of cooperation with 

overseas public authorities to the Minister, in order for the Minister to determine whether the 

requirements under sections 10(3) and 12(7) of the Act are met.  

33. Where there may be uncertainty or cause for concern as to whether cooperation with an 

overseas public authority is lawful, specific information detailing the nature of the 

cooperation and the factors that gave rise to that uncertainty or concern (such as examples 

of previous actions by the foreign partner, external reports, or advice from the Ministry of 

Foreign Affairs and Trade) should be provided to the responsible Minister (in the case of 

Ministerial approvals) to assist decision-making, or to the Director-General (in the case of 

internal approvals).  

34. Where necessary, the Ministry of Justice should be consulted on New Zealand’s human 

rights law and information sought from the Ministry of Foreign Affairs and Trade regarding 

New Zealand’s international human rights obligations and the adherence of other countries 

to these obligations.  

Human rights obligations 

35. GCSB and NZSIS must not undertake any activity in cooperation with an overseas public 

authority, including receiving or sharing any intelligence, where GCSB or NZSIS knows or 

assesses that there is a real risk that the activity will lead to or has been obtained as a 

result of human rights breaches in any country, against any person(s). In these 
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circumstances, the continued receipt or sharing of intelligence should cease, subject to a 

reassessment in accordance with legal obligations, the principles in this MPS and relevant 

policies.  

36. This provides a duty to apply due diligence: GCSB and NZSIS are to assess the likelihood 

of human rights breaches occurring (or having occurred) in connection with any sharing of 

intelligence or cooperation by the agencies with an overseas public authority, including in 

any subsequent actions taken by that public authority as a result of the cooperation or 

sharing of intelligence.  

37. To avoid any complicity in human rights breaches by an overseas public authority, when 

assessing this likelihood, GCSB and NZSIS must take into account factors such as: 

• the human rights record of the country or public authority, and any other country or public 
authority that may also be involved, including consideration of reports from credible 
international, governmental and non-governmental organisation sources; 

• whether the country has ratified relevant international human rights treaties, including any 
reservations that may have been made; 

• whether the country has mechanisms for independently investigating breaches of human 
rights;  

• whether the country has an independent judiciary with jurisdiction to hear cases relating to 
breaches of human rights; 

• whether the country has an established history of compliance with human rights obligations; 

• whether the country has an established history of investigating and prosecuting human rights 
breaches; and  

• whether the country has a legal framework and institutional arrangements that guide and 
appropriately constrain the activities of the country’s intelligence and security sector.  

38. When authorising the provision of intelligence and analysis, or the provision of threat 

reports produced from the provision of information assurance and cybersecurity activities, 

to an overseas public authority, the responsible Minister must be satisfied that GCSB and 

NZSIS will be acting in accordance with New Zealand domestic law, including all human 

rights obligations recognised by New Zealand law. 

39. The Minister must be satisfied of this on the basis of information provided to him or her by 

GCSB or NZSIS about the particular proposal to share intelligence, analysis or threat 

reporting. The Minister’s authorisation may be made on a case-by-case basis or may take 

the form of a broader standing authorisation, for example to share specific categories of 

intelligence, analysis or threat reporting with certain overseas public authorities, or to share 

the full range of intelligence, analysis or threat reporting within an established intelligence 

and security relationship with a foreign country, groups of countries or overseas public 

authority.  

40. A request to share intelligence, analysis and threat reporting with a foreign partner, whether 

on a case-by-case basis, or within the context of a broader standing authorisation, must 

include information about the specific proposal and must include an assessment of the 

human rights practices of the foreign partner, or describe the process by which the 

agencies will make that assessment. The assessment must be based on:  

• the human rights record of the country (as reflected in the considerations at paragraph 37 
above) 
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• any particular risks to human rights associated with the proposed cooperation and how likely it 
is that breaches could occur; and 

• factors that mitigate the likelihood of human rights breaches occurring. Such factors might 
include the existence and effectiveness of mechanisms for monitoring or reviewing compliance 
with human rights obligations, the reliability of any assurances provided by the foreign partner 
about how information will be used or how information to be provided was obtained, and how 
likely the foreign partner is to comply with caveats associated with cooperation or use of 
information.  

41. The decision to authorise the sharing of intelligence, analysis or threat reporting with a 

foreign partner, whether made by the Minister on a case-by-case basis or by the agencies 

within a broader standing authorisation, must also consider: 

• all applicable legal obligations under New Zealand and international law, and any relevant 
international commitments New Zealand may have; and 

• the purpose of the intelligence sharing, including how it contributes to GCSB’s and NZSIS’s 
statutory objectives to contribute to the protection of New Zealand’s national security, the 
international relations and well-being of New Zealand, and the economic well-being of New 
Zealand.  

42. The responsible Minister may issue standing authorisations for GCSB or NZSIS to share 

specific classes of intelligence, analysis and threat reporting with certain overseas public 

authorities, or to share intelligence, analysis and threat reporting with a specific overseas 

public authority or with a particular country or group of countries. When issuing a standing 

authorisation, the Minister must be satisfied on the basis of an assessment which considers 

the same factors in paragraphs 40 and 41 above. Standing authorisations may specify 

conditions, limits or exclusions that apply in respect of the sharing of intelligence, analysis 

and threat reporting under the authorisation. The Minister will specify thresholds of risk at 

which decisions made under a standing authorisation must be referred back to the 

responsible Minister.  

43. The existence of a standing authorisation does not excuse GCSB and NZSIS of the 

obligation to undertake ongoing monitoring to ensure that cooperation undertaken under the 

authorisation remains consistent with the framework in this MPS. In particular, the agencies 

must conduct a risk assessment of human rights breaches occurring if there is any reason 

to believe a specific instance of cooperation might lead to such an infringement. Further, if 

there is evidence that a human rights breach has occurred, or there are changes to 

domestic policy or practice in any country subject to a standing authorisation that may 

increase the likelihood of violations of human rights, the standing authorisation must be 

reviewed by the responsible Minister. 

44. Where Ministerial authorisation for cooperation is not required, GCSB and NZSIS must 

have processes that require internal authorisation to cooperate with an overseas public 

authority to be granted by appropriately senior staff, according to an assessment of the risk 

of human rights breaches connected with that cooperation. Where there is a reasonable 

basis for concern about a country’s human rights record or that the cooperation in question 

might involve complicity in breaches of human rights, GCSB and NZSIS must seek 

authorisation from the responsible Minister before undertaking any cooperation. GCSB and 

NZSIS must provide the Minister with an assessment that addresses the factors outlined at 

paragraphs 40 and 41.  

45. If GCSB or NZSIS become aware that their cooperation with an overseas public authority 

means GCSB or NZSIS may have been complicit in human rights breaches the agency 

must immediately suspend cooperation with that authority (and any others related to it) and 
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notify the responsible Minister and the Inspector-General of Intelligence and Security, and if 

necessary, the Solicitor-General. An internal review to determine whether agency policies 

and procedures were correctly applied in respect of the cooperation must also be 

conducted by the relevant agency.  

46. In the event GCSB or NZSIS receives unsolicited information indicating a credible national 

security risk to New Zealand or risk to the safety of New Zealanders, but that has been, or 

is suspected to have been, obtained through human rights abuses committed by another 

party the Directors-General will consider the need to ensure public safety and the protection 

of life and property in determining whether to pass that information to the relevant 

enforcement agency. In considering whether to pass on the information for operational 

purposes, GCSB and NZSIS must be mindful that the reliability of such information may be 

limited. Where information of this nature is passed on, the responsible Minister and the 

Inspector-General of Intelligence and Security must be informed as soon as practicable.  

Necessity  

47. Cooperation by GCSB or NZSIS with any foreign partner must be for the purpose of 

protecting New Zealand’s national security, the international relations and well-being of 

New Zealand, and the economic well-being of New Zealand. Specific cooperation with 

overseas public authorities should only occur for purposes necessary to support the 

agencies to perform their statutory functions. This may include building the capacity of 

GCSB or NZSIS to perform a particular statutory function, or for establishing or maintaining 

an international relationship that will support GCSB or NZSIS to perform their statutory 

functions.  

Reasonableness and proportionality 

48. The impact of cooperation with overseas public authorities (including any specific activities 

carried out as part of that cooperation) should be reasonable and proportionate to the 

purpose for carrying out that cooperation, the benefit gained from the cooperation, and the 

reputational risk to GCSB, NZSIS or the New Zealand Government.  

49. Relevant factors in determining the reasonableness and proportionality of cooperation with 

an overseas public authority include: 

• having a clear understanding of the nature and purpose of the specific activities and any 
subsequent actions that are likely to result;  

• having a clear understanding of the nature and purpose of the intelligence and security 
relationship with the particular overseas public authority; 

• being aware of the status of the bilateral relationship with the country as a whole (especially any 
issues or areas of sensitivity between New Zealand and the partner country that could have a 
bearing on the proposed activities);  

• any limitations or restrictions on activity that either party has; and 

• any protections that may be in place in relation to the activity or to intelligence provided or 
received.  

50. For example, when New Zealand is seeking assistance or intelligence or information from 

partners, GCSB or NZSIS should be clear as to why they seek the assistance or 

intelligence or information from the partner country, and about the expectations of the New 

Zealand Government that no human rights breaches occur in the provision of that 

assistance or in the collection or provision of the intelligence or information.  
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51. Where New Zealand is asked to provide assistance, intelligence or information by overseas 

partners, GCSB or NZSIS should be as informed as is possible about the particular 

situation. This should include being aware of the purpose and value of the proposed activity 

and that there is sufficient evidence, not based on human rights breaches, of the need for 

the activity.  

52. For example, when sharing intelligence, this would include consideration of whether this 

was reciprocal sharing of intelligence on a routine and systematic basis, as part of a wider 

intelligence relationship; regular sharing of intelligence but on a case-by-case basis; 

responding to one-off ad hoc (and potentially urgent) requests for intelligence; or pro-active 

ad hoc sharing by the agencies to mitigate a risk to a third country.  

Protections for New Zealanders 

53. When cooperating with overseas public authorities, GCSB and NZSIS must continue to 

apply the same protections for New Zealand citizens and permanent residents that would 

normally apply in New Zealand in relation to the specific activity. GCSB and NZSIS must 

not cooperate with an overseas public authority for the purposes of avoiding or 

circumventing those protections.  

54. Where cooperation with an overseas public authority involves the sharing of intelligence or 

personal information relating to New Zealanders, GCSB and NZSIS must have particular 

regard to the privacy interests of the New Zealanders when determining whether to disclose 

that personal information to overseas partners, or when requesting such information from 

overseas partners. This includes adherence to the information privacy principles contained 

in Part 2 of the Privacy Act 1993 as they apply to GCSB and NZSIS. GCSB and NZSIS 

must be satisfied that the overseas public authority has adequate protections in place for 

the use and storage of New Zealanders’ information, including adequate protections against 

further sharing with third parties without express consent from GCSB or NZSIS. 

Information management  

55. GCSB and NZSIS will take steps to ensure that information obtained by GCSB and NZSIS 

and subsequently shared with overseas public authorities is managed in accordance with 

all information management requirements, standards and guidelines that relate to that 

information (such as the New Zealand Protective Security Requirements, New Zealand 

Government Security Classification System, and New Zealand Information Security 

Manual), and any other obligations as addressed in the MPS on Management of 
information obtained by GCSB and NZSIS. 

56. GCSB and NZSIS are to specify the protection, storage and use (including restrictions on 

the passing on of that information to any third parties) requirements that are to be adhered 

to in respect of any information, including personal information about New Zealanders, 

shared with an overseas public authority. Those requirements will be consistent with the 

principles in this MPS and the MPS on Management of information obtained by GCSB and 
NZSIS. It is recognised that the overseas public authority may be required to adhere its own 

national requirements when managing received information and this may conflict with 

conditions imposed by GCSB or NZSIS. GCSB and NZSIS should seek to be consulted 

regarding any national requirements of an overseas partner that may lead to shared 

information being used in a manner that conflicts with restrictions that would apply in 

New Zealand.  
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Oversight 

57. GCSB and NZSIS must carry out all cooperation with overseas public authorities in a 

manner that facilitates effective accountability, transparency and oversight. This includes 

the use of clear authorisation procedures, the keeping of appropriate records, maintaining 

up-to-date internal policies and procedures and guidance for staff, and reporting to the 

responsible Minister on the nature and outcomes of cooperation with overseas public 

authorities. Reporting must include a specific section in GCSB and NZSIS annual reports 

on the agencies’ intelligence and security relationships with overseas partners.  

Matters to be reflected in internal policies and procedures 

58. GCSB and NZSIS must have, and act in compliance with, internal policies and procedures 

that are consistent with the requirements and principles above, and must have systems in 

place to support and monitor compliance. Those policies and procedures must also address 

the following additional matters: 

Human rights policy 
GCSB and NZSIS must have a policy setting out the factors that must be considered when assessing 
whether a real risk of human rights breaches may exist in connection with cooperation with overseas 
public authorities. This policy must also include what specific information is required to be provided 
to the responsible Minister before authorisation (either on a case-by-case basis or in the form of a 
broader standing authorisation) is given to share intelligence or analysis to an overseas public 
authority.  

This policy is important to ensure that employees do not inadvertently place themselves or the New 
Zealand Government at legal risk by their action or inaction.  

Consultation with the Ministry of Foreign Affairs and Trade 
Foreign policy objectives should be considered in the development and framing of cooperation 
arrangements with foreign partners. The Ministry of Foreign Affairs and Trade is to be consulted on 
any proposal to enter into an arrangement with a foreign jurisdiction or international organisation.  

GCSB and NZSIS should also seek information from, and have regard to any information provided by, 
the Ministry of Foreign Affairs and Trade on the status of the bilateral relationship with a country, 
and when weighing up factors related to a country’s ratification of international human rights 
treaties and the human rights record of a particular country.  

Written basis for new formal arrangements 
All new bilateral or multilateral arrangements relating to cooperation and intelligence sharing with a 
foreign jurisdiction or overseas public authority must be referred to the Intelligence and Security 
Committee of Parliament for noting. Such arrangements should be recorded in writing.  

GCSB and NZSIS must formulate standard terms for ad hoc cooperation and intelligence sharing, 
which are to be recorded in an internal policy. These terms are to establish consistent principles, 
standards and practices that will be applied to ad hoc cooperation and intelligence sharing activities 
to ensure that GCSB and NZSIS complies with New Zealand law and all human rights obligations 
recognised by New Zealand law. Those terms should be consistent with this MPS. These terms must 
be forwarded in draft to the Inspector-General of Intelligence and Security for comment and the final 
version referred to the Intelligence and Security Committee of Parliament for noting.  

Training 
All employees of GCSB and NZSIS must be provided training on all relevant law, policies and 
procedures in relation to the agencies’ human rights obligations. This training should be provided for 
all existing employees and for new employees at induction, and whenever there are changes or 
updates to the policies and procedures, to ensure that at all times employees are aware of their 
obligations.  
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Compliance with State Services Code of Conduct 
The Directors-General of GCSB and NZSIS must issue policies and procedures that reflect their 
agencies’ obligations under the State Sector Act 1988.  

Health and safety  
All cooperation with overseas public authorities must be undertaken consistently with GCSB’s and 
NZSIS’s obligations under the Health and Safety at Work Act 2015. 

Authorisation procedures 

59. Within the context of this MPS, the responsible Minister must authorise the following: 

• The provision of any intelligence collected and any analysis of that intelligence to an overseas 
public authority 

• The provision of threat reports produced as a result of information assurance and cybersecurity 
activities to an overseas public authority 

60. In determining whether to authorise the sharing of intelligence, analysis and threat reporting 

to an overseas public authority, the Minister must be satisfied that GCSB and NZSIS will be 

acting in accordance with New Zealand law including all human rights obligations 

recognised by New Zealand law.  

61. The Minister will authorise the sharing of intelligence, analysis or threat reporting with a 

foreign partner on the basis of information provided to him or her by GCSB and NZSIS. This 

authorisation may be on a case-by-case basis or in the form of a broader standing 

authorisation. All requests for authorisation to share intelligence, analysis and threat 

reporting must include an assessment that addresses all factors listed in paragraphs 40 and 

41 of this MPS, or describe how the agencies will make that assessment.  

62. GCSB and NZSIS may seek a standing authorisation from the Minister that covers the 

sharing of specific classes of intelligence, analysis and threat reporting with certain 

overseas public authorities, or to share intelligence, analysis and threat reporting with a 

specific overseas public authority or with a particular country or group of countries. A 

request for a standing authorisation must include an assessment which considers the 

factors outlined in paragraphs 40 and 41 of this MPS, or describe how the agencies will 

make that assessment.  

63. The Minister may specify conditions, limits or exclusions that are to apply in respect of the 

sharing of intelligence, analysis and threat reporting with an overseas public authority or 

country under a standing authorisation. The Minister will specify thresholds of risk at which 

decisions made under a standing authorisation must be referred back to the Minister. 

Standing authorisations must be reviewed when this MPS is amended, revoked or 

replaced, and if a human rights breach occurs or there are changes to domestic policy or 

practice in the country that may increase the likelihood of violations of human rights.  

64. Where Ministerial authorisation for cooperation is not required, there must be clear levels of 

decision-making for each type of activity that may involve foreign cooperation, which must 

be documented. GCSB and NZSIS must have in place approval levels that are 

proportionate to the operational, reputational, legal and health and safety risks in 

cooperation with overseas public authorities: the greater the risk, the more senior the level 

of approval required. An assessment of the risk of human rights breaches connected with 

the foreign cooperation must be carried out, that includes the considerations outlined at 

paragraphs 40 and 41 of this MPS. Approval levels will include seeking authorisation from 

the Minister at agreed levels of risk, in particular where there is a reasonable basis for 

concern about a country’s human rights record or that the cooperation in question might 

involve complicity in breaches of human rights.  
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65. The Directors-General of GCSB and NZSIS may authorise the passing of unsolicited 

intelligence indicating a credible national security risk to New Zealand or risk to the safety of 

New Zealanders that has been, or is suspected to have been, obtained through human right 

abuses committed by another party, to an enforcement agency. The Directors-General 

must consider the need to ensure public safety and the protection of life and property, and 

must be mindful that the reliability of such information is likely to be limited. If such 

information is passed on to an enforcement agency the responsible Minister and Inspector-

General of Intelligence and Security must be informed as soon as practicable.  
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Duration of ministerial policy statement 

66. This MPS will take effect from 28 September 2017 for a period of three years. The Minister 

who issued an MPS may, at any time, amend, revoke or replace the MPS.  

67. At the time of issue of this MPS, the Inspector-General of Intelligence and Security is 

undertaking an Inquiry into possible New Zealand engagement with Central Intelligence 

Agency (CIA) detention and interrogation, 2001-2009, and current intelligence cooperation 

safeguards. When completed, the conclusions from that inquiry may give cause for the 

issuing Minister to review and reissue this MPS.  

 

 

____________________________________________________________________________
_______________________ 

 

Ministerial Policy Statement issued by: 

 

 

 

Hon Christopher Finlayson 
Minister responsible for the Government Communications Security Service 
Minister in charge of the New Zealand Security Intelligence Service 
 
September 2017 
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Appendix One: 
New Zealand’s Core Human Rights Obligations 

Domestic law 

To ensure that New Zealand meets its human rights obligations, GCSB and NZSIS employees 
must act consistently with domestic law under (but not limited to) the following statutes: 

• New Zealand Bill of Rights Act 1990 

• Human Rights Act 1993 

• Privacy Act 1993 

• Crimes Act 1961 

• Crimes of Torture Act 1989  

• Geneva Conventions Act 1958 

• International Crimes and International Criminal Court Act 2000 

International Obligations 

New Zealand is a party to the following core international human rights instruments of the 
United Nations, and in doing so is bound by, and must regularly report on, the obligations within 
those instruments. Actions or activities that run contrary to the obligations within these 
instruments may constitute a human rights breach in the context of this MPS.  

• The International Covenant on Civil and Political Rights 

• Second Optional Protocol to the International Covenant on Civil and Political Rights 

• Convention Against Torture and other Cruel, Inhuman or Degrading Treatment or Punishment 

• The International Covenant on Economic, Social and Cultural Rights 

• The Convention on the Elimination of All forms of Racial Discrimination 

• Convention on the Rights of Persons with Disabilities 

• Convention on the Elimination of all forms of Discrimination against Women 

• Convention Relating the Status of Refugees 

• Convention on the Rights of the Child 

New Zealand is also a party to other international criminal and international humanitarian 
instruments, of which the following may be relevant in the context of GCSB and NZSIS 
cooperating with overseas public authorities: 

• Rome Statute of the International Criminal Court 

• Geneva Conventions and their protocols  
New Zealand may also have other relevant obligations under customary international law.  
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ATTACHMENT C 

Letter to Hon Nanaia Mahuta, Minister of Foreign Affairs 

 

Hon Nanaia Mahuta 
Minister of Foreign Affairs 
Parliament Buildings 

 

Dear Minister Mahuta 

Consultation on Ministerial Policy Statement – Cooperating with Overseas Public 
Authorities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS cooperation with overseas public authorities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies.  The MPSs are required to be reviewed within three years 
from the date they take effect.    

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities.  MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies’ activities.  As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement.  In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Foreign Affairs.   

If you have any comments, I would be grateful to receive these by [date].   

Given your portfolio responsibilities in supporting New Zealand’s international agreements, 
commitments and obligations, and your role in overseeing the development of the detention 
policy as part of the government response to Operation Burnham, I would welcome any insights 
that you may have on overseas cooperation.  Officials from the Department of the Prime 
Minister and Cabinet have liaised with officials from the Ministry of Foreign Affairs and Trade 
and their feedback has been incorporated in the attached draft. 

 

Yours sincerely 

 

 

 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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ATTACHMENT D 

Letter to Hon Poto Williams, Minister of Police 

 

Hon Poto Williams 
Minister of Police 
Parliament Buildings 

 

Dear Minister Williams 

Consultation on Ministerial Policy Statement – Cooperating with Overseas Public 
Authorities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS cooperation with overseas public authorities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies.  The MPSs are required to be reviewed within three years 
from the date they take effect.    

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities.  MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies’ activities.  As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement.  In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Police.   

If you have any comments, I would be grateful to receive these by [date].   

Given Police also undertake similar cooperation with overseas authorities, I would welcome 
insights that you may have on the guidance in this MPS or ways that we might better align our 
respective portfolios’ policies on foreign cooperation.  Officials from the Department of the Prime 
Minister and Cabinet have liaised with officials from the New Zealand Police and their feedback 
has been incorporated in the attached draft. 

 

Yours sincerely 

 

 

 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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ATTACHMENT E 

Letter to Hon Kris Faafoi, Minister of Justice, Minister of 
Immigration 

 

Hon Kris Faafoi 
Minister of Justice and Minister of Immigration  
Parliament Buildings 

 

Dear Minister Faafoi 

Consultation on Ministerial Policy Statement – Cooperating with Overseas Public 
Authorities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS cooperation with overseas public authorities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies.  The MPSs are required to be reviewed within three years 
from the date they take effect.    

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities.  MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies’ activities.  As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement.  In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Justice.   

If you have any comments, I would be grateful to receive these by [date].   

Noting your portfolio responsibilities in supporting New Zealand’s human rights commitments 
and obligations, I would welcome insights that you may have on overseas cooperation or the 
guidance in this MPS.  Officials from the Department of the Prime Minister and Cabinet have 
liaised with officials from the Ministry of Justice and their feedback has been incorporated in the 
attached draft.  You may also have comments from your Immigration portfolio, given the 
intelligence functions of Immigration New Zealand. 

 

Yours sincerely 

 

 

 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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ATTACHMENT F 

Letter to Hon Peeni Henare, Minister of Defence 

 

Hon Peeni Henare 
Minister of Defence 
Parliament Buildings 

 

Dear Minister Henare 

Consultation on Ministerial Policy Statement – Cooperating with Overseas Public 
Authorities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS cooperation with overseas public authorities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies.  The MPSs are required to be reviewed within three years 
from the date they take effect.    

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities.  MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies’ activities.  As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement.  In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Defence.   

If you have any comments, I would be grateful to receive these by [date].   

Given the New Zealand Defence Force also undertakes intelligence and capacity-building 
cooperation with overseas authorities, I would welcome any insights that you may have on 
overseas cooperation, and ways that we might better align our respective portfolios’ policies on 
foreign cooperation.  You may also have comments in relation to any issues being considered 
as part of the government’s response to the Operation Burnham Inquiry.  Officials from the 
Department of the Prime Minister and Cabinet have liaised with officials from the Ministry of 
Defence and the New Zealand Defence Force and their feedback has been incorporated in the 
attached draft. 

Yours sincerely 

 

 

 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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ATTACHMENT G 

Letter to Hon Meka Whaitiri, Minister of Customs 

 

Hon Meka Whaitiri 
Minister of Customs 
Parliament Buildings 

 

Dear Minister Whaitiri 

Consultation on Ministerial Policy Statement – Cooperating with Overseas Public 
Authorities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS cooperation with overseas public authorities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies.  The MPSs are required to be reviewed within three years 
from the date they take effect.    

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities.  MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies’ activities.  As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement.  In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Customs.   

If you have any comments, I would be grateful to receive these by [date].   

Given the New Zealand Customs Service also undertake similar cooperation with overseas 
authorities, I would welcome any insights that you may have on overseas cooperation or ways 
that we might better align our respective portfolios’ policies on foreign cooperation.  Officials 
from the Department of the Prime Minister and Cabinet have liaised with officials from 
NZ Customs and their feedback has been incorporated in the attached draft. 

 

Yours sincerely 

 

 

 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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MINISTERIAL POLICY ST~~ TEMENT: 
COOPERATING WITH OVIERSEAS PUBLIC 
AUTHORITIES - APPROVAL TO REISSUE 

Date 12/03/2021 Priority Routine 

Deadline 26/03/2021 Bri1~fing Number 2021 NSP/066 

Purpose 

This briefing seeks your approval to reissue thei revised Ministerial Policy Statement (MPS): 
Cooperating with overseas public authorities. The~ revised MPS and draft letters to the Director­
General of Security and the Director-General of the Government Communications Security 
Bureau, attaching the MPS and setting out your expectations in relation to implementing the 
revised MPS, are appended for your signature. 

Recommendations 

1. Note that all consultation required under the Intelligence and Security 
Act 2027 has been undertaken on the revised MPS: Cooperating with 
overseas public authorities; 

2. Agree not to amend the MPS to incorporate the feedback received 
from the Minister of Justice, as it would mean the MPS does not align 
with the Intelligence and Security Act 2017 (see para 5) ; 

3. Sign the attached letter to the Minister of Justice, notifying him of your 
decision not to amend the MPS proposed in his feedback; 

4. Agree to reissue the revised MPS: Cooperating with overseas public 
authorities; 

5. Sign the attached letters to the Director-General of Security and the 
Director-General of the Government Communications Security 
Bureau, attaching the revised MPS and setting out your expectations 
in relation to implementing the revised MPS; 

BRIEFING: MINISTERIAL POLICY STATEMENT: COOPERATING WITH OVERSEAS 
PUBLIC AUTHORITIES -APPROVAL TO REISSUE 

DPMC: 4348956 

REiGiRICiEi~ 

YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 

Page 1 of 23 
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6. Note that the Directors-General of the intelligence and security 
agencies are required to make the MPS publicly available on their 
Internet site as soon as practicable after the MPS is reissued; and 

7. Note that DPMC will work with your office to ensure the revised MPS 
is referred to the Intelligence and Security Committee, as required by 
section 207 (2) of the Intelligence and Security Act 2017. 

Ton ncli Hon Andrew Little 
Deputy Chief Executive 
National Securit Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

\7-. .I. ~ ./2021 .. .. ./ .... ./2021 

BRIEFING: MINISTERIAL POLICY STATEMENT: COOPERATING WITH OVERSEAS 

PUBLIC AUTHORITIES -APPROVAL TO REISSUE 

DPMC: 4348956 
RE8lRl8lE8 
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Contact for telephone discussion if required: 

Pip Swaney 

Lynda Byrne 

Manager, Security and 
Intelligence Policy 

Principal Policy Advisor, 
Security and Intelligence 
Policy 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

BRIEFING: MINISTERIAL POLICY STATEMENT: COOPIERATING WITH OVERSEAS 

PUBLIC AUTHORITIES - APPROVAL TO REISSUE 
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MINISTERIAL POLICY ST~~ TEMENT: 
COOPERATING WITH OVERSEAS PUBLIC 
AUTHORITIES -APPROVAL TO REISSUE 

Purpose 

1. This briefing seeks your approval to reissue the revised Ministerial Policy Statement 
(MPS): Cooperating with overseas public authorities. The revised MPS and draft letters 
to the Director-General of Security and the Director-General of the Government 
Communications Security Bureau, attaching the MPS and setting out your expectations 
in relation to implementing the revised MPS, are appended for your signature. 

Reviewing the MPS: Cooperating with overseas public authorities 

2. We have completed the review of the MPS: Cooperating with overseas public authorities. 
We briefed you recently on the main changes to the MPS (2021 NSP/030), which include: 

• Removing common content of the MP:Ss into a cover-sheet that sets out the 
overarching purpose of the MPSs 

• Clarifying it only applies to lawful activity 

• Including a human rights assessment framework 

• Providing consistency in the threshold that should be applied when assessing when 
information should not be shared (where there is a real risk of contributing to human 
rights abuses) 

• Providing criteria the agencies need to take into account when referring a written 
arrangement to the Intelligence and Security Committee. 

Ministerial consultation on the MPS 

3. You consulted the following Ministers on the revised MPS, as required under the 
Intelligence and Security Act 2017 (the Act) : 

• Minister of Foreign Affairs 

• Minister of Police 

• Minister of Justice 

• Minister of Immigration 

• Minister of Defence 

BRIEFING: MINISTERIAL POLICY STATEMENT: COOPERATING WITH OVERSEAS 
PUBLIC AUTHORITIES-APPROVAL TO REISSUE 

DPMC: 4348956 
REiClAIQllii~ 

Page 4 of 23 
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• Minister of Customs. 

4. The Ministers of Immigration, Customs and Defence responded to say they were happy 
with the revised MPS and were pleased it took their agencies' feedback into account. The 
Minister of Foreign Affairs and the Minister of Police did not respond. 

5. The Minister of Justice suggested that 'rathE1r than just referring to rights recognised in 
New Zealand law, it could more broadly refer to New Zealand law and international 
obligations under Treaties New Zealand has signed up to'. We considered this feedback, 
but do not recommend the MPS is amended as a result. This is because: 

a) The term in the MPS 'a// human rights obligations recognised by New Zealand law' is 
the wording from the Act. Amending this text would make the MPS inconsistent with 
the Act; 

b) The proposed wording suggested by the Minister of Justice is not an exhaustive list 
of the agencies' relevant legal obligations as, in addition to domestic law and treaties 
(generally implemented through domestic law) , these obligations may also be sourced 
in customary international law and UNSC resolutions; and 

c) Paragraph 13 of the MPS signals there are a range of obligations which apply to the 
agencies, and the core human rights obligations are set out in an Appendix to the 
MPS. It is not necessary to provide an exhaustive list of obligations in the body of the 
MPS. 

6. The Ministry of Justice did not raise this feedback during cross-agency consultation . 
GCSB and NZSIS agree that the MPS should not be amended as a result of the Minister 
of Justice's feedback. 

7. We therefore recommend you agree to issue the MPS, and to do so without the Minister 
of Justice's proposed amendment. If you agree, we have attached a letter for you to send 
to the Minister of Justice notifying him of this. 

You agreed to provide additional guidance on two matters when the 
MPS is reissued 

8. In December 2020 (2021 NSP/030), you agreed to provide additional guidance, over and 
above the MPS itself, to the agencies on two matters: 

• 

• 

BRIEFING: MINISTERIAL POLICY STATEMENT: COOPERATING WITH OVERSEAS 

PUBLIC AUTHORITIES -APPROVAL TO REISSUE 

DPMC: 4348956 

RESTRICTED 
Page 5 of 23 
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9. Additional guidance on these matters has been set out in the attached letters to the 
Directors-General. We suggest the letter is copied to the Inspector-General of Intelligence 
and Security and forwarded to the Intelligence and Security Committee as these matters 
are relevant to their oversight roles. 

Consultation 

10. GCSB and NZSIS were consulted on the recommendation resulting from the Ministerial 
consultation on the MPS and their feedback was incorporated. The agencies were also 
invited to correct any factual errors in a draft version of this briefing. 

Next steps 

11 . We attach draft letters from you to the Director-General of Security and the Director­
General of the Government Communications Security Bureau to confirm you have 
approved the reissue of this MPS. In addition to the matters above, the letters request 
that the Directors-General fully implement any changes to internal policies, work 
programmes and training to implement the revised MPS. This includes revising the Joint 
Policy Statement on Human Rights Risk Management (JPS). This MPS and the JPS must 
be referred to the ISC for noting. We will work with your office and the GCSB and NZSIS 
to ensure this occurs in a timely fashion. 

12. If you agree to the revised MPS being reissued, we will arrange for publication on the 
New Zealand Intelligence Community website on 1 April 2021. 

13. We are working towards the other MPSs being ready to be reissued in mid-2021. 

I Attachment A: UNCLASSIFIED 

L--~~ 
Attachment B: RESTRICTED 

--- - - I I ,- --- -- __ :. 

- ' 
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Revised Ministerial Policy Statement: Cooperating 
with overseas public authorities 

Letter to Director-General of Security 

1. Attachmen-t C_=_,___R_E_S_T_R_IC_T_E_D __ +-Letter to Director-General of Government 
Communications and Security Bureau 

------

1 Attachment D: UNCLASSIFIED Letter to Hon Kris Faafoi, Minister of Justice 
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Ministerial Poliry S tate1nents 
1. Ministerial Policy Statements (MPSs) are statements issued by the Minister Responsible for the GCSB 

and NZSIS under section 206 and 207(1) of the Intelligence and Security Act 2017 ('the Act') . 

MPSs provide guidance to GCSB and NZSIS on certain lawful activities 

2. MPSs provide guidance to GCSB and NZSIS (also called 'the agencies') on lawful activities under the 

Act. They do not act as legal authorisations for these activities but set out the Minister's 

expectations of how the activities covered by the MPS should be properly carried out and any 

protections or restrictions in relation to the activity. Activities which are unlawful may only be 

carried out to the extent that they can be authorised under an intelligence warrant. 

3. Every employee making decisions or taking any action in relation to the matters covered by the 

MPSs must consider and should be able to explain how they had regard to the MPS. This might 

include an explanation of the consideration of any relevant internal pol icy or procedures that reflect 

the MPS. The Directors-General of the GCSB and NZSIS are r_esponsible for ensuring each MPS is 

reflected in their agency's internal policies and procedures. If any action is taken that is inconsistent 

with the MPS, employees must be able to explain why that action was taken. 

They are also considered by the Inspector-General of Intelligence and Security when 

conducting an inquiry or review 

4. MPSs are relevant to the oversight of the agencies by the Inspector-General of Intelligence and 

Security in the exercise of their propriety jurisdiction. When conducting an inquiry or review, the 

Inspector-General of Intelligence and Security must take account of any relevant MPS and the extent 

to which an agency has complied with it. 

And they assist in increasing transparency with the New Zealand public 

5. While the primary purpose of the MPSs is to provide guidance to the agencies on their lawful 

activities, they also provide the public with information on how and why the agencies carry out 

these activities to help keep New Zealand secure. 

Each of the activities covered by the MPSs enable the agencies to perform their 

statutory functions 

6. The Act sets the principal objectives of GCSB and NZSIS, which are to contribute to: 

• The protection of New Zealand's national security; 

• The international relations and well-being of New Zealand; and 

• The economic well -being of New Zealand. 

7. The GCSB and NZSIS meet these objectives through the performance of their statutory functions, 

namely: 

UNCLASSIFIED 
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• Intelligence collection and analysis; 

o Protective security services, advice and assistance; 

• Cooperation with other public authorities to facilitate their functions; and 

• Cooperation with other entities to respond to imminent threat. 

8. All collecti_on and analysis of intelligence undertaken by GCSB and NZSIS is in accordance with the 

New Zealand Government's priorities. These are primarily established through the National Security 

and Intelligence Priorities (NSIPs) which are set by the Government and reviewed every two years. 

The NSIPs outline the focus areas for all intelligence and assessment activity across the national 

security sector, including GCSB and NZSIS. 

9. MPSs are an important part of the measures put in place by the Act to ensure these functions are 

carried out properly. 

Matters covered by the MPSs 

10. The MPSs cover areas of work of the agencies that involve gathering information about individuals 

and organisations that may intrude into the privacy of individuals and other areas where ministerial 

guidance was considered appropriate. There are currently 11 MPSs, covering the following 

activities: 

1. Providing information assurance and cybersecurity activities; 

2. Acquiring, using and maintaining an assumed identity; 

3. Creating and maintaining a legal entity (such as a cover company); 

4. Collecting information lawfully from persons without an intelligence warrant (human 

intelligence activities); 

5. Conducting surveillance in a public place; 

6. Obtaining and using publicly available information (open source information); 

7. Making requests for information from other agencies; 

8. Information management; 

9. Making false or misleading representations about being employed by an intelligence and 

security agency; 

10. Activities covered by the exemption from the Land Transport (Road User) Rule 2004; and 

11 . Cooperation with overseas public authorities, including providing advice and assistance to 

and sharing intelligence with overseas public authorities. 

[HYPERLINK TO EACH] 

11. MPSs take effect from the date of signing and continue in effect for three years. The Minister 

responsible for GCSB and NZSIS may, amend, revoke or replace any of the MPSs at any time. 

However, they must consult with the Inspector-General of Intelligence and Security, any other 

relevant Minister, or any other person the Minister considers appropriate. 

12. The Minister can issue further MPSs on other areas if considered necessary or desirable. 

UNCLASSIFIED 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

UNCLASSIFIED 

Ministerial Poliry Statement 

Cooperating with overseas public 
authorities 

[Link to landing page on purpose of MPSs] 

Summary 

It is important for New Zealand's security for GCSB and NZSIS to cooperate with overseas public 

authorities, including overseas intelligence agencies. 

This Ministerial Policy Statement (MPS) provides guidance for GCSB and NZSIS in relation to cooperation 

with overseas public authorities. In making decisions related to foreign cooperation, employees must 

have regard to the following principles: respect for human rights, necessity, reasonableness and 

proportionality, protections for New Zealanders, information management and oversight. This MPS also 

specifies additional matters to be included in internal policy and procedures. 

Definitions 

Cooperation means to work together, and includes sharing intelligence and providing/receiving services, 

advice or assistance (including training, methodolo\JY and technology) . This may be reciprocated or 

unreciprocated. 

Overseas public authority means a foreign person or body that performs or exercises any public function, 

duty, or power conferred on that person or body by or under law. 

Personal information means information about an identifiable individual. 

This MPS provides guidance on overseas cooperation 

1. New Zealand has a robust legislative framework to govern the activities of GCSB and NZSIS, 

including activities that involve cooperation with overseas public authorities. The Act includes 

obligations for GCSB and NZSIS to act in accordance with New Zealand law and all human rights 

obligations recognised by New Zealand law,1 independently and impartially, with integrity and 

professionalism and in a manner that facilitates effective oversight. 

2. Cooperation with foreign partners can sometimes pose a risk of acting unlawfully with both 

domestic legal obligations and international obligations, including a risk that New Zealand could 

1 Sections 10(3), 12(7), 17(a) and 18(b). 
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become complicit in some forms of unlawful conduct by another country.2 When undertaking 

overseas cooperation there is also a range of po licy, human rights and reputational risks which need 

to be considered and managed. Consistent with New Zealand's respect for, and promotion of 

human rights, this MPS therefore provides policy guidance to, and sets expectations on, GCSB and 

NZSIS that extend beyond their legal obligations. 

Scope of this MPS 

3. This MPS applies to GCSB and NZSIS when cooperating with an overseas public authority (whether 

individually, jointly or with other government agencies). Cooperation may occur in relation to the 

performance of any of the functions of GCSB and NZSIS in sections 10 to 15 of the Act. 

4. Cooperation must be lawful to be within scope of this MPS. Before and during foreign cooperation, 

GCSB and NZSIS must ensure their actions are consistent with their legal obligations. If in doubt, 

legal advice must be sought. Failure to act in accordance with New Zealand law could lead to 

possible criminal responsibility for employees of GCSB and NZSIS. 

Context 

Ministerial authorisation to cooperate 

5. GCSB and NZSIS must obtain Ministerial authorisation where foreign cooperation involves the 

provision of intelligence, analysis or threat reporting.3 Ministerial authorisation can be sought on a 

case-by-case basis, for example to provide specific intelligence during a conference or event (such 

as APEC). Alternatively, Ministerial authorisation can be sought on a standing basis to provide 

intelligence to a range of overseas public authorities on an on-going basis. 

6. Standing authorisations must be reviewed regularly to ensure that cooperation undertaken under 

the authorisation remains consistent with the principles in this MPS. In particular, if there are 

increased risks for ongoing cooperation either from changes to the domestic law, policy or practice 

of the overseas public authority subject to a standing authorisation, or from evidence they have 

carried out a significant breach of human rights, the standing authorisation must be reviewed by 

the responsible Minister on advice by GCSB and NZSIS. 

7. GCSB and NZSIS must ensure sufficient information regarding the human rights practices of the 

overseas public authority is provided to the Minister to support decision-making. Guidance on this 

is contained within Appendix One. 

New Zealand's intelligence and security relationships 

8. New Zealand gains significant value from cooperating with overseas public authorities, particularly 

within the current climate of global and transnational threats. Close and reliable intelligence 

relationships help GCSB and NZSIS prioritise and focus their resources on the areas most important 

2 Complicity is a legal term which recognises that while a state did not carry out the wrongful act, if it knowingly aided or 

assisted another state to commit that wrongful act, it may be liable by law. 
3By contrast, GCSB and NZSIS may provide protective security services to any public authority in New Zealand or overseas 

without requiring Ministerial authorisation (in accordance with section 11 (1 )(a) of the Act). 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

UNCLASSIFIED 

to New Zealand, while having access to a much greater pool of information, skills and technology 

that would not otherwise be available to New Zealand. 

9. For example, an overseas partner may have specific linguistic or technical capabilities that GCSB and 

NZSIS need in order to obtain or assess intelligence relevant to New Zealand's security and 

intelligence priorities. Similarly, GCSB or NZSIS may provide intelligence to an overseas public 

authority to alert them to a potential threat to their security, which helps contribute to international 

security and New Zealand's overall internationa:I relations with that country. 

10. In the context of protective security services, advice and assistance, GCSB or NZSIS may provide 

technology or expertise to an overseas public authority to develop, implement or improve upon 

their protective security arrangements - for example, providing expertise on conducting a security 

vetting assessment, information security systems or detecting and protecting against cybersecurity 

threats. Such cooperation helps overseas authorities store and protect New Zealand Government 

information and contributes to the recipient's national security and the security of their region. 

11. The closest relationships GCSB and NZSIS have with overseas public authorities are those with 

equivalent agencies from Australia, Canada, the United Kingdom and the United States (often 

referred to as the "Five Eyes" partners). The relationships between Five Eyes partners are long­

running, reciprocal, cover a wide range of topics, and involve a high degree of mutual trust, honesty 

and respect. The relationships provide New Zealand with knowledge and capability far beyond 

what we can afford on our own. These relationships work effectively due to the shared values and 

histories of the five countries and the strong relations between the governments of those countries. 

The depth of the Five Eyes relationship means that disparities in size, power and influence do not 

prevent any member from acting in the best interests of their own government, and members 

expect to be able to disagree on specific matters without damaging the broader relationship. 

12. The GCSB and NZSIS may cooperate with overseas public authorities from countries beyond the 

Five Eyes. This cooperation may occur on an ongoing, relatively informal, or one-off basis. The 

reasons for cooperating with such authorities vary widely and may occur while performing any of 

the agencies' functions and as part of contributing to their objectives. Examples include providing 

support to a major event such as APEC or the Olympic Games, or helping implement a Protective 

Security framework with an overseas public authority. 

International and domestic obligations 

13. New Zealand's core human rights obligations are detailed at Appendix Two. These include the right 

to life, the right not to be subjected to torture, the right not to be subjected to cruel, inhuman or 

degrading treatment or punishment, and the right to liberty and security of the person. 

New Zealand is also subject to other international obligations. These can be from a range of 

sources, including customary law obligations or binding United Nations resolutions. These 

obligations can range in nature from requiring action, prohibiting conduct or recognising rights. 

14. The New Zealand Government has a long-standing and strong opposition to the use of torture, 

cruel, inhuman or degrading treatment or punishment in all cases and under all circumstances, 

including in response to threats to national security. The prohibition of torture is non-derogable -

it can never be violated by states under any circumstances. New Zealand is opposed to the use of 
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torture in all circumstances and will not commit torture nor be complicit in torture committed by 

others. 

15. New Zealand is also a long-standing opponent of the death penalty. New Zealand has abolished 

the death penalty within its jurisdiction and is committed to promoting global prohibition.4 The 

position of the government is that the death penalty is the ultimate form of cruel, inhuman and 

degrading treatment. New Zealand will not cooperate on specific investigations where the 

cooperation will lead to a person being sentenced to death, unless there are appropriate assurances 

that the death penalty will not be carried out.5 

16. The many positive benefits of New Zealand's participation in foreign intelligence and security 

relationships do not override New Zealand's legal obligations with respect to human rights. 

Guidance for GCSB and NZSIS 

17. This section sets out guidance for the agencies when undertaking foreign cooperation. All 

cooperation must be carried out in accordance with New Zealand law and the principles contained 

within this MPS. Cooperation with overseas public authorities should be regularly reviewed to 

ensure cooperation remains consistent with the principles below. 

Principles 

18. These principles constitute a basis for good decision-making and best practice conduct and need 

to be considered before, during and after cooperation with overseas public authorities. 

Respect for human rights 

19. GCSB and NZSIS must ensure that their cooperation with overseas public authorities is in 

accordance with all human rights obligations recognised by New Zealand law. The Directors-General 

of GCSB and NZSIS must ensure the agencies remain informed of the human rights practices and 

potential risks related to cooperation with overseas public authorities. 

20. There is an expectation that GCSB and NZSIS will undertake critical assessments of human rights 

risks and have a policy in place to ensure employees know how to assess risk and respond 

appropriately. To ensure the agencies' cooperation will not result in a real risk of contributing to, 

or being complicit in, a breach of human rights, this policy must address the risk assessment 

framework set out below, and provide guidance on when and how the framework is to be applied. 

Risk assessment framework 

1) Assess general risk: Assess the country or public authority's record and practice towards human 

rights and international humanitarian law. This assessment can include the country or public 

authority's stability, and where relevant, the success of any previous mitigation efforts that have 

4 Under the Second Optional Protocol to the International Covenant on Civil and Political Rights aiming at the abolition of the 

death penalty. 
5 See s27(2)(ca) Mutual Assistance in Criminal Matters Act and s30(3) of the Extradition Act 1999. 
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been applied by New Zealand or close international partners when cooperating with the country 

or authority. See Appendix One for other factors the agencies should take into account. 

2) Risk arising from the proposed cooperation: Consider whether the proposed cooperation, 

whether one-off or on-going, might result in a real risk of significantly contributing to or being 

complicit in a breach of human rights. The agencies must take a precautionary approach in 

making such assessments. 

3) Opportunity for mitigating risk: Where it is identified that there is a real 

risk of a human rights breach occurring as a result of the proposed cooperation, GCSB and 

NZSIS should consider whether the risk can be mitigated, for example through conditions or 

restrictions on the cooperation provided, or through assurances or caveats on the intelligence 

exchanged. 

4) Response to a real risk of human rights breach: If, following the steps above, there remains a 

real risk that the cooperation will significantly contribute to, or amount to complicity in, a breach 

of human rights, cooperation must be refused or referred to the Minister Responsible for the 

GCSB and NZSIS for a decision. To inform the Minister's decision-making, the information 

identified in the steps above must be documented and provided to the Minister, along with a 

clear statement on the purpose of the proposed cooperation. In circumstances where a 

decision is put to the Minister, the agencies will notify the Inspector-General of Intelligence and 

Security. 

Use of intelligence obtained through human rights breaches 

21. GCSB and NZSIS must not request or use intelli9ence where they know, or assess there is a real risk 

the intelligence was obtained through a serious human rights breach - such as torture, or cruel, 

inhuman or degrading treatment. 

22 . There may be circumstances where GCSB or NZSIS know or assess there is a real risk that intelligence 

received, including unsolicited intelligence,6 was gained through a serious human rights breach. In 

such circumstances GCSB and NZSIS must not take action that would contribute to a further human 

rights breach - for example, by requesting further intelligence about the same matter from the party 

responsible for that breach. 

23. Where GCSB or NZSIS know or assess there is a real risk that intelligence received from an overseas 

partner was obtained through serious human rights breaches, the agencies may only use that 

intelligence in exceptional circumstances. Such circumstances are where the use of the intelligence 

is necessary to prevent loss of life, significant personal injury or a threat to critical national 

infrastructure. The reasons for limiting the use of intelligence in this way are: 

a) It is consistent with New Zealand's opposition to torture and similar mistreatment. 

6 Unsolicited intelligence is intelligence received that was not specifically requested nor otherwise sought, but was received in 

the course of general intelligence sharing or cooperation with foreign partners. 
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b) There is a high likelihood that intelligence obtained through torture is unreliable. 

24. GCSB and NZSIS do not have an enforcement function. Therefore, in such exceptional 

circumstances, the agencies must provide the intelligence to the relevant enforcement agency so 

that those agencies can take the action necessary to prevent the loss of life, significant personal 

injury or threat to critical national infrastructure. In these circumstances, the responsible Minister 

and the Inspector-General of Intelligence and Security must be informed as soon as practicable. 

25. GCSB and NZSIS may still be required to undertake inquiries and investigate the intelligence that 

was passed to the relevant enforcement agency in order to inform the threat picture (for example, 

to identify the persons involved) or to provide advice to the Government on the particular security 

concern or risk. 

26. When sharing such intelligence with law enforcement agencies, GCSB and NZSIS must mark the 

intelligence as having been potentially obtained as a result of torture and notify the recipient to 

ensure the intelligence is not used as evidence in legal proceedings. 

Necessity 

27. Cooperation with overseas public authorities must be for the purpose of contributing to the 

protection of New Zealand's national security, the international relations and well-being of 

New Zealand, or the economic well -being of New Zealand. 

28. This may include cooperation to establish or maintain an international relationship. For example, 

establishing a new relationship in order to obtain intelligence relating to one (or more) of the 

Government's priorities may be considered necessary to enable the agencies to provide relevant 

intelligence and advice to the New Zealand government. 

Reasonableness and proportionality 

29. Cooperation with overseas public authorities, including any specific activities carried out as part of 

that cooperation, should be reasonable and proportionate to the purpose for carrying out that 

cooperation, the benefit gained from the cooperation, and the reputational risk to GCSB, NZSIS or 

the New Zealand Government. 

30. Relevant factors in determining the reasonableness and proportionality of cooperation with an 

overseas public authority include: 

a) the purpose and likely outcome of the cooperation; 

b) the volume and detail of intelligence to be shared as part of the cooperation; 

c) the nature of the cooperation; 

d) the appropriate or necessary protections and/or restrictions in relation to the cooperation, 

including protections for New Zealanders; and 

e) the status of New Zealand's bilateral relationship with that country, including any issues or 

areas of sensitivity that could have a bearing on the proposed cooperation. 
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Protections for New Zealanders 

31. When cooperating with overseas public authorities, GCSB and NZSIS must continue to apply the 

same protections that would normally apply in New Zealand in relation to the specific activity. GCSB 

and NZSIS must not cooperate with an overseas public authority for the purposes of avoiding or 

circumventing those protections. 

32. Where cooperation with an overseas public authority involves the sharing of intelligence or personal 

information relating to New Zealanders, GCSB and NZSIS will have particular regard to privacy 

interests when determining whether to disclose that personal information to, or when requesting 

such information from, overseas public authorities. This includes adherence to the information 

privacy principles contained in Part 3 of the Privacy Act 2020 as they apply to GCSB and NZSIS. 

Information management 

33. GCSB and NZSIS must be satisfied that the overseas public authority has adequate protections in 

place for the use and storage of information, including adequate protections against on-sharing 

with third parties without express consent from GCSB or NZSIS. These protections will be consistent 

with the principles in this MPS and the MPS on Management of information obtained by GCSB and 

NZSIS. In the event of a privacy breach, including the unauthorised on-sharing of information with 

third parties, the agencies will act in accordance with Part 6 of the Privacy Act 2020. 

Oversight 

34. GCSB and NZSIS must carry out all cooperation with overseas public authorities in a manner that 

facilitates effective accountability, transparency and oversight, including that of the Inspector­

General of Intelligence and Security. This includes: 

• appropriate record-keeping, in accordance with the Public Records Act 2005, which clearly 

outlines assessments and decision-making, 

• maintaining up-to-date internal policies, procedures and guidance for staff, and 

• reporting to the responsible Minister on the nature and outcomes of cooperation with overseas 

public authorities. 

35. Reporting must include a specific section in GCSB and NZSIS annual reports on the agencies' 

intelligence and security relationships with overseas partners. 

Matters to be reflected in internal policies and pirocedures 

36. As public service agencies, GCSB and NZSIS must comply with policies and procedures common to 

all New Zealand public service agencies.7 

7 This includes the Public Service Act 2020 and the Health and Safety at Work Act 2015. 
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37. In addition, GCSB and NZSIS must have, and act in compliance with, internal policies and procedures 

that are consistent with the requirements and principles of this MPS and have systems in place to 

support and monitor compliance. 

38. These policies and procedures must also address the following matters: 

• Human rights policy 

GCSB and NZSIS must have a policy setting out the factors in the Risk Assessment Framework. 

These factors must be considered when assessing whether a real risk of human rights breaches 

may exist in connection with cooperation with overseas public authorities, whether the 

cooperation is one off or ongoing. This policy must also include what specific information is 

required to be provided to the responsible Minister to inform decision-making when seeking 

authorisation (either on a case-by-case basis or in the form of a broader standing authorisation) 

to provide intelligence or analysis to an overseas public authority. 

The policy must be forwarded in draft to the Inspector-General of Intelligence and Security for 

comment. The final version must be referred to the Intelligence and Security Committee (ISC) 

for noting. 

This policy is important to ensure that employees act consistently with legal obligations and the 

Risk Assessment Framework in this MPS. 

• Consultation with the Ministry of Foreign Affairs and Trade 

The Ministry of Foreign Affairs and Trade is to be consulted on arrangements with foreign 

jurisdictions or international organisations. Foreign policy objectives should be considered in 

the development and framing of cooperation arrangements with foreign partners. 

GCSB and NZSIS should have' regard to any information available from the Ministry of Foreign 

Affairs and Trade on the status of the bilateral relationship with a country, a country's ratification 

of international human rights treaties and the human rights practices of a particular country. 

• Written basis for new formal arrangements 

In order to support greater transparency and enable a level of Parliamentary oversight, certain 

newly entered arrangements8 relating to cooperation with an overseas public authority, 

including any significant new arrangement entered into with an existing partner, or significant 

modification to an existing arrangement, must be referred to the ISC for noting in accordance 

with the considerations below. Such arran9ements should be recorded in writing. 

An arrangement that meets one of the following criteria must be referred to the ISC for noting: 

6 An arrangement refers to an international instrument of less--than-treaty status (that is, it is not intended to be legally binding , 

but can still create important political commitments). For the purposes of this MPS, treaties where there has been a treaty 

examination waiver issued are also to be included within this definition. 
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o is likely to have significant implications for New Zealand's foreign policy or international 

relations; 

o results in a significant change to the agencies' priorities or intelligence focus; 

o involves significant expenditure of funds; and / or 

o is seen to be inconsistent with Government objectives or priorities. 

This includes arrangements that involve other government departments where GCSB and NZSIS 

are acting as the lead agency/agencies to the arrangement or the arrangement creates specific 

roles or obligations for the agencies. If there is any doubt whether the arrangement should be 

referred to the ISC, the arrangement must be referred to the Chair of the ISC for decision. 

• Training 

GCSB and NZSIS employees making decisions or taking any action relating to cooperation with 

an overseas public authority for the purpose of performing the agencies functions must be 

provided training on all relevant law, pol iicies and procedures in relation to human rights 

obligations. This training should be provided to existing employees and new employees, and 

must be updated whenever there are changes or updates to the policies and procedures to 

ensure that at all times employees are aware of their obligations and how to apply them in 

practice. 

Duration of ministerial policy statement 

39. This MPS will take effect from 1 April 2021 for a period of three years. The Minister who issued an 

MPS may, at any time, amend, revoke or replace the MPS. 
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Appendix One - Human Rights Information 

1. A request to obtain Ministerial authorisation, whether a request for a one-off or standing authorisation, 

must include information regarding: 

a) the purpose of the intelligence sharing, including how it contributes to GCSB's and NZSIS's 

statutory objectives and functions; and 

b) any particular risks to human rights associated with the proposed cooperation and how likely 

it is that breaches could occur; and 

c) where risk is identified, the factors that mitigate the likelihood of the human rights breach 

occurring. Such factors might include: 

i. the existence and effectiveness of mechanisms for monitoring or reviewing compliance 

with human rights obligations, 

ii. the reliability of any assurances provided by the foreign partner about how information 

will be used or how information to be provided was obtained, and 

iii. how likely the foreign partner is to comply with caveats associated with cooperation or 

use of information. 

2. To assess the human rights practices of a country or public authority, in order to inform Ministerial 

authorisations and other actions by the agencies, GCSB and NZSIS should consider the following 

factors, as relevant: 

a) the human rights record of the country or public authority, and any other country or public 

authority that may also be involved, including consideration of reports from credible 

international, governmental and non-governmental organisation sources; 

b) whether the country has ratified relevant international human rights treaties, including any 

reservations that may have been made; 

c) whether the country has mechanisms for independently investigating breaches of human 

rights; 

d) whether the country has an independent judiciary with jurisdiction to hear cases relating to 

breaches of human rights; 

e) whether the country has an established history of compliance with human rights obligations; 

f) whether the country has an established history of investigating and prosecuting human rights 

breaches; and 

g) whether the country has a legal framework and institutional arrangements that guide and 

appropriately constrain the activities of the country's intelligence and security sector. 
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Appendix Two: New Zealand's Core Human Rights Obligations 

Domestic law 

To ensure that New Zealand meets its human rights obligations, GCSB and NZSIS employees must act 

consistently with domestic law under (but not limited to) the following statutes: 

• New Zealand Bill of Rights Act 1990 

• Human Rights Act 1993 

• Privacy Act 2020 

• Crimes Act 1961 

• Crimes of Torture Act 1989 

• Geneva Conventions Act 1958 

• International Crimes and International Criminal Court Act 2000 

International Obligations 

New Zealand is a party to the following core international human rights instruments of the United Nations, 

and in doing so is bound by, and must regularly report on implementation and compliance with the 

obligations within those instruments. Actions or activities that run contrary to the obligations within these 

instruments may constitute a human rights breach in the context of this MPS. 

• The International Covenant on Civil and Political Rights 

• Second Optional Protocol to the International Covenant on Civil and Political Rights 

• Convention Against Torture and other Cruel, Inhuman or Degrading Treatment or Punishment 

• The International Covenant on Economic, Social and Cultural Rights 

• The Convention on the Elimination of All Forms of Racial Discrimination 

• Convention on the Rights of Persons with Disabilities 

• Convention on the Elimination of all Forms of Discrimination against Women 

• Convention Relating the Status of Refugees 

• Convention on the Rights of the Child 

New Zealand is also a party to other international criminal and international humanitarian instruments, of 

which the following may be relevant in the context of GCSB and NZSIS cooperating with overseas public 

authorities: 

• Rome Statute of the International Criminal Court 

• Geneva Conventions and their protocols 

New Zealand may also have other relevant obligations under customary international law. 
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ATTACHMENT B 
Letter to Acting Director-General of GCSB 

Bridget White 
Acting Director-General 
Government Communications Security Bureau 
Pipitea House 
WELLINGTON 

Dear Bridget 

Ministerial Policy Statement: Cooperating with overseas public authorities 

I enclose the ministerial policy statement (MPS) I have reissued under section 207 of the 
Intelligence and Security Act 2017 on Cooperatin~f with overseas public authorities. This will take 
effect from 1 April 2021. 

There are two matters that I would like to provide additional guidance on, over and above the 
MPS itself: 

1. 

2. 

I expect that this revised MPS will be brought to the attention of all employees of GCSB, and that 
all the required actions, including updating internal policies and procedures and training, will be 
implemented as soon as practicable. This includes revising the Joint Policy Statement on Human 
Rights Risk Management (JPS) , which must be referred to the ISC for noting. 

Yours sincerely 

Hon Andrew Little 

Minister Responsible for the GCSB 

Copied to Inspector-General of Intelligence and Security 
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ATTACHMENT C 
Letter to Director-General of Sec:urity 

Rebecca Kitteridge 
Director-General of Security 
New Zealand Security Intelligence Service 
Pipitea House 
WELLINGTON 

Dear Rebecca 

Ministerial Policy Statement: Cooperating with overseas public authorities 

I enclose the ministerial policy statement (MPS) I have reissued under section 207 of the 
Intelligence and Security Act 2017 on Cooperating with overseas public authorities. This will take 
effect from 1 April 2021. 

There are two matters that I would like to provide additional guidance on, over and above the 
MPS itself: 

1. 

2. 

I expect that this revised MPS will be brought to thie attention of all employees of NZSIS, and that 
all the required actions, including updating internal policies and procedures and training, will be 
implemented as soon as practicable. This includes revising the Joint Policy Statement on Human 
Rights Risk Management (JPS), which must be referred to the ISC for noting . 

Yours sincerely 

Hon Andrew Little 

Minister Responsible for the NZSIS 

Copied to Inspector-General of Intelligence and Security 

Rlii£TRICTEQ 
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ATTACHMENT D 
Letter to Hon Kris Faafoi, Ministier of Justice 

Hon Kris Faafoi 
Minister of Justice 
Parliament Buildings 

Dear Minister Faafoi 

Consultation on ministerial policy statement: Cooperating with overseas public 
authorities 

Thank you for your recent feedback on the draft revised ministerial policy statement: Cooperating 
with overseas public authorities. You suggested that the ministerial policy statement be amended 
to 'rather than just referring to rights recognised in New Zealand law, it could more broadly refer 
to New Zealand law and international obligations under Treaties New Zealand has signed up to '. 

I have considered this feedback, and have sought advice from officials, but have decided not to 
amend the MPS. This is because: 

a) The term in the MPS 'a// human rights obligations recognised by New Zealand law' is the 
wording from the Intelligence and Security Act 2017 (the Act) . Amending this text in the 
MPS would mean the MPS inconsistent with the Act; 

b) The proposed wording you have suggested is not an exhaustive list of the agencies' 
relevant legal obligations as, in addition to domestic law and treaties (generally 
implemented through domestic law), these obligations may also be sourced in customary 
international law and UNSC resolutions; 

c) Paragraph 13 of the MPS signals there are a range of obligations which apply to the 
agencies, and the core human rights obligations are set out in an Appendix to the MPS. 
I do not believe it is necessary to provide an exhaustive list of obligations in the body of 
the MPS. 

Once again, I am grateful for the time you have taken to review the ministerial policy statement 
and appreciate your views. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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Briefing 
CONSULTATION ON THREE MINISTERIAL 
POLICY STATEMENTS 
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Date 8/04/2021 Priority Routine 

Deadline 19/04/2021 Briefing Number 2021 NSP/086 

Purpose 

This briefing outlines the proposed changes to three draft Ministerial Policy Statements (MPS) 
following their recent review: 

• False or misleading representations about employment; 

• Legal entities; and 

• Assumed identities. 

It also seeks your agreement to send draft letters and revised drafts of the MPSs to relevant 
Ministers for consultation, as required under the Intelligence and Security Act 2017. 

Recommendations 

1. Note that we have consulted with relevant agencies and entities on 
proposed revisions to three Ministerial Policy Statements; 

2. Approve the draft revised Ministerial Policy Statement (MPS): False 
or misleading representations about employment (Attachment A) for 
ministerial consultation ; 

3. Sign and forward the attached letter (Attachment C) to Hon Chris 
Hipkins, Minister for the Public Service, attaching the draft False or 
misleading representations about employment MPS; 

4. Approve the draft revised Ministerial Policy Statement (MPS): Legal 
Entities (Attachment D) for ministerial consultation; 

5. Sign and forward the attached letters, attaching the draft Legal 
Entities MPS, to: 

I CO~SULTATION ON THREE MINISTERIAL POLICY STATEMENTS 

DPMC: 4367035 

litEQiflitl6ifE8 

YES/ NO 

YES/ NO 

YES/ NO 

Page 1 of 19 
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5.1. Hon Grant Robertson, Minister of Finance (Attachment F); and 

5.2. Hon Jan Tinetti, Minister of Internal Affairs (Attachment G) ; 

6. Approve the draft revised Ministerial Policy Statement (MPS): 
Assumed Identities (Attachment H) for ministerial consultation; 

7. Sign and forward the attached letters, attaching the draft Assumed 
Identities MPS, to : 

7.1. Hon Poto Williams, Minister of Police (Attachment J); 

7.2. Hon Jan Tinetti, Minister of Internal Affairs (Attachment K) ; and 

7.3. Hon Michael Wood, Minister of Transport (Attachment L) . 

To y-tyn Hon Andrew Little 

YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 

YES/ NO 

Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

" ... .I. .. ..I. ... 

j CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS 

DPMC: 4367035 Page 2 of 19 

RES I RICfEl5 
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Contact for telephone discussion if require,d: 

Lynda Byrne 

Manager, Security and 
Intelligence Policy, 
National Security Group 

Principal Policy Advisor, 
Security and Intelligence 
Policy, National Security 
Group 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

I CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS 

DPMC: 4367035 

REsikiCIED 

✓ 

Page 3 of 19 
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CONSULTATION ON THRIEE MINISTERIAL 
POLICY STATEMENTS 

Purpose 

1. This briefing outlines the proposed changes to three draft Ministerial . Policy Statements 
(MPS) following their recent review: 

• False or misleading representations about employment; 

• Legal entities; and 

• Assumed identities. 

2. It also seeks your agreement to send draft letters and revised drafts of the MPSs to 
relevant Ministers for consultation , as required under the Intelligence and Security Act 
2017 (the Act). 

DPMC is reviewing the MPSs on your behalf 

3. Under the Act the MPSs are required to be reissued every three years. The Department 
of the Prime Minister and Cabinet, working closely with GCSB and NZSIS, is reviewing 
the MPSs on your behalf. 

4. The following table provides an update up where the review is up to in relation to each of 
the MPSs. We expect all MPSs to be reissued in mid-2021 . 

Status 

1. Overseas cooperation Reissued on 1 April 2021 

2. Road user rules exemption Ministerial consultation completed , will reissue 
when other MPSs reviewed 

3. Conducting surveillance in a public place 1

1 

Mi nisterial consultation completed , will r;is~ue 
when other MPSs reviewed 

4. False and misleading representations about I Attached --­
employment 

5. Legal entities Attached 

6. Assumed identities 

7. Information management 

8. Human intelligence 

9. Requesting information from agencies 

10. Publicly available information 

11. Information assurance and cybersecurity 
activities 

Attached 

Out for cross-agency consultation 

In final stages of review 

In final stages of review 

In final stages of review 

j in final stages of review 

I CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS 
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How did we review the three attached MPSs? 

5. To review these MPSs we worked with GCSB and NZSIS on whether the MPS provided 
clear and appropriate guidance to agencies on the activity covered by the MPS. We 
looked at how the agencies had incorporated the MPS into their operations and whether 
there were any problems with the MPS. Descriptions of each MPS and the consultation 
undertaken during the review are set out below. 

False or misleading representations about employment 

6. The false or misleading representations about employment MPS sets out your 
expectations, as the responsible Minister, for how GCSB and NZSIS properly make false 
or misleading representations about their employment. 

7. To review the false and misleading representaltions MPS, we consulted with: 

• The Inspector-General of Intelligence and Security; 

• Te Kawa Mataaho Public Service Commission , to consider the broader public sector 
interests when employees of one agency purport to be employed by another agency; 
and 

• Other relevant government agencies. 

Legal entities 

8. The Legal Entities MPS sets out your expectations, as the responsible Minister, for how 
GCSB and NZSIS properly create and maintain a legal entity. Any agency that receives a 
request for assistance to create or maintain a legal entity must also have regard to the 
MPS. 

9. In reviewing this MPS, we consulted with: 

• The Inspector-General of Intelligence and :Security; 

• The Department of Internal Affairs - as an agency who receives requests for 
assistance in creating a legal entity; 

• The Ministry of Business, Innovation and Employment - as an agency who receives 
requests for assistance in creating a legal entity and to ensure the MPS complies with 
the whole-of-government procurement requirements; and 

• The Treasury - to ensure the MPS complies with the obligations under the Public 
Finance Act 1989. 

Assumed identities 

10. The Assumed Identities MPS sets out your expectations, as the responsible Minister, for 
how GCSB and NZSIS properly acquire, maintain and use an assumed identity. 
Agencies, public or private, that receive requests for assistance regarding assumed 
identities also must also have regard to this MPS. 

11 . We consulted with: 

• The Inspector-General of Intelligence and Security; 

I CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS fmffimi#fflM:MiffiJI 
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• NZ Police - as an operational agency that undertakes similar activities; 

• The Department of Internal Affairs - as an agency that receives requests for assistance 

to acquire an assumed identity; and 

• The Ministry of Transport and Waka Kotahi - as agencies that also receive requests for 

assistance to acquire an assumed identity. 

12. The Assumed Identity and Legal Entity MPSs were reviewed together as they cover 
similar activities. 

Proposed changes to the MPSs 

13. The feedback on the three MPSs was that they generally provided appropriate guidance 
to the agencies, but they could be made clearer and more succinct. As a result , we 
propose the following changes: 

• Restructuring and streamlining the MPSs to make them easier to read, including: 

o shortening the titles; 

o developing a common 'cover-sheef that sets out the overarching purpose of all 
MPSs which, once all MPSs are reissued will become the 'landing page' for the 
website versions of all the MPSs; 

o simplifying the language used; 

o reducing repetition; 

o reworking them to better align with the Act; 

o aligning the Assumed Identities and Legal Entities MPSs. 

14. Our understanding is that there are no outstanding matters of disagreement with the 
GCSB, NZSIS or other agencies that were consulted on these MPSs. 

15. The revised MPSs are attached, for you_ to consult with relevant Ministerial colleagues as 
you are required to do under the Act. We have proposed relevant Ministers on the basis 
that the agencies for which they are responsible were consulted on the revised MPSs, as 
reflected in the attached draft letters. The Ministers we recommend consulting with are: 

False and misleading representations 

• Hon Chris Hipkins, Minister for the Public Service, 

Legal entities 

• Hon Grant Robertson , Minister of Finance; 

• Hon Jan Tinetti, Minister of Internal Affairs; 

Assumed Identities 

• Hon Poto Williams, Minister of Police 

• Hon Jan Tinetti, Minister of Internal Affairs ; and 

I CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS 
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• Hon Michael Wood, Minister of Transport. 

16. We have also provided the 2017 versions for your information. 

Next Steps 

17. If you agree with the proposed revised MPSs as attached, we recommend you sign the 
attached letters to send to your ministerial colleagues, as required under the Act. 

18. Once you receive any feedback from your consultation , we can adapt the MPSs to reflect 
any comments if you wish. Subject to your final decision, the MPSs can then be finalised 
and reissued in mid-2021 once the remainder of the MPSs have been reviewed. 

· Attachments: 

Attachment A: Unclassified Draft revised Ministerial Policy Statement: False or misleading 
representations about employment 

Attachment B Unclassified 2017 version of Ministerial Policy Statement: Making false or 
misleading representations under section 228 of the Intelligence and 
Security Act 2017 about being employed with an intelligence and 
security agency 

Attachment C: Unclassified 

Attachment D: Unclassified 

Attachment E: Unclassified 

--
Attachment F: Unclassified 

Attachment G: Unclassified 

Attachment H: ' Unclassified 
- -

Attachment I: Unclassified 

Letter to Hon Chris Hipkins, Minister for the Public Service 
--- - -- - - ------

Draft revised Ministerial Policy Statement: Legal Entities 

2017 version of Ministerial Policy Statement: Creating and 
maintaining a legal entity under subpart 2 of Part 3 of the Intelligence 
and Security Act 2017 

Letter to Hon Grant Robertson, Minister of Finance 

Letter to Hon Jan Tinetti , Minister of Internal Affairs 

Draft revised Ministerial Policy Statement: Assumed Identities 

2017 version of Ministerial Policy Statement: Creating, using and 
maintaining an assumed identity under subpart 1 of Part 3 of the 
Intelligence and Security Act 2017 

----

Attachment J: Unclassified Letter to Hon Poto Williams, Minister of Police 
- -----+-

Attachment K: I Unclassified 

Attachm_e_n_t _L_: ------jl Unclassified 
! 

Letter to Hon Jan Tinetti, Minister of Internal Affa irs 

Letter to Hon Michael Wood, Minister of Transport 

I CONSULTATION ON THREE MINISTERIAL POLICY STATEMENTS t ti"i n.fiifitiMJ iffl ffi•i:ti I 
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UNCLASSIFIED 

ATTACHMENT A 

Draft revised Ministerial Policy Statement: false or misleading 
representations about employment 

UNCLASSIFIED 
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UNCLASSIFIED 

ATTACHMENT B 

2017 version of Ministerial Policy Statement: Making false or 
misleading representations under section 228 of the 
Intelligence and Security Act 20·17 about being employed 
with an intelligence and securit~, agency 

UNCLASSIFIED 
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ATTACHMENT C 

Letter to Hon Chris Hipkins, Minister for the Public Service 

Hon Chris Hipkins 
Minister for the Public Service 
Parliament Buildings 

Dear Minister Hipkins 

Consultation on Ministerial Policy Statement - False or misleading representations about 
employment 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS making false or misleading representations about employment. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies. The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister for the Public 
Service. 

If you have any comments, I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for the Public Service, I would welcome any insights that 
you may have, particularly to ensure the MPS captures the broader public. sector interests that 
come into play when employees of one agency purport to be employed by another agency. 
Officials from the Department of the Prime Minister and Cabinet have liaised with officials from 
Te Kawa Mataaho Public Service Commission and their feedback has been incorporated in the 
attached draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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UNCLASSIFIED 

ATTACHMENT D 

Draft revised Ministerial Policy Statement: Legal Entities 

UNCLASSIFIED 
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UNCLASSIFIED 

ATTACHMENT E 

2017 version of Ministerial Policy Statement: Creating and 
maintaining a legal entity under subpart 2 of Part 3 of the Intelligence 
and Security Act 2017 

UNCLASSIFIED 
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ATTACHMENT F 

Letter to Hon Grant Robertson, Minister of Finance 

Hon Grant Robertson 
Minister of Finance 
Parliament Buildings 

Dear Minister Robertson 

Consultation on Ministerial Policy Statement - Legal Entities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS creating and maintaining legal entities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies . The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the Minister responsible 
for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Finance. 

If you have any comments, I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for Government's fiscal policy and the Public Finance Act 
1989, I welcome any insights you may have. Officials from the Department of the Prime 
Minister and Cabinet have liaised officials from the Treasury and the Ministry of Business, 
Innovation and Employment and their feedback has been incorporated in the attached draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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ATTACHMENT G 

Letter to Hon Jan Tinetti, Minister of Internal Affairs 

Hon Jan Tinetti 
Minister of Internal Affairs 
Parliament Buildings 

Dear Minister Tinetti 

Consultation on Ministerial Policy Statement- Legal Entities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS creating and maintaining legal Emtities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security a9encies to issue MPSs about certain lawful 
activities carried out by the agencies. The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible 1\/linister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the Minister responsible 
for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Internal Affairs. 

If you have any comments, I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for the Department of Internal Affairs, who receives requests 
for assistance to acquire legal entities, I am interested in any insights you may have. Officials 
from the Department of the Prime Minister a1nd Cabinet have liaised officials from the 
Department of Internal Affairs and their feedback has been incorporated in the attached draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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ATTACHMENT H 

Draft revised Ministerial Policy Statement: Assumed Identities 

UNCLASSIFIED 
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UNCLASSIFIED 

ATTACHMENT I 

2017 version of Ministerial Policy Statement: Obtaining, using and 
maintaining an assumed identity under subpart 1 of Part 3 of the 
Intelligence and Security Act 2017 

UNCLASSIFIED 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

UNCLASSIFIED 

ATTACHMENT J 

Letter to Hon Poto Williams, Minister of Police 

Hon Poto Williams 
Minister of Police 
Parliament Buildings 

Dear Minister Williams 

Consultation on Ministerial Policy Statement - Assumed Identities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS acquiring, using and maintaining assumed identities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies. The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible IMinister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Police. 

If you have any comments , I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for New Zealand Police, who undertake similar activities, I 
would welcome any insights that you may have. Officials from the Department of the Prime 
Minister and Cabinet have liaised with officials from New Zealand Police and their feedback has 
been incorporated in the attached draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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ATTACHMENT K 

Letter to Hon Jan Tinetti, Minister of Internal Affairs 

Hon Jan Tinetti 
Minister of Internal Affairs 
Parliament Buildings 

Dear Minister Tinetti 

Consultation on Ministerial Policy Statement - Assumed Identities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS acquiring , using and maintaining assumed identities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful 
activities carried out by the agencies. The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible IMinister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the !inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the current Minister 
responsible for both the GCSB and the NZSIS, I must r~view and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Internal Affairs. 

If you have any comments, I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for the Department of Internal Affairs, who receives requests 
for assistance to acquire assume identities, I am interested in any insights you may have. 
Officials from the Department of the Prime Minister and Cabinet have liaised with officials from 
the Department of Internal Affairs and their feedback has been incorporated in the attached 
draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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ATTACHMENT L 

Letter to Hon Michael Wood, Minister of Transport 

Hon Michael Wood 
Minister of Transport 
Parliament Buildings 

Dear Minister Wood 

Consultation on Ministerial Policy Statement - Assumed Identities 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS acquiring, using and maintaining assumed identities. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) requires the Minister(s) 
responsible for the intelligence anq security agencies to issue MPSs about certain lawful 
activities carried out by the agencies. The MPSs are required to be reviewed within three years 
from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide 
guidance about the conduct of those activities. MPSs do not affect the lawfulness of the 
activities, but may be taken into account by the Inspector-General of Intelligence and Security 
when they are assessing the propriety of the agencies' activities. As the current Minister 
responsible for both the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose 
area of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS is relevant to your portfolio responsibilities as Minister of Transport. 

If you have any comments, I would be grateful to receive these by [date]. 

Given your portfolio responsibilities for the Ministry of Transport and Waka Kotahi , who receive 
requests for assistance to acquire assumed identities, I welcome any insights that you may 
have. Officials from the Department of the Prime Minister and Cabinet have liaised with officials 
from the Ministry of Transport and Waka Kotahi and their feedback has been incorporated in the 
attached draft. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

UNCLASSIFIED 
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Bnefing 
CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: INFORMATION ASSURANCE AND 
CYBERSECURITY ACTIVITIES 

Date 2/07/2021 Priority Routine 

Deadline 23/07/2021 Bri1efing Number 2021 NSP/111 

Purpose 
This briefing outlines the proposed changes to the draft Ministerial Policy Statement (MPS): 
Information assurance and cybersecurity activities, as a result of agency consultation on the MPS. 

To support the ministerial consultation that you are required to do, it also attaches draft letters and a 
revised draft of the MPS for forwarding to Hon Dr David Clark, Minister for the Digital Economy and 
Communications. 

Recommendations 

1. Note that the Department of the Prime Minister and Cabinet is reviewing the 
ministerial policy statements (MPSs) under the Intelligence and Security Act 
2017 (the Act) on your behalf; 

2. Note that we propose minor changes to the MPS: Information assurance 
and cybersecurity activities; 

3. Note that under the Act you are required to consult relevant Ministers as the 
MPSs are reviewed and reissued; 

4. Sign and forward the attached letter and draft revised MPS to YES/ NO 
Hon Dr David Clark, Minister for the Digital Economy and Communications. 

To Y-[.ync 
Deputy Chief Executive 
National Security Group 

I t/r,l\ .... ./ .... ./ .... 

Hon Minister Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

.... .I ... . .I ... . 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 
ASSURANCE AND CYBERSECURITY ACTIVITIES 

DPMC: 4340726 Page 1 of 7 
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Contact for telephone discussion if required: 

Name Position 

Pip Swaney 

Lynda Byrne 

Manager, Security and 
Intelligence Policy, National 
Security Group 

Principal Policy Advisor, 
Security and Intelligence Policy 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 

ASSURANCE AND CYBERSECURITY ACTIVITIES 
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CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: INFORMATION ASSURANCE AND 
CYBERSECURITY ACTIVITIES 

Purpose 

1. This briefing outlines the proposed changes to the draft Ministerial Policy Statement 
(MPS) : Information assurance and cybersecurity activities, following its recent review. 

2. To support the ministerial consultation that you are required to do under the Intelligence and 
Security Act 2017 (the Act), it also attaches a draft letter and revised draft MPS for 
forwarding to Hon Dr David Clark, Minister for the Digital Economy and Communications. 

DPMC is reviewing the ministerial policy statements on your behalf 

3. Under the Act the MPSs are required to be reviewed within three years from the date they 
are issued. The Department of the Prime Minister and Cabinet is undertaking the review 
of the MPSs on your behalf. 

We propose minor changes to the Information assurance and cyber 
security MPS 

4. This MPS provides guidance to the Government Communications Security Bureau 
(GCSB) on providing information and cybersecurity activities with consent. To review this 
MPS we worked with GCSB on whether the MPS provided clear and appropriate guidance 
to the GCSB on these activities. We also consulted with the Inspector-General of 
Intelligence and Security and the National Cyber Policy Office. 

5. Feedback from the consultation was that on the whole, the Information assurance and 
cybersecurity activities MPS provided sufficient guidance to the GCSB and did not need 
substantive changes. The proposed changes to the MPS are to align with the GCSB 
website and the other MPSs, and to improve clarity and brevity. As with the other MPSs 
the common content has been moved into the cover-sheet, which is intended to become 
the MPS 'landing page' when on the NZIC website. 

6. The draft revised MPS is attached at Attachment A. 

The Act requires you to consult with relevant Ministers before 
reissuing the revised MPS 

7. The Act requires you to consult with any other Minister of the Crown whose area of 
responsibility includes an interest in the proposed MPS. 

8. We recommend you consult with the Minister for the Digital Economy and 
Communications on this revised MPS. A draft letter is attached at Attachment C, for your 
signature. 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 

ASSURANCE AND CYBERSECURITY ACTIVITIES 

DPMC: 4340726 
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Next Steps 

9. Once you have received feedback from Minister Clark, we will support you in adapting the 
MPS to reflect any comments, if you wish . 

10. You have three MPSs with you, awaiting Ministerial consultation: Legal Entities, Assumed 
Identities and False and misleading representations about employment. We expect to 
provide you with the remaining four MPSs wiithin the coming weeks for consultation with 
your ministerial colleagues, with the aim of all being reissued by August 2021. 

11. When all 11 MPSs have been reviewed, we will submit them together for your signature 
so they can all be reissued on the same date. 

I I 

Attachments: I I 
I 
! 

Attachment A: Unclassified Draft revised Ministerial Policy Statement 

Attachment B: Unclassified 2017 version of the Ministerial Policy Statement 
~- - - --

Attachment C: Unclassified Draft lett,er to Hon Dr Clark, Minister for the Digital 
Economy and Communications 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 
ASSURANCE AND CYBERSECURITY ACTIVITIES 
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Attachment A 

Draft revised ministerial policy statement: Information assurance and 
cybersecurity activities 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

Attachment B 

2017 ministerial policy statement: Providing information assurance 
and cybersecurity activities under s~~ction 11 of the Intelligence and 
Security Act 2017 with consent 
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Attachment C 

Letter to Hon Dr David Clark 

Hon Dr David Clark 
Minister for the Digital Economy and Communications 
Parliament Buildings 

Dear Minister Clark 

Consultation on Ministerial Policy Statement - Information assurance and cybersecurity 
activities 

I enclose for your comment the draft revised ministerial policy statement (MPS) on information 
assurance and cyber security activities). 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue MPSs about certain lawful activities carried out by the Government 
Communications Security Bureau and the New Zealand Security Intelligence Service. The MPSs 
are required to be reviewed within three years from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but may 
be taken into account by the Inspector-General of Intelligence and Security when assessing the 
propriety of the agencies' activities. As the current Minister for the GCSB and the NZSIS, I am 
responsible for reviewing and reissuing the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the Information assurance and cybersecurity activities MPS is relevant to your 
portfolio responsibilities as Minister for the Digital Economy and Communications. 

The Department of the Prime Minister and Cabinet (DPMC) is undertaking a review of the MPSs 
on my behalf. In relation to this particular MPS, in addition to the GCSB, DPMC has consulted 
with the Inspector-General of Intelligence and Security, and the National Cyber Policy Office. in 
DPMC. This consultation has shown that the MPS provides sufficient guidance to the GCSB and 
does not require substantive change. The proposed changes are to update the MPS to be 
consistent with the GCSB website and to improve clarity and brevity. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachments: Draft revised Ministerial Policy Statement: Information assurance and cybersecurity activities 

2017 version of Ministerial Policy Statement: Providing information assurance and cybersecurity 
activities under section 11 of the Intelligence and Security Act 2017 with consent 
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Briefing 
CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: INFORMATIION MANAGEMENT 

• • J, • • . . ' .. . e GCSB and NZSIS 
~-------------- -~-----

Date 5/07/2021 Pric)rity Routine 

Deadline 16/07/2021 Bri1efing Number 2021 NSP/129 

Purpose 

This briefing outlines a series of proposed changeis to the Ministerial Policy Statement (MPS) on 
Information Management, as a result of agency consultation on the MPS. 

To support the Ministerial consultation that you are required to do, it also attaches draft letters and 
the revised draft MPS for forwarding to relevant ministers. 

Recommendations 

1. Note that the Department of the Prime Minister and Cabinet is reviewing 
the ministerial policy statements (MPSs) under the Intelligence and 
Security Act 2017 (the Act) on your behalf; 

2. Note that we propose a number of chanf1es to the MPS: Information 
Management; 

3. Note that under the Act you are required to consult relevant Ministers as 
the MPSs are reviewed and reissued; 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: CONDUCTING SURVEILLANCE 

IN A PUBLIC PLACE 

DPMC: 4399643 

ir• 88Pffll3E,.8E 
Page 1 of 10 
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4. Sign and forward the attached letters and draft MPS to: 

4.1 Hon Jan Tinetti, Minister of Internal Affairs 

4.2 Hon Kris Faafoi, Minister of Justice 

Tony t nch Hon Andrew Little 

YES/ NO 

YES/ NO 

Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

0-5 a:r 2\ .. . ..I. ... ./ .... . .. . .I ... . .I ... . 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 
MANAGEMENT 

DPMC: 4399643 

~l!BTftJO'l"l!l!!S 
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Contact for telephone discussion if required: 

Lynda Byrne 

Greg Mitchell­
Kouttab 

Security and 
Intelligence Policy, National 
Security Group 

Principal Policy Advisor, 
Security and Intelligence Policy 

Principal Policy Advisor, 
Security and Intelligence Policy 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 

MANAGEMENT 

DPMC: 4399643 
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CONSULTATION ON MINISTERIAL POLICY 
STATEMENT: INFORMATIC)N MANAGEMENT 
Purpose 

1. This briefing outlines the proposed changes to the draft Ministerial Policy Statement 
(MPS): Information Management, following its recent review. 

2. To support the ministerial consultation that you are required to do under the Intelligence 
and Security Act 2017 (the Act), it also attaches draft letters and a revised draft of the MPS 
for forwarding to relevant ministers. 

DPMC is reviewing the ministerial poliicy statements on your behalf 

3. Under the Act the MPSs are required to be reviewed within three years from the date they 
are issued. The Department of the Prime Minister and Cabinet is undertaking the review 
of the MPSs on your behalf. 

We propose a number of changes to the Information Management 
MPS 

4. This MPS provides guidance for employees on the management of information, including 
its retention and disposal. To review this MPS we worked with the NZSIS and GCSB on 
whether the MPS provided clear and appropriate guidance on managing information. We 
also consulted with the Inspector-General of Intelligence and Security, the Office of the 
Chief Archivist and the Office of the Privacy Corn missioner. 

5. Feedback from the consultation was that the MPS was too long and contained too much 
information directly taken from the Act. As a result, we propose the following changes to 
improve clarity and brevity: 

a) We removed unnecessary language, including: 

i) language directly replicated from the Act; 

ii) definitions that are common to all MPSs, which will now be covered in a common 
'landing page' for all MPSs on the NZIC website; and 

iii) sections common to all of the information MPSs, which will now be covered in a 
common cover sheet for those MPSs; 

b) We provided updates relating to the Privacy Act 2020; 

c) We inserted advice from the Chief Archivist to give greater clarity around archives 
requirements; 

d) We ensured greater clarity around requirements for the sharing and disposal of 
information; 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 
MANAGEMENT 

DPMC: 4399643 

"l!J,"IC7Pl!E5 
PAGE4 OF 10 
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e) We made more explicit reference to the IGIS oversight role and the need for agencies 
to support that role; and 

f) We provided greater detail around the necessity and proportionality requirements of 
information management. 

6. The revised draft MPS is attached at Attachment A. The 2017 version of the MPS is also 
attached at Attachment B. 

7. Because MPSs can only clarify current legislation, the revised draft MPS does not address 
information management issues raised in the report of the Royal Commission of Inquiry 
into the terrorist attack on Christchurch masjidain . These issues will be addressed through 
the statutory review of the Act, which is due to commence this year. 

The Act requires you to consult with relevant Ministers before 
reissuing the revised MPS 

8. The Act requires you to consult with any other Minister of the Crown whose area of 
responsibility includes an interest in the proposed MPS. 

9. We recommend you consult with: 

a) Hon Jan Tinetti - Minister of Internal Affairs (responsible for Archives); and 

b) Hon Kris Faafoi - Minister of Justice (responsible for the Privacy Act 2020). 

10. Draft letters to these Ministers are attached as Attachments D and E for your signature. 

Next Steps 

11. Once you receive any feedback on the MPS from Ministerial consultation, we will support 
you in adapting the MPS to reflect the comments. 

12. When all 11 MPSs have been reviewed, we will submit them together for your signature 
so they are all reissued on the same date. 

Attachments: I 
Attachment A: Unclassified Draft revised Ministerial Policy Statement 

---

Attachment B: Unclassified Common MPS landing page 

Attachment C: Unclassified 2017 version of the Ministerial Policy Statement 

Attachment D: Unclassified Draft letter to Hon Jan Tinetti, Minister of Internal Affairs 
--

Attachment E: Unclassified Draft letter to Hon Kris Faafoi, Minister of Justice 

CONSULTATION ON MINISTERIAL POLICY STATEMENT: INFORMATION 

MANAGEMENT 

DPMC: 4399643 PAGE 5 OF 10 
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Attachment A 

Draft revised Ministerial Policy Staternent: Information Management 
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Attachment B 

Common MPS landing page 
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Attachment C 

2017 version of Ministerial Policy Statement: The management of 
information obtained by GCSB and NZSIS, including retention and 
disposal of that information 
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Attachment D 

Hon Jan Tinetti 
Minister of Internal Affairs 
Parliament Buildings 

Dear Minister Tinetti 

Consultation on Ministerial Policy Statement: Information Management 

I enclose for your comment the draft revised ministerial policy statement (MPS) on Information 
Management. 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue MPSs about certain lawful activities carried out by the Government 
Communications Security Bureau and the New Zealand Security Intelligence Service. The MPSs 
are required to be reviewed within three years from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but may 
be taken into account by the lnspector-Generar of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister for the GCSB and the 
NZSIS, I am responsible for reviewing and reissuing the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS has relevance to your portfolio responsibilities as Minister of Internal 
Affairs (with responsibility for Archives) . 

The Department of the Prime Minister and Cabim~t is undertaking a review of the MPSs on my 
behalf. In relation to this particular MPS, in addition to the NZSIS and GCSB, DPMC has 
consulted with the Inspector-General of Intelligence and Security, the Office of the Chief Archivist 
and the Office of the Privacy Commissioner. The consultation highlighted that a number of 
changes were required to this MPS to provide gre~ater clarity and brevity, and to reflect the new 
Privacy Act 2020. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachments: Draft revised Ministerial Pol icy Statement: Information Management 

2017 version of Ministerial Pol icy Statement: Information Management: The 
management of information obtained by GCSB and NZSIS, including retention 
and disposal of that information 
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Attachment E 

Hon Kris Faafoi 
Minister of Justice 
Parliament Buildings 

Dear Minister Faafoi 

Consultation on Ministerial Policy Statement: Information Management 

I enclose for your comment the draft revised ministerial policy statement (MPS) on Information 
Management. 

Sections 206 and 207 of the Act require the Minister(s) responsible for the intelligence and 
security agencies to issue MPSs about certain lawful activities carried out by the Government 
Communications Security Bureau and the New Zealand Security Intelligence Service. The MPSs 
are required to be reviewed within three years from the date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities , but may 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister for the GCSB and the 
NZSIS, I am responsible for reviewing and reissuing1 the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility .includes an interest in the proposed statement. In this case, I seek your 
comments as the MPS has relevance to your portfolio responsibilities as Minister of Justice (with 
responsibility for the Privacy Act 2020). 

The Department of the Prime Minister and Cabinet is undertaking a review of the MPSs on my 
behalf. In relation to this particular MPS, in addition to the NZSIS and GCSB, DPMC has 
consulted with the Inspector-General of Intelligence and Security, the Office of the Chief Archivist 
and the Office of the Privacy Commissioner. The consultation highlighted that a number of 
changes were required to this MPS to provide greater clarity and brevity, and to reflect the new 
Privacy Act 2020. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

Attachments: Draft revised Ministerial Policy Statement: Information Management 

2017 version of Ministerial Policy Statement: Information Management: The 
management of information obtained by GCSB and NZSIS, including retention 
and disposal of that information 
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CONSULTATION ON THE FINAL THREE 
REVIEWED MINISTERIAL POLICY STATEMENTS 

Date 27/10/2021 Priority Routine 

Deadline 5/11/2021 Bri1~fing Number 2122NSP/050 

Purpose 

This briefing outlines the proposed changes to the final three Ministerial Policy Statements (MPS) 
that have been reviewed : 

• Collecting human intelligence; 

• Publicly available information; and 

• Section 121 requests, 

It also seeks your agreement to send draft letters and revised drafts of the MPSs to relevant 
Ministers for consultation, as required under the Intelligence and Security Act 2017, 

Recommendations 

1. Note that we have consulted with relE~vant agencies on all three 
revised MPSs; 

2, Approve the draft revised MPS: Collecting Human Intelligence 
(Attachment A) for Ministerial consultation; 

3. Approve the draft revised MPS: Publicly available information 
(Attachment C) for Ministerial consultation; 

4. Approve the draft revised MPS: Section 121 Requests (Attachment 
E) for Ministerial consultation; 

5. Sign and forward the attached letter (Attachment G) to 
Hon Kris Faafoi, Minister of Justice, attaching the draft Publicly 
Available Information MPS; 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 

DPMC: 4446132 

YES/NO 

YES/ NO 

YES/NO 

YES/ NO 

Page 1 of 21 
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6. Sign and forward the attached letter (Attachment G) to Hon Dr David 
Clark, Minister for Digital Economy andl Communications, attaching 
the draft Publicly Available Information MPS; 

7. Sign and forward the attached letter (Attachment H) to Hon Poto 
Williams, Minister of Police, attaching the three draft MPSs. 

Tony Lynch Hon Andrew Little 

YES/NO 

YES/ NO 

Deputy Chief Executive 
National Security Group 

Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 

?} /0 
... ..I. .. . ./2021 .... .I .... ./2021 

I coNsuLTAT10N oN THE FINAL THREE REv1EwEo M11N1sTER1AL Poucv sTATEMENTs I Hfn~@t&@f 

DPMC: 4446132 Page 2 of 21 
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Contact for telephone discussion if required: 

Pip Swaney 

Lynda Byrne 

Manager, Security and 
Intelligence Policy, National 
Security Group 

Principal Policy Advisor, 
Security and Intelligence 
Policy, National Security 
Group 

Minister's office comments: 

□ Noted 
□ Seen 
□ Approved 
□ Needs change 
□ Withdrawn 
□ Not seen by Minister 
□ Overtaken by events 
□ Referred to 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 

DPMC: 4446132 
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CONSULTATION ON THE FINAL THREE 
MINISTERIAL POLICY STJ~TEMENTS 

Purpose 

1. This briefing outlines the proposed changes to the final three Ministerial Policy Statements 
(MPSs) that have been reviewed: 

• Collecting human intelligence; 

• Publicly available information ; and 

• Section 121 requests . 

2. It also seeks your agreement to send draft letters and revised drafts of the MPSs to relevant 
Ministers for consultation, as required under the Intelligence and Security Act 2017. 

These are the final MPSs to be reviewed 

3. The Department of the Prime Minister and Cabinet, working closely with GCSB and NZSIS, 
is reviewing the eleven MPSs on your behalf. The Overseas Cooperation MPS was 
reviewed and reissued on 1 April 2021 . All other MPS have been reviewed and can be 
reissued together once the attached MPSs have been consulted with relevant Ministers, 
and any revisions made. 

How did we review these MPSs? 

4. We reviewed the Collecting Human Intelligence, Publicly Available Information and Section 
121 MPSs at the same time, as they all relate to information collection. We worked with 
the policy, legal and operational branches of the GCSB and NZSIS to consider: 

a) whether the MPS provided clear and appropriate guidance to the agencies on the 
activity covered by the MPS; 

b) how the agencies had incorporated the MIPS into their operations and whether there 
were any impediments to the operationalisation of the MPS; 

c) any unintended consequences, or other issues, including on the effectiveness and 
efficiency of the agencies; 

d) the comments and views of relevant oversight bodies, including the Inspector-General 
of Intelligence and Security (IGIS) and Government agencies. 

5. In reviewing these MPSs we also considered the Report of the Royal Commission of Inquiry 
into the terrorist attack on Christchurch masjidain on 15 March 2019 (Royal Commission 
Report) and the comments they made in relation to information collection . 

6. We worked closely with the IGIS and his office, to ensure the revised MPSs provide the 
right level of assistance in supporting their pversight role. 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 

DPMC: 4446132 Page 4 of 21 
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Some changes are common to all ele~ven MPSs 

7. All MPSs have been amended to: 

a) Include a cover sheet (or website landing page). The cover sheet sets out the 

overarching purpose of the MPSs, so each individual MPS just focuses on the specific 

activity it covers; 

b) Improve readability, by simplifying the language (including the titles of the MPSs) and 

reducing repetition; 

c) Separate the context (which is of more interest to the public) and the guidance to the 

agencies; 

d) Clarify that the MPS only applies to lawful activity, and set out the legal obligations in 

relation to the activity covered by the MPS; and 

e) Set out that the agencies are public service agencies and must comply with policies 

and procedures common to all New Zealand public service agencies. 

Changes have been made that are consistent across the information collection MPSs 

8. For the three information collection MPSs, we have also included a description of the 

information collection framework - setting out the methods the agencies use to perform 

their statutory functions, and revising the scope sections to clearly specify what is in scope 

of each MPS, what is out of scope and what is within scope of another MPS. This is as the 

result of feedback that it could be confusing to know which MPS applied to which activity. 

9. Descriptions of each MPS, the consultation undertaken during the review and the proposed 

revisions (in addition to those in the paragraphs above) are set out below. 

Collecting human intelligence MPS 

10. The Collecting Human Intelligence MPS sets out your expectations, as responsible 

Minister, for how GCSB and NZSIS properly collects information from individuals (referred 

to as human intelligence) without an intelligence warrant or authorisation under the Act. In 

addition to the GCSB, NZSIS and the IGIS, New Zealand Police and the Privacy 

Commissioner were consulted: 

11 . The main changes to this MPS are: 

• The context section has been made clearer and has been simplified; 

• The 'warnings' section has been revised to provide more guidance to the agencies on 

how to make a statement to people they engage with that is intended to deter a person 

from a particular course of action. The MPS now stipulates that the agencies must 

have an internal policy to guide this activity; 

• A separate 'conflicts of interest' section has been added, to be clear that employees 

should not be involved in operations where a conflict of interest exists; 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 

DPMC: 4446132 Page 5 of 21 
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• It now specifies that foreign implications may also arise in relation to domestic human 
intelligence activity, not just in overseas intelligence activity, and in these circumstances 
the agencies must consult MFAT. 

Publicly available information MPS 

12. The Publicly Available Information MPS sets out your expectations on how GCSB and 
NZSIS properly obtain , collect and use publicly available information. In addition to the 
GCSB, NZSIS and the IGIS, the following agencies were consulted: 

• Government Chief Privacy Officer; 

• Ministry of Justice; 

• New Zealand Police; and 

• The Privacy Commissioner. 

13. The main feedback on this MPS was that it was focused on the use of publicly available 
information in relation to specific persons of interest. One of the findings of the Royal 
Commission Report was that collecting information for target discovery purposes was 
problematic under the current authorising environment. The Publicly Available Information 
MPS was an example of this. 

14. The revised MPS has been re-framed to capture the broader range of uses of publicly 
available information, including for target discovery. The range of uses has been described. 
Other changes include: 

• The MPS now includes a requirement that the agencies have an internal policy that 
provides guidance on the collection, use, retention and disposal of large personal 
datasets that were obtained through collecting publicly available information; 

• It includes an example to demonstrate the applicability of section 19 of the Act (which 

provides that the exercise of the right to freedom of expression does not justify activity 
by an intelligence and security agency) in relation to publicly available information. 

15. In addition, we received recommendations for operational detail (particularly to align with 
NZ Police's collection and use of publicly avai lable information) that will be reflected in the 
NZSIS and GCSB's internal guidance. 

Section 121 requests MPS 

16. The Section 121 requests MPS sets out your expectations for how the agencies make 
requests under section 121 of the Act. Section 121 of the Act recognises the existing 
ability of the GCSB and NZSIS to request information from other agencies, where the 
Director-General believes the information is necessary to enable the agency to perform 
their functions. 

17. In addition to the GCSB, NZSIS and the IGIS, New Zealand Police and the Privacy 
Commissioner were consulted. 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 
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18. The main changes to this MPS are: 

• It now clarifies the scope of a section 121 request. The previous MPS used the term 

'formal requests', which was not clear to operational staff. The revised MPS includes 

more information about what is in and out of scope; 

• It has been revised to make it clear that section 121 requests can include requests for 

information to assess the validity of leads; 

• The oversight section now sets out that the way in which section 121 requests are 

recorded may depend on the request (including a saved email) . 

There are no outstanding issues from the consultation 

19. All agencies we consulted were given an opportunity to provide feedback on the second 

revised draft of the MPS. If any feedback was not taken on board, we provided justification 

for this, which the agencies have accepted. As far as we are aware, there are no remaining 

differences in views. 

20. The IGIS has commented that the revised MPSs are a vast improvement on the existing 

versions. 

Next steps 

21. If you agree with the proposed revisions, we recommend you sign the attached letters to 

send to your ministerial colleagues, as required under the Act. The 2017 versions of the 

MPSs are attached to send to your colleagues, along with the revised version of the MPS. 

We have not provided a tracked change version as the changes are too extensive for this 

to be useful. However the letters outline the main changes. 

22. Once you receive any feedback from your consultation, we will amend the MPSs to reflect 

the comments, if you wish. The MPSs can then be finalised and reissued, along with the 

others that have already been reviewed. 

Attachment A: 

I Attachment B: 

Attachment C: 

-

j Attachment D: 

UNCLASSIFIED Draft revised Ministerial Policy Statement: Collecting 
Human Intelligence 

-

UNCLASSIFIED 2017 version of Ministerial Policy Statement: Collecting 
information lawfully from persons without an intelligence 
warrant or authorisation given under section 78 of the 
Intelligence and Security Act 2017 

-

UNCLASSIFIED Draft revised Ministerial Policy Statement: Publicly 
Available Information 

UNCLASSIFIED 2017 version of Ministerial Policy Statement: Obtaining and 
Using Publicly Available Information 

-

UNCLASSIFIED Draft revised Ministerial Policy Statement: Section 121 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 
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I Attachment F: 

I Attachment G: 

j Attachment H: 
I 

Attachment I: 

,-c0,,-1 o,rno 

UNCLASSIFIED 2017 version of Ministerial Policy Statement: Requesting 
Information from agencies under section 121 of the 

Intelligence and Security Act 2017 

UNCLASSIFIED Letter to Hon Kris Faafoi, Minister of Justice 

UNCLASSIFIED Letter to Hon Dr David Clark, Minister for Digital Economy 
and Communications 

UNCLASSIFIED Letter to Hon Poto Williams, Minister of Police 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 
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ATTACHMENT A 
Draft revised Ministerial Policy Statement: Collecting Human 
Intelligence 

I CONSULTATION ON THE FINAL THREE REVIEWED MINISTERIAL POLICY STATEMENTS 

DPMC: 4446132 
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DRAFT - PRIOR TO MINISTERIAL CONSULTATION 

Ministerial Poliry S tatenient 

Collecting human intE~lligence 

Summary 

The GCSB and NZSIS collect information from individuals on a regular basis for the performance of their 

functions. This collection activity, also referred to as human intelligence activity1, can be carried out on 

an ordinarily lawful basis without an intelligence warrant or authorisation under section 78 of the Act. 

This Ministerial Policy Statement (MPS) provides guidance for the GCSB and NZSIS when collecting 

human intelligence without an intelligence warrant or specific authorisation under the Act. When 

collecting human intelligence, GCSB and NZSIS must have regard to the following principles: legal 

obligations, necessity, proportionality, minimal impact on third parties, appropriate conduct and 

oversight. This MPS also specifies certain matters to be included in internal policy and procedures. 

Definitions 

The Act means the Intelligence. and Security Act 2017 

Agency means any person, whether in the public sector or the private sector, and includes a department and 

an interdepartmental venture 

GCSB means the Government Communications Security Bureau 

NZSIS means the New Zealand Security Intelligence Service 

CONTEXT 

Collecting human intelligence occurs within a wider information collection context 

1. GCSB and NZSIS obtain or collect information through a range of methods authorised under the 

Act in order to perform their statutory functions. These authorities include: 

a. Intelligence warrant; 

b. Business records directions; 

1 The Act defines human intelligence activities as activities that involve the use of any person to gather intelligence. 
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c. Authorisations to access restricted information; and 

d. Direct access agreements. 

2. GCSB and NZSIS also co llect information through means that do not require a specific legal 

authorisation, including: 

a. Through the disclosure of information - this may be provided in a number of ways, 

including: 

1. unsolicited, without any prior request from GCSB or NZSIS; 

ii . in response to a request from (iCSB or NZSIS under section 121 of the Act [LINK) 

iii. by collecting, requesting and receiving infqrmJition from a person (known as 

human intelligence activities) (this M~S) 

iv. from overseas public authoritie;;_ (§41,da~ce on co'bperation with overseas public 

authorities is addressed in [LIN.l<Jf :::- · ·· 
'·.•·::::/" 

b. Obtaining, collecting and using publicly,.~v;:i_)lable infqr.p1ation [LINK]) 
~:.:::·?:. . . :~{::-::·~ ~ . 

c. Through the conduct of oth~r lawful ac:tivffi~_s, -~µ~tf :~~;•conducting surVei!lance in a public 

place [LINK]. . . •·.:>/:}:'.'.'.'. 

Human intelligence activities -:-· :{J\: :-::, 
,• ... -:•.-··. 

3. Collecting intelligen<;!=l :is. a .~tatutory funs:ti.on of the ·Ge::SB and ·N2~.IS. When a GCSB or NZSIS 
~/.:.:,:-:-:' , .. ·•:•.-:·. ·-. ,•' ·. : : .· 

employee collec~sff.e·c1u"ests·f>n ~,ceives informati_o~ drrectly fro111 a pe·rson (rather than through the 

interception of \ Ommunicatid:rif :or seizure of ·information) it · is often referred to as human 

intelligence (or 'H liMINTJ };<: : ·· 
. ,, .•:•-=· .. :: . 

4. Human·iotelligen~e can 2bMft~@Mi:;;·rig~.5?J sou·r~e~ - from covert human intelligence sources at 

qne ·end of the spectrum, t~:•t~faate individual,~ W_~o· independently offer information, at the other 

end. There is also a broad rang~·q.t_h_~man intelligence activities. For example, human intelligence 

activities -include: 

• interview,ing individ~al~ _that have knowledge, or access to knowledge, of interest; 

• building lohg-term relationships with someone with connections to a person or a group of 

security concerti, or with access to information or foreign intelligence of value to the 

New Zealand G·6vernment; and 

• engaging openly with the public or community members. 

5. Human intelligence can enhance intelligence obtained from other sources, help ascertain a person's 

intentions, identify matters or other people of security concern, and eliminate individuals or matters 

from investigations. 

6. GCSB and NZSIS employees may carry out human intelligence activities on the following basis: 

• Declared (where the person is aware an employee is from the GCSB and NZSIS); or 
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• Undeclared (where the employee purports to be from the New Zealand Government but 

not from GCSB and NZSIS) or non-official (where the officer purports to be from outside of 

government) . Collecting information from individuals on a clandestine or covert basis may 

allow GCSB and NZSIS to obtain information that a person would otherwise not disclose to 

them. 

7. While the two agencies have consistent objectives and functions, each has distinct specialist 

capabilities. GCSB specialises in signals intelligence and information assurance and cybersecurity 

activities, while NZSIS specialises in human intelligence activities. Collecting human intelligence is 

an important tool used by the GCSB and NZSIS to help fulfill their statutory objectives. Other 

New Zealand government agencies with intelligence collecti~f.1 .. :0r law enforcement functions use 

the same methods for their own statutory purposes. _.;: ;\: ::: 

8. Human intelligence collected by GCSB and NZSIS is ran:i'i/'.J~J~:·:q8f vidence in criminal proceedings. 

However, to the extent that it might be, the usual r~les and prtitec;_ti_ons will apply in every case, 

including those set out in the Evidence Act 2006. · •:•. 
·:.:;-:.-

9. Mere exposure of the fact that human intelligenc'e activities have been cai~i~~ out by GCSB or NZSIS 

could pose reputational risk for the New Zealand Government_. There is also ,i"risk•that, if something 

goes wrong with an operation, erry_p_lpyees or the person prpvidi~g the informatfoH,.could be put in 

danger. In addition, this could.;WM/~ · rl?putational ··or · diplomatic risk to GCSB, NZSIS or the 

New Zealand Government more brlfa·1/\i~{·r:r?Y. impact ri~g~tively on public trust and confidence 

in GCSB and NZSIS and public willin~j'h~$.~ to ~fig~ge yvith the.:agencies. Because of the nature of 

these activities and th!:l risks posed by th.eJ;:• specifi~_guiJ~h_c;!3 in t,he form of this MPS is appropriate. 
. . ·• /._ .. '.:. :-·=::::·r~:::::•. 

GUIDANCE FOR GC~B Jmd NZSI~ 

Scope of thi~ MPS 
~l:-: :::t~~<:/:.. .:;- ·~:;·· :·:. . . 

10. 1bi.~} ,1PS applies fo :_!~Vyful human intelligence activities carried out by GCSB and NZSIS employees 

itt~f P.erformance 
0

cif t heir int~lligence collection and analysis function . If the activity is otherwise 

un1~$@,··c1n authorisati~li ·q·nder Part 4 of the Act is required before the activity may be carried out. 
·•:. ~ :\: •, . ·•··· 

11 . This MPS appli.~s regardless of. whether intelligence is collected from a person in a face-to-face 

meeting, ove·r tR~::i~ternet, oft fia another form of communication. 

12. When carrying ~-~:~:.:~QJri9,h .fai~i;igence activities, GCSB and NZSIS employees may use a range of 

tools and methods f~} \~btaining information that are subject to separate ministerial guidance. 

When this occurs, the activity must be conducted in accordance with the guidance in this MPS as 

well as other relevant ministerial guidance. For example, when employees: 

• carry out human intelligence activities using an assumed identity, this MPS should be read 

alongside the MPS on Assumed identities [LINK]; 

• make a false and misleading representation about their employment during the course of 

human intelligence activities, this MPS should be read alongside the MPS on False or 

misleading representations about employment [LINK]; 
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• request information to be voluntarily disclosed by another agency under section 121 of the 

Act, this MPS should be read alongside the MPS on Section 121 Requests [LINK}. 

13. This MPS does not apply to: 

• activities carried out as part of routine administrative and business functions, which are 

common to most public service departments. For example, activities carried out as part of 

procurement or employment processes; 

• collection of information that is publicly available as set out in the MPS: Publicly available 

information [LINK]; 

• activities carried out for the purposes oif providing prd~E;!dive security services, advice and 

assistance. For example, activities carried out by th_e/;csB for the purposes of providing 

consented information assurance and cyberse~ur\t/ ' S1-i°~h activity is covered by a separate 

MPS, Providing information assurance and cyber;·ecurit/d~tiVities [LINK]; 
/ . •, . 

• requests for information made by GCSB ·to facilitate its regu1~\ 0!Y function under Part 3 of 

the Telecommunications (lnterceptio.n· .c:a·pf!bility and Security) A~t -2013; 
··:;:,•-( •, .1.;.,:-=:\ '• 

Principles . ~n::=·· 
,:·. ·..;,.. -:·-:/'/ 

14. The following principles constitute a fri3mewo~k for goocH:f~~i~ion making and set out best practice 

conduct. They must be taken into accou ~t by G_c;sB anc/%'.itJ~ employees when planning and 

conducting human i_Q.~~11,ig~nce activitiEis, All h~_~an ._i nte11I~:~'.o:~.e .. activities, particularly those 

conducted on a l9_n?f} efm ~~sis, should be subject ·t~ orig9 in,g re~i;~ as to whether they continue 

to be consistent:W.lt~:::these prlhs;JP,les. . . 

Legal obligations .•, : :}\:• . };;;lt_::. 
. ' -;,-:?· _:,>:<: ;~:::-.. . . . 

15. Where human intelli,gence --~~tiiiities invo!\'.f.~he collection of personal information, the Privacy Act 

~920 w ill apply, i~~I\J~ in~ inM~fof.ll\on pri;~{{~/ inciple 4@1 which states that personal information 

shall not be collected by Li_nlawfui) r,ieans. 

16. GCSB and'NZSIS may remunerc!te hurrlaifsources but must not engage in any activity that could be 

understood as coercion, blac:_kmail, entrapment, or harassment. 
~· ... ', 

17. Employees must avqjd taskf~:~, encouraging, or condoning any unlawful activity in New Zealand. 

Employees must not imp.ly tit' suggest that theiy have the power or authority to offer favourable 

treatment in official or judicial processes, such as immigration or citizenship determinations, or in 

criminal or civil proceedings. Criminal immunity is only available in respect of activities conducted 

pursuant to an authorisation, or in circumstances envisaged by section 111 of the Act. 

18. Where appropriate, legal advice should be sought during the planning and conduct of human 

intelligence activities. 

Necessity 

19. Human intelligence activities can be carried out when necessary to enable GCSB and NZSIS to 

perform their statutory functions. This includes activities for the purposes of security, training, or 
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the development of capabilities. For the avoidance of doubt, this also includes carrying out human 

intelligence activities to assess the validity of lines of enquiry or leads. GCSB and NZSIS may also 

need to collect simi lar or the same information from a range of different people, including for the 

purposes of assessing the reliability of the information. 

20. The principle of necessity reflects the law in relation to the collection of personal information. 

Information privacy principle 1 in the Privacy Act 2020 provides that personal information should 

not be collected unless the information is being collected for a lawful purpose connected with a 

function or activity of the agency, and the collect ion of the information is necessary for that purpose. 

Proportionality 

21. The impact of human intelligence activities should be proportion·a'te to the purpose, including the 

anticipated outcomes of the activity. 

22. When assessing the proportionality of human ~~t~llig~hce a~tiiiiti~s, the GCSB and NZSIS must 

consider the scope of the proposed activity, tpe (is~ the activity pose~ to the person providing the 

information, employees, and third parties/: a(ld reputational risks · t<;> G_CSB, NZSIS and the 

New Zealand Government more broadly if th°f ~~:tl.y.1,ity is comp,romised. The_Jevel of intrusion into 

the affairs of a person is also relevant to a propo~l6~~1.ity a_ssi~{~ent. Consid~rc;1{ tbr:, should always 

be given to whether the informati'c;i_h'S(:)_Ught has alr~~·a) ·.G~i«'~ollected and, if ~tf'whether it can 
•• ,• .. ::: . ··< •• 

be collected in a different and less· iht('i.isiv'~ w~y. ·-<:\ ... 

23. GCSB and NZSIS should also have re~a-rd to posdfble risks ~:\~·~··[11dividual within the community 

from which the per.sc;,rf r.iQY!.sti.ng information COli)eS, and betw~·~·i{ the community and the state, 

particularly in the··2?·s/ of ~\ilf~~rjty commtJ~ity. .. . :· 
·. :-:,: - _:_! __ :;_:.:_:_;_ . 

,:::· ;· :-. 
Minimal impact on thifd·pqrties _:{) 

24. The p_0ssibl~. impc!_c:t of ·~tiaj_a~}btliftf~?t,:(~. c!Ctivities o_n persons who are not relevant to the matter 

about ~hfch i~fc/r111ation i;-=-s:~hg_ht sho~id -:tf~]:c;\;lnsid~red. Any impact on third parties should be 
. -~. :. ·. ·. ,•":::,: .. ;:;::. ". ·:-~:::.-::,··· 

limited as far as practicable, and -~r\y._adverse irripads should be considered in light of the necessity 

principle and be proportionate to\ hl :p.wpose of the activity . 
.. -\}: 

Oversight 

25. GCSB and NZSIS .must carry 9.ut all activities in a manner that facilitates effective oversight, including 

through the keepirig .of appropriate records about the planning, approval, conduct, and reporting 

of human intelligence ac~ivitl~s. 

Matters to be reflected in internal policies and pirocedures 

26. As public service agencies, GCSB and NZSIS must comply with legislation, policies and procedures 

common to all New Zealand public service agencies.2 

27. In addition, where relevant to their activities GCSB and NZSIS must have, and comply with, internal 

policies and procedures that are consistent with the requirements and principles of this MPS, and 

2 This includes the Public Service Act 2020 and the Health and Safety at Work Act 2015. 
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must have systems in place to support and monitor compliance. These policies and procedures 

must also address the following matters: 

• Procedural fairness 

• 

GCSB and NZSIS employees must make reasonable efforts to ensure interviewees 

understand that an interview is an opportunity to provide comment to inform any 

assessment NZSIS and/ or GCSB may make. 

GCSB and NZSIS must apply general standards of procedural fairness. What is required will 

depend on the particular circumstances, and the types of measures required to ensure 
/.:•, 

procedural fairness will be set out in internal guidat'},c~?:J or example, where relevant, the 

purpose of an interaction or interview with a me91_~~t::gf the public should be made clear, 

as well as the voluntary nature of the interyr;tv:::aWd lack of any enforcement powers 

available to the agencies. This information, l ri:~(6thet if!evant information regarding the 

agencies' roles and functions and indivip0als' rights whe.n being questioned by the 
·.;1/ . 

agencies, should be made available to t~.e ·public via the agendes yvebsite 
.. ,;/ ·.;, ·.·•. 

'• 

Representations ·· :::· 

To perform their statutor,y)µ_ri~tions it will so!Iiet irnes be necessa~-:;;f ~-CSB and NZSIS 

employees to make certaiKlJi~~lerJtations to p~·o-ple. to protect sensitive information or to 

prevent operational activity·~,l!J~\ J(:t~l~d (see MPS·s:6n False or misleading representations 

about employm_en_t [LINK] a~H'.:½.ssur;;~~'\dej1tities [LINK]). Such representations are a 

legitimate int~ilig~ncf:! tool. B~i}ti_ere ar~ .i1M~.J ypes of representations that are not 

appropriat~ in the c6urs~ .. of humaf[AtelifgJn~e ~~t'ftit,i~$; 
. ' \ - ' ·-.. · -:_ ...... ' . ,.• .. 

·· .. ,• 

GCSB and NZSfS. empldye~s may not' rep~esent to individuals they interact with that the 

:·::G0~B :-. 1,:1n_d NZSIS ·:have -: ~nforcem~nt pd~~\? or the ability to compel the provision of 

{/·•:::: inf~iifliti:~h . .q.r assi~tan:ce withouf aut~o(i?Jtj:~>n under the Act. Similarly, when carrying out 

::°:):(· otherwise iiWfoJ _human ir:itelligence -~ctiliities, employees must not represent themselves 

· .:~·/>a.shaving the p°S\1er to co·~pel the provision of information, to require assistance, to detain 

i person, to dem~~-9} ~_ntry to private premises, or to offer immunity from criminal liability. 

• ~~;;;~gs, ·(if\ 
•. .'. -:·_,:: .. _.(. 

It may be ·a_cc;:~p,t9bl.$/ in some cases, for declared employees to make a statement to 

persons they'~;Jici~-with that is designed, intended, or would reasonably be understood 

to be intended, to deter a person from a specific course of conduct. For example, an 

employee may warn that plans to travel to participate in politically motivated violence may 

be dangerous, illegal, and may result in the government taking action to prevent travel. 

Employees must take care to ensure that a warning does not constitute enforcement action, 

which is not a function of GCSB and NZSIS (section 16 of the Act). 

Where such action is contemplated, GCSB and NZSIS employees should consider whether 

the warning would be more appropriately delivered by the Police or another agency with 

enforcement functions. 
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Internal policies should require legal advice and any other advice to be sought where 

appropriate. 

• Remuneration 

GCSB and NZSIS must have a policy in place to provide guidance on remunerating 

individuals that are human sources. 

• Conflicts of interest 

Employees should not be involved in operations where a conflict of interest exists, including 

any conflict of interest arising by reason of a familial or very close personal relationship. 

GCSB and NZSIS should also ensure their employe~s' are aware of the limits of their 

influence in respect of the people they er:igage .. wit~, including limits to personal 

relationships. / 
/!', ··: : 

• Sensitive category individuals 

• 

GCSB and NZSIS must have a policy s'dt tlrig _out the r_~_sJrictions and .protections necessary 

in the conduct of activitie_s in respect of -~~~-s[t_i'{~:::;i{lbories of individ~al? (for example, 
·, .-, ·-:-: / -: ... -:-: .. ❖:;,· : ·,:. 

children and young people. ~ged under 18 y-e·~_fs\9.f age, people vulnerable by reason of 

illness or other incapacity, ·r~fugees and asyiJHf :-s~ekers, New Zealand Members of 

Parliament, members of the New Ze'al~nd J!,Jdiciary J ~~fjq!,Jrnalists). 

Some categorie{il~e.nsitive persons are cap~ble_ 0f ma: ::~~\ ~dependent decisions in their 
.-:.' .-.,,:-· · •·'• /,-:•, ,• .. . . . 

own besfi.nterests, whil~·qther categories will be less capable of doing this. For this reason, 

children ]Wa.young pe~@ E;!, and people with diminished mental capacity will not be actively 

sought as sd'.urr:~s, lfJ hother form of engagement with them is considered necessary, 

. appr9pri!3te safe~:J}r-~}Y~& h -~~-th.~-1nvoive_rn~nt of a guardian) will be applied. 
. •.:,:.. _ .. ·:· ·, . 

Authorisation at a seni~tie~~I within th~'televant agency is required for activities conducted 

in respect of sensitive catEfg.oiy individuals. This will ensure that appropriate measures are 
•, 

in place if human intelligence activities need to be carried out in respect of these individuals. 

Information protec!ed by privilege 

GCSB and ·NZSIS musfhave a policy setting out the restrictions and protections necessary 

when carrying ~ut activities that may involve the collection of statutorily prescribed classes 

of privileged information. For example, information attracting legal or medical privilege or 

privileged information with regard to ministers of religion. 

• Health and safety 

All human intelligence activities must be undertaken consistently with GCSB's and NZSIS's 

obligations under the Health and Safety at Work Act 2015. In addition, GCSB and NZSIS 

may owe a duty of care to persons recruited as a source in the context of human intelligence 

activities. GCSB and NZSIS must carefully assess any risks to the welfare of that source and 

take all reasonable steps to mitigate them. 
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• Training 

All GCSB and NZSIS employees involved in the conduct of human intelligence activities 

should be appropriately trained for the role they are expected to undertake and should be 

aware of all relevant laws, policies and procedures. Training needs should be ·considered 

and undertaken regularly to ensure all employees' training remains up to date. 

• Human intelligence activities with to.reign relations implications 

The conduct of lawful human intelligence activities overseas could have significant foreign 

relations implications if compromised. Similarly, the risk to staff conducting human 

intelligence activities overseas is likely to be greater than operations conducted 

domestically. 

If human intelligence activity, whether conducted i~ N~w Zealand or overseas, is predicted 

to involve significant risk to New Zealand'; .foreign poi°i~y ~r international relations, GCSB 
.,{ .. ·•. 

and NZSIS must consult with the Min[sfry .. of Foreign Affairs and Trade (MFAT). Where lawful 

human intelligence activities are to:=-~t ~onducted overseas, ;eg~-i-d must be had to any 

existing guidance, protocol, or agree~t~t · l;>etween .N~SIS/GCSB ah9° fv1FAT in respect of 

such activities and the MP~ on Cooperati;/~itb 9y_JtiiJ~ public auth~rit/~s [LINK] . 
• ,.:.- .. ::: ' ❖·)ff?~-· ' 

• Cooperation with and assj~tflnce from other age/1~_ies 

Where human intelligence activities ar'J c;arri!=d ou/iff~ :-Hssistance from other agencies, 

GCSB and ~Z_S!~/ ~rri~in resporis_iblf for th_e·c~ndU<;:t ot\ it;~~ activities and the actions of 
.(:. , ,;,~ T =• 0 • o • • •:•:•:-, ► • :•, • • ' o •· •· 0 0 'o ••• 

employ~e~_,c)f other a:§iencies. All swc;h activities wil.l .be open to inquiry by the lnspector-

Genera1\ ,f 1n~elligenc~\ ~~d Security. Any employees of other agencies who assist GCSB 

and NZSIS r~·:the condtl(tif human intelligence activities should be appropriately trained 

.::J <K tfJe rqle they :are .. e/@hi8 to. undertak~··and should be aware of all relevant GCSB and 
•❖::-.·-·-:- :-•••::,•·:;:; :·:,·•:•. . ,•,• ·.:·:::;::,· , .•.•.. :,:/ . ••.••, 

:-::':):::NZSIS p6lii::J.es and p'r'citedures. ··=·:::: ... ·. · 

·})}( Where hu·;:~ intellig:~;~/ fctivities .a•r: : carried out alongside or in cooperation with 

·:•:: -~-~qther agency's ope~ationl~i~h. agency shall remain subject to their own internal controls 

~=gc{~_uJJject to their· ~~u.al overs'i6:ht mechanisms. 
•.• . •, ;;;·: .. :· 

Whe;;iq:~.c\-~ intel~i~~~9t e activities are carried out with the assistance of foreign agencies, 

the MPS ori:t9013:e~f{fo,in with overseas public authorities will also apply. 

• Information management 

Information collected through human intelligence activities may be sensitive or personal 

information and GCSB and NZSIS must handle and store that information in accordance 

with clear access controls that correspond to the sensitivity of the information. The MPS 

on Information management applies in relation to management of this information. 

• Compliance with the information privacy principles 

GCSB and NZSIS are subject to information privacy principles 1, 4(a), and 5 to 13 in the 

Privacy Act 2020. Policies relating to human intelligence activities and the handling of any 
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information collected through such activities must incorporate gu idance about compliance 

with the relevant information privacy principles. 

Authorisation procedures 

28. Human intelligence activities should be authorised at a level of seniority within GCSB and NZSIS 

that is commensurate with the level of operational, reputational, and legal risk involved. The level 

of authorisation required should be determined by the nature of the activity and the assessed 

overall residual risk exposure. For example, as set out above, authorisation at a high level will be 

required for activities conducted in respect of sensitive category individuals. 

29. The identification and management of operational, reputation~t legal, and health and safety risks 

should be carried out in accordance with a risk managem~n(fr8:fi° t y. 

_//:i:/It .. 
30. The Directors-General of the GCSB and NZSIS sh_ould · h~\i~ _ delegations in place for such 

.•.-, 

authorisations. 

Duration of Ministerial Policy Statement 

31 . This MPS will take effect from XX November 2021 for a periqd of three ye·a(s,. The Minister who 

issued a MPS may, at any time, am.e_nd, revoke or replace the\\ps_ · ·· ... -.~~ 

4:;t;fft;j~>- . ' 

"\ 

···-t 
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Ministerial Poliry S tate1nent 

Collecting informatic,n lawfully from 
persons without an intelligence warrant 
or authorisation givE~n under section 78 
of the Intelligence and Security Act 
2017 

Summary 

The Government Communications Security Bureau (GCSB) and the New Zealand Security Intelligence 

Service (NZSIS) collect information lawfully from persons without an intelligence warrant or 

authorisation given under section 78 on a regular basis. Those lawful activities can be broadly 

described as human intelligence activities. Those activities may involve an element of covertness or 

misrepresentation, but this is not always the case. This ministerial policy statement (MPS) provides 

guidance about the conduct of human intelligence activities. In doing so, GCSB and NZSIS must have 

regard to the following principles: legality, necessity, proportionality, less intrusive means to be 

considered, minimal impact on third parties and oversight. This MPS also specifies certain matters to 

be included in internal policy and procedures. 

Definitions 

The Act means the Intelligence and Security Act 2017. 

GCSB means the Government Communications Security Bureau. 

NZSIS means the New Zealand Security Intelli9ence Service. 

Purpose 

1. This MPS is issued by the Minister Responsible for the GCSB and the NZSIS pursuant to section 

206(d) of the Intelligence and Security Act 2017. 

2. The purpose of this MPS is to provide guidance to GCSB and NZSIS on the collection of information 

lawfully from persons without an authorisation (commonly referred to as 'human intelligence 

activities'). The MPS comprises the Minister's expectations for how GCSB and NZSIS should 
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properly perform their functions and establishes a framework for good decision-making and best 

practice conduct. 

3. MPSs are also relevant to oversight of the agencies by the Inspector-General of Intelligence and 

Security in the exercise of their propriety jurisdiction (the Act requires the Inspector-General of 

Intelligence and Security to take account of any relevant MPS and the extent to which an agency 

has had regard to it when conducting any inquiry or review). 

4. Every employee making decisions or taking any action relating to collecting information lawfully 

from persons within the scope of this MPS must have regard to this MPS. Employees should be 

able to explain how they had regard to the MPS. This might amount to an explanation of their 

consideration of any relevant internal policy or procedures that reflect the MPS. The Directors­

General are responsible for ensuring the MPS is reflected in their agency's internal policies and 

procedures. If any action or decision is taken that is inconsistent with the MPS, employees must 

be able to explain why the action was taken and how they had regard to the MPS. 

Scope 

5. This MPS applies to the collection of information lawfully from persons without an intelligence 

warrant or authorisation given under section 78 of the Act. It is intended to cover lawful human 

intelligence activities (or 'HUMINT'). Human intelligence is obtained from people with knowledge 

of or access to information. Human intelligence may come from a range of sources - from covert 

human intelligence sources at one end of the spectrum, to private individuals who independently 

offer information, at the other end. This means human intelligence activities include a broad array 

of activities, from working with covert human sources and protecting them by helping them 

conceal their involvement with GCSB and NZSIS, through to engaging openly with community 

members or interested members of the public. 

6. This MPS applies regardless of whether information is collected from a person in a face-to-face 

meeting, over the Internet, or via any other form of communication. Where information is 

collected through the use of an assumed identity this MPS should be read in conjunction with the 

MPS on Acquiring, using, and maintaining an assumed identity. 

7. The agencies regularly request information from other organisations and individuals in the 

performance of their functions (for example, they may approach a business to confirm address 

details through billing records). These requests are always made overtly; that is, it is clear that 

the requester is from an intelligence and security agency. This MPS does not cover those types 

of information gathering activities, which are covered by a separate MPS (see MPS on Requesting 

information from agencies under section 121). 

8. Nor does this MPS cover the creation, maintenance, and use of assumed identities or corporate 

identities for the purpose of undertaking intelligence collection or other activities, false and 

misleading representations relating to employment with an intelligence and security agency (that 

is, personal cover), or open source intelligence collection. Those activities are covered by separate 

MPSs (see Making false or misleading representations under section 228 about being employed 

with an intelligence and security agency and Obtaining and using publicly available information). 

9. This MPS only relates to ordinarily lawful human intelligence activities; it does not therefore cover 

unlawful human intelligence activities that may only be carried out under an authorisation. Such 

activities must be conducted in accordance with the terms of that authorisation, including any 

restrictions or conditions set out in the authorisation. 
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Context 

10. GCSB's and NZSIS's objectives are set out in the Act. Both agencies contribute to: 

a) The protection of New Zealand's national security; 

b) The international relations and well-being of New Zealand; and 

c) The economic well-being of New Zealand. 

11. GCSB and NZSIS do this through the performance of their statutory functions, which include: 

d) Intelligence collection and analysis; and 

e) The provision of protective security services, advice and assistance. 

12. While the two agencies have consistent objectives and functions, each has distinct specialist 

capabilities. GCSB specialises in signals intelligence and information assurance and cybersecurity 

activities, while NZSIS specialises in human intelligence activities. 

13. MPSs are an important component of the measures put in place by the Act to ensure the functions 

of GCSB and NZSIS are performed with propriety and in accordance with New Zealand law and 

all human rights obligations recognised by New Zealand law. 

14. To perform any of their statutory functions, it is necessary for GCSB and NZSIS to use a range of 

methods to collect information. This includes collecting information from people in an entirely 

open manner (for example, by a declared member of GCSB or NZSIS asking for and receiving 

information), or on a clandestine and/or covert basis (for example, a member of GCSB or NZSIS 

making the same request without declaring that they work for GCSB or NZSIS, which may include 

the use of an assumed identity). Collecting information from persons on a clandestine and/or 

covert basis may allow GCSB or NZSIS to obtain information that a person would otherwise not 

disclose to them. 

15. In some cases, members of GCSB and NZSIS may build up long -term relationships with people 

and collect information from them over the course of that relationship. Collecting information 

from people is an important and legitimate element in the toolkit of GCSB and NZSIS. Other 

New Zealand government agencies with intelligence collection and law enforcement functions 

also use the same methods for their own statutory purposes. 

16. By way of example, human intelligence activities may involve developing a relationship with a 

person with connections to a person or group of security concern in order to obtain an insight 

into what the latter are saying and planning. That information may be helpful in ascertaining their 

intentions, identifying other people of security concern, and eliminating individuals from 

investigations. At the other end of the spectrum it may involve a one-off, voluntary disclosure of 

information from a concerned member of the public. 

17. Mere exposure of the fact that human intelli~Jence activities have been carried out by GCSB or 

NZSIS would pose reputational risk for the New Zealand Government. There is also a risk that, if 

something goes wrong with an operation, employees and/or the person providing the information 

could be put in danger. In addition, this could have a reputational or diplomatic risk to GCSB, 

NZSIS, or the New Zealand Government more broadly, and may impact negatively on public t rust 

and confidence in the agencies and public willingness to engage with the agencies. Because of 

the nature of these activities and the risks posed by them, specific guidance in the form of this 

MPS is appropriate. 
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Principles 

18. The following principles constitute a framework for good decision-making and must be taken into 

account by GCSB and NZSIS when they are planning and conducting human intelligence activities. 

All human intelligence activities, particularly those conducted on a longer term basis, should be 

subject to ongoing review as to whether they continue to be consistent with these principles. 

Legality 

19. Human intelligence activities must be carried out in accordance with the law. Where appropriate, 

legal advice should be sought during the planning and conduct of human intelligence activities. 

If the activity is otherwise unlawful or if its lawfulness could reasonably be considered unclear, 

an authorisation under Part 4 of the Act will be required before the activity may be carried out. 

20. Where human intelligence activities involve the collection of personal information, information 

privacy principle 4 of the Privacy Act 1993 will apply. That information privacy principle requires 

that personal information be collected by lawful means. 

21. The use of an assumed identity by an employee of GCSB or NZSIS in carrying out human 

intelligence activities would require authorisation by the Directors-General under Part 3 of the Act 

for the use of that assumed identity. 

22. GCSB and NZSIS may remunerate human sources but must avoid any form of approach or 

cultivation that could be understood as coercion, blackmail, entrapment, bribery or harassment. 

23. Employees must avoid tasking, encouraging, or condoning any unlawful activity, or other behavior 

(online or otherwise) that is of security concern. Similarly, agency employees must not imply or 

suggest that they have the power or authority to offer favourable treatment in official or judicial 

processes, such as immigration or citizenship determinations, or in criminal or civil proceedings. 

Criminal immunity is only available in respect of activities conducted pursuant to an authorisation 

and in circumstances envisaged by section 111 of the Act; it will not be relevant in respect of 

activities undertaken in respect of this MPS, which applies only to lawful human intelligence 

activities. 

24. It may be acceptable for employees collecting human intelligence to give people they engage 

with advice - including, as appropriate, advice about possible negative repercussions of certain 

conduct. This may include warning an individual about the wisdom of certain activities; for 

example, an employee may warn that plans to travel to participate in violent jihad may be 

dangerous, illegal and may result in the government taking action to prevent the travel. However, 

this sort of action may - depending on the circumstances - constitute enforcement action, which 

is not a function of the agencies (subject to the terms of section 16). In such circumstances, it 

may be necessary to consider whether advice that amounts to a warning would be more 

appropriately delivered by the Police or another agency with enforcement functions. In any 

circumstances where such action is contemplated, the agencies' internal policies should require 

legal advice to be sought (including from Crown Law office, where appropriate). 

Necessity 

25. Human intelligence activities should only be carried out when necessary to enable GCSB or NZSIS 

to perform their statutory functions. Those activities - including those needed for security, 

training, or the development of capabilities -- should be directed towards the performance of 

those functions. In some circumstances, it may be necessary for GCSB or NZSIS to collect similar 

or the same information from a range of different persons - for example, where GCSB or NZSIS 
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need to obtain the information from a number of sources in order to assess the reliability of the 

information. 

26. This reflects the law in relation to the collection of personal information - information privacy 

principle 1 of the Privacy Act 1993 provides that personal information should not be collected 

unless the information is being collected for a lawful purpose connected with a function or activity 

of the agency and the collection of the information is necessary for that purpose. 

Proportionality 

27. The impact of human intelligence activities should be proportionate to the purpose, including the 

anticipated benefits. 

28. When assessing the proportionality of human intelligence activities, the agencies must consider 

the scope of the proposed activity, the level of intrusion into the affairs of a person, the risk the 

activity poses to the person providing the information, employees, and third parties, and the 

reputational risks to GCSB/NZSIS and the New Zealand Government more broadly if the activity 

is compromised in some way. The agencies should also have regard to possible risks to the 

relationship between the community from which the person providing information comes and the 

state, particularly in the case of a minority community. 

Less intrusive means to be considered 

29. Consideration should always be given to whether the information sought has already been 

collected and, if not, whether it can be collected in a different and less intrusive way. Carrying 

out lawful human intelligence activities may also be a less intrusive method of meeting an 

intelligence need than carrying out an otherwise unlawful activity with an authorisation under 

Part 4 of the Act. 

Minimal impact on third parties 

30. The possible impact of human intelligence activities on persons who are not relevant to the matter 

about which information is sought should be considered. Any impact on third parties should be 

limited as far as practicable, and any adverse impacts should be considered in light of the 

necessity principle and proportionate to the purpose of the activity. 

Oversight 

31. GCSB and NZSIS must carry out all activities in a manner that facilitates effective oversight, 

including through the keeping of appropriate records about the planning, approval, conduct, and 

reporting of human intelligence activities. 
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Matters to be reflected in internal pollicies and procedures 

32. GCSB and NZSIS must have, and act in compliance with, internal policies and procedures that are 

consistent with the requirements and principles above, and must have systems in place to support 

and monitor compliance. These policies and procedures must also address the following matters: 

Appropriate conduct, including compliance with public service minimum standards of 

integrity and conduct 
The Directors-General of GCSB and NZSIS must issue policies and procedures that reflect the 

agencies' obligations under the Public Service Act 2020. 

GCSB and NZSIS must have internal policies that address its employees' obligations in respect of 

the collection of information from, or relating to, people they know in a personal capacity. 

Employees should not be involved in operations where a conflict of interest exists, including any 

conflict of interest arising by reason of a familial or very close personal relationship. 

Both agencies should also ensure their employees are aware of the limits of their influence in 

respect of people they engage with, including limits to personal relationships. 

Procedural fairness 

GCSB or NZSIS employees must make reasonable efforts to ensure interviewees understand that 

an interview is an opportunity to provide comment to inform any assessment GCSB/NZSIS may 

make. Employees must ensure the individual is clear that GCSB/NZSIS has no enforcement 

powers and that their actions cannot be interpreted as coercive or as applying undue pressure. 

The agencies' policies must also make it clear that general standards of procedural fairness apply. 

What is required in any particular situation will depend on the circumstances. The agencies' 

policies must provide guidance on the types of measures that might be required to ensure 

procedural fairness and when these will apply. When interacting with members of the public, 

where relevant, the purpose of the interaction or interview should be made clear, as well as the 

voluntary nature of the interview and lack of any enforcement powers available to the agencies. 

This information, and any other relevant information regarding the agencies' roles and functions 

and individuals' rights when being questioned by the agencies, should be made available to the 

public via the agencies' websites. 

Sensitive category individuals 

GCSB and NZSIS must have a policy setting out the restrictions and protections necessary in the 

conduct of activities in respect of sensitive categories of individuals (for example, children and 

young people aged under 18 years of age, Members of New Zealand's Parliament, members of 

the New Zealand judiciary, journalists, lawyers, registered medical practitioners or other providers 

of health services attracting medical privilege, and people vulnerable by reason of illness or other 

incapacity). 

Some of these categories of sensitive persons are fully capable of making independent decisions 

in their own best interests, while other categories will be less capable of doing this. For this 

reason children and young people and people with diminished mental capacity will not be actively 

sought as sources and if engagement with them is considered necessary, appropriate safeguards 

(such as the involvement of a guardian) will be applied. 
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Authorisation at a high level within the relevant agency is required for activities conducted in 

respect of these individuals. This will provide reassurance that appropriate measures are in place 

in the event human intelligence activities need to be carried out in respect of sensitive category 

individuals. 

Health and safety 
All human intelligence activities must be undertaken consistently with GCSB's and NZSIS's 

obligations under the Health and Safety at Work Act 2015. In addition, GCSB and NZSIS will often 

owe a duty of care to any person recruited as a source in the context of human intelligence 

activities. The agencies must carefully assess risks to the welfare of that source and take all 

reasonable steps to mitigate them. 

Training 
All GCSB and NZSIS employees involved in the conduct of human intelligence activities should be 

appropriately trained for the role they are expected to play and should be aware of all relevant 

laws, policies, procedures, and other obligations such as those arising from the Health and Safety 

at Work Act 2015. Training needs should be considered and addressed regularly to ensure all 

employees' training remains up to date. 

Use of information collected from human intelligence activities 

Information collected by GCSB and NZSIS by means of lawful human intelligence activities is 

collected for intelligence purposes. Such information is rarely used as evidence in criminal 

proceedings. However, to the extent that it might be, the usual rules and protections will apply 

in every case, including those set out in the Evidence Act 2006. 

Human intelligence activities undertaken overseas 
The conduct of lawful human intelligence activities overseas could have significant foreign 

relations implications if security is compromised. Similarly, the risk to staff conducting human 

intelligence activities overseas is likely to be greater than operations conducted domestically. 

If the activity is predicted to involve significant: risk to New Zealand's reputation, GCSB and NZSIS 

must consult with the Ministry of Foreign Affairs and Trade (MFAT). Where lawful human 

intelligence activities are to be conducted overseas, regard must be had to any existing guidance, 

protocol, or agreement between GCSB/NZSIS and MFAT in respect of such activities and the MPS 

on Cooperation with overseas public authorities. 

Cooperation with and assistance from other agencies 

Where human intelligence activities are carried out with assistance from other agencies, GCSB 

and NZSIS remain responsible for the conduct of these activities and the actions of employees of 

other agencies. All such activities will be open to inquiry by the Inspector-General of Intelligence 

and Security. Any employees of other agencies who assist GCSB and NZSIS in the conduct of 

human intelligence activities should be appropriately trained for the role they are expected to 

play and should be aware of all relevant policies and procedures. 

Where human intelligence activities are carried out alongside or in cooperation with another 

agency's operations, each agency shall remain subject to their own internal controls and subject 

to their usual oversight mechanisms. 

Where human intelligence activities are carried out with the assistance of foreign agencies, the 

MPS on Cooperation with overseas public authorities will also apply. 
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Representations 

To perform their statutory functions it will sometimes be necessary for GCSB or NZSIS employees 

to make certain representations to people to protect sensitive information, including identities of 

GCSB or NZSIS staff (see MPSs on False or misleading representations about employment and 

Acquiring, using and maintaining an assumed identity), or to prevent operational activity being 

revealed. For example, an officer might make a false statement about their identity or their reason 

for meeting. Such representations are a legitimate intelligence tool. 

There are some types of representations that are not appropriate in the course of human 

intelligence activities. GCSB and NZSIS do not have enforcement powers or the ability to compel 

the provision of information or assistance without a warrant or authorisation. Employees may not 

represent to individuals they interact with that the agencies have enforcement powers. Similarly, 

employees must not represent themselves as having the power to compel the provision of 

information, to require assistance, to detain a person, to demand entry to private premises, or to 

offer immunity from criminal liability. It is expected GCSB and NZSIS will have clear policies to 

reinforce that employees must not make such representations. 

Information management 

Information collected through the use of human intelligence may be among some of the more 

sensitive information held by GCSB and NZSIS, given it may include sensitive information about 

identifiable individuals. This information must be handled and stored with clear access controls 

that correspond to the sensitivity of the information. The MPS on Management of information 

obtained by GCSB and NZSIS will also apply in relation to management of this information. 

Compliance with the information privaq, principles 

GCSB and NZSIS are subject to information privacy principles 1, 4(a), and 5 to 12 of the 

information privacy principles in the Privacy Act 1993. All policies relating to human intelligence 

activities and the handling of any information collected through such activities must incorporate 

guidance about compliance with the information privacy principles. 

Authorisation procedures 

33. Human intelligence activities should be authorised at a level of seniority within GCSB and NZSIS 

that is commensurate with the level of operational, reputational and legal risk involved. The level 

of authorisation required should be dictated by the nature of the activity and the assessed overall 

residual risk exposure. For example, as set out above, authorisation at a high level will be required 

for activities conducted in respect of sensitive category individuals. The identification and 

management of operational, reputational, legal, and health and safety risks should be carried out 

in accordance with a risk management policy. 

34. The Directors-General of each agency should have delegations in place for such authorisations. 
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Duration of ministerial policy statemcent 

35. This MPS will take effect from 28 September 2020 for a period of three years. The Minister who 

issued a MPS may, at any time, amend, revoke or replace the MPS. 

Ministerial Policy Statement issued by: 

Hon Andrew Little 

Minister Responsible for the Government Communications Security Bureau 

Minister Responsible for the New Zealand Security Intelligence Service 

September 2020 
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DRAFT- PRIOR TO MINISTERIAL CONSULATION 

Ministerial Poliry Statement 

Publicly available information 

Summary 

It is lawful for GCSB and NZSIS to obtain, collect and use publicly available information. This 

ministerial policy statement (MPS) provides guidance on the conduct of this activity. In making 

decisions related to obtaining, collecting and using publicly available information, GCSB and NZSIS 

must have regard to the following principles: respect for privacy, necessity, proportionality, least 

intrusive means, respect for freedom of expression, including the right to advocate, protest or dissent, 

legality and oversight. This MPS also specifies certain matters to be included in internal policies and 

procedures. 

Definitions 

The Act means the Intelligence and Security Act 2017 

Open source intellligence means intelligence products produced from publicly available information 

Personal information means information about an identifiable individual 

Publicly available information means information that 
a) is published in printed or electronic form or broadcast: 
b) is generally available to members of the public free of charge or on payment of a fee 

GCSB means the Government Communications Security Bureau 

NZSIS means the New Zealand Security Intelligence Service 

CONTEXT 

Obtaining, collecting and using publicly available information occurs within a wider 
information collection context 

1. GCSB and NZSIS obtain or collect information through a range of methods under the Act in order 

to perform their statutory functions. These authorities include: 
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a. Intelligence warrant; 

b. Business records directions; 

c. Authorisations to access restricted information; and 

d. Direct access agreements. 

2. GCSB and NZSIS also collect information through means that do not require a specific legal 

authorisation, including 

a. Through the disclosure of information - this may be provided in a number of ways, 

including: 

i. unsolicited, without any prior request from qCSB or NZSIS; 

ii. in response to a request from GCSB or f\lZ5IS_ under section 121 of the Act [LINK]; 

iii. by collecting, requesting and receiving informat[qn from a person (known as 

human intelligence activities) (~Ju.kl~P,ce on how GCSB and NZSIS should obtain 

information directly from persons' wft'hout an intelligen~e warrant is addressed in 

[LINK] ·'· 

iv. from overseas public autho;/j/f; ::(gwidance ori. s;ooperation with overseas public 

authorities is addressed in [LINK]) ·· {(?:· · 

b. Obtaining, collecting and ~-si.ng publicly avaii"aG1{}~rZ~ation (this MPS) . .. ' . · ... ·. 

c. Through the conduct of other lawf!-11 act_ivities, suc: fi:1s,c;:onducting surveillance in a public 
place [LINK] . ·.· •. ·... :.;::\:-::-

Publicly available info,nn~Jic;>.ri <\t'.'.( 
3. To perform the_\( fi(~~~;ons, GGSB and NZSIS_ may access . publicly available information. For 

example, the Gct[ ~,r:ip NZSIS. -~AY need to a~cess and obtain or collect information about an 
·. ··~.-::~::,, ::·· -;;:: 

individual's social meqi~\ P,ost~(. pr .t~!=[r contacts or group memberships. GCSB and NZSIS may 

also .c,:oJl_ett..puRl l,c;:ly av~:11~t.1{JBhlmih~~:- (!r1cludin_g large data sets) in order to identify people, 

eye.nts, . or ~-ctivitf~$ ~of int·~;.~·st .. - for ~}J~~t~,-. accessing or monitoring specific open online 
• • • • • r • • • •,• '•'.•, , '•~ :,;,•,--::, 

communities or social media platfor~s, or for i eference purposes to support their functions more 
. . . •, .... 

generally. 
·,• 

·\\\::::: 
4. Publicly ~\,ailab.!_e informat.ioh:. supports· GCSB and NZSIS functions, including by developing 

different forms ·pf open source intelligence. Publicly available information may be combined with 

other sources ot'°l nf~ r111ati_on (l riduding that obtained or collected under authorisations) to inform 

assessments and/o/ ld-~nt:ify d~tails that are not immediately obvious from a piece of information 

considered in isolation. Open source intelligence supports intelligence activity across all GCSB 

and NZSIS activity, including in operations, investigations, and maintaining situational awareness 

(for example, of the geo-political context) . The range of uses include: 

a. discovering previously unidentified actors, events, or activities that may pose a risk to 

New Zealand's national security; 

b. providing further information on identified individuals and threat actors (for example 

violent extremists); 

c. supporting other sources to corroborate, support, or provide a counter-narrative; 
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d. using indicators of compromise in providing consented cyber-security activities; and 

e. supporting vetting of security clearances. 

GUIDANCE FOR NZSIS AND GCSB 

Scope of this MPS 

5. This MPS applies to the lawful collection and use by GCSB and NZSIS of information that is 

publicly available, including publicly available personal information. 

6. People sharing information in a way that makes it able to be obtained by a member of the public 

would not necessarily have a reasonable expEictation of pr!vacy with regard to the use of that 

information (for example, in an open social media group, or Tweet). Publicly available information 

includes information shared within groups where t~ere i; ~n ability to 'opt in' with minimal 

restrictions or vetting of the membership of the w ~up: (for e~a+ pl_e simply providing an email or 

other login details). This level of scrutiny is usu~l!y}9bout determining interest in the group, rather 

than verifying the real identities of those see~!@jf~ess. 

7. Online communities also exist where only p:~~:f~:-~b .. at are proactively approved members can view 

and/or participate. Such information could no{btyjE:!wei:( ~y" a member of th,e public without 
.' '. '. . :::•· ··:~::-: . ;. · . -:-·. . . 

undergoing greater level of scrutiny tt,an simply 'opti r'\g"Jr:i' as outlined in [paragraph 6). It would 

therefore be more likely for people sli~ririg .informatio~\ iik.way to have a reasonable expectation 
< •J • . :;·•,. •,: .... :;. 

of privacy. Information shared in this w_~y is l:1ijyo.n.d the sc:6pe:pf th is MPS, it may still be within 

the scope of an authori?_ation or activit.ies butlined it1 the Hum;fi)hte([igence MPS [LINK]. 
. ~0 

•,·.· 

8. Information tha.t _ is pehind° a p'ciywall may sti.1),.be:··publ icly available information. For example, 

online forums or co~n:ient secti,9.~s of publ icati~ris that requi ~~ a one-off payment or subscription 
J,· ·' ••• 

are publicly available; of publicly--~·~ailable information that has been aggregated by a third party. 

GCSB.:a.~d-:NZ~J~. [T)Ust consid~; wh·ether c'~llecting :~!-,!blicly available information may be in breach 

of..:a::) ~Af(~~{ \ ~~fufi!r!d cond.itions and :seek l_eg~( advice as appropriate on whether collecting 

inf9.~~,ation throug'tftt{i:~':fneth:~cj requires ad.dit i-~nal authorisation. In providing information for 
"'~·-·, . . . . ... ., .. ·.• 

crea.tki~ of an account f~r ;:i:J paywalled subscription, the MPS on Assumed Identities [LINK] or 

Legal E°ii-titf~s. [LINK] must ~-; \ qnsidered as appropriate. 

Principles ··-\\\\ .. ·. '-jf}: 
9. The following priiit}P.lgs cori•st itute a framework for good decision-making and set out best 

practice conduct. ThJY,} n"!-!~t be taken into account by GCSB and NZSIS when obtaining, collecting 
•.-., ' 

and using publicly available information. This activity should be subject to ongoing review as to 

whether it continues to be consistent with thes1e principles. 

Respect for privacy 

10. There may be some privacy interests in publicly available information, particularly where that 

information is personal information. This does not preclude the agencies from collecting or using 

that information. As outlined in the Information Management MPS [LINK] protections applied to 

information may be able to mitigate privacy impacts. Such protections may include limiting the 

number of employees who may have access to analysis of personal information, or anonymising 
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personal information. 

11 . The right to privacy (in the form of freedom from unreasonable search and seizure) is protected 

by section 21 of the New Zealand Bill of Rights Act 1990. In addition, GCSB and NZSIS are subject 

to the Privacy Act 2020 and information privacy principles 1, 4(a), and 5-13 apply where the 

agencies have access to personal information. 

12. Collecting publicly available personal information will activate the obligation under privacy 

principle 8 (an organisation must check that the information is accurate, up to date, complete and 

relevant before using). GCSB and NZSIS must take reasonable steps to check the accuracy of the 

information, including potentially collecting further publicly ayaf!:~ble information. This is relevant, 

for example, in performing the NZSIS's security vetting fun_<;'.t_iqn . 

Necessity , ~;-\\?:· .=· 

13. Publicly available information, including pers~m~I information, sh~t1i~·;9nly be obtained, collected 

and used for a purpose that is consistent •with GCSB and NZS1s'·.·Pi r:fqrming their statutory 

functions. GCSB and NZSIS should be clear th~t any activiti~s involving i h'i\o.!lection of publicly 

available information have a clear purpose, and . ensure a p0rpose continues- throughout the 
,.. . . .• .. _ ,· ·./. ;-.::•. 

course of the collection and use of. p~q[icly available information. ·;-:::•· 
.·. ,: .. :- ~- . . .• 

14. Examples of purposes where it ..Jf1i:.,:-~; ·•:~ifess.~ry to obtain, .collect and use publicly available 

information include acquiring backg~6und o/{6-J{e~tl,Jal inforrnati9n relevant to the performance 

of a statutory fUl)G~ic:i'n,• · acquiring infq:~mation' \ 9_:·:\a~r-).!!fy b·~h~_vioural patterns of interest, 

collecting inforrr~tii ~·-for refer~nce purpo:~~S} f1d !=~ll·eaf~~{ iiif~f rn'ation to assess the accuracy of 

information already held. ',. :=·: .. 
·' .,·:· 

15. For rea~_9n!i . qf_ operational ?.ecu t'iW, GCSB and ::Nz.s1s may need to obfuscate their interest in 

cert;?.in)!Mbriiicitiori •. This rriay. be ·achie~ed by tViRt ferring a copy of a broader set of publicly 

ayi'(t~'tfl~ inform~t-ib rf to a se~ure environment b~for; analysing the relevant information . 

. -· -.· -~ . ' 
16. The collectiori :.and use of p(,!bikly available information should be proportionate to the purpose 

for which it ·is' ·=hirried out. i The amount of information may be one factor to consider when 

assessing propo.rtMh_aljty . . f ~-f ~ge of the information may also be a consideration, as there may 

be an increased risk thJt:t,~f \~formation is out of date and less likely to be fit for purpose. 
;,••:•' 

17. Publicly available information may be collected and used to identify associates or contacts of a 

person of security concern. Publicly available information and analysis carried out using that 

information may contain personal information about individuals not relevant to the purpose for 

which information is sought. Where practicable, GCSB and NZSIS should minimise the collection 

of publicly available personal information about persons who are not relevant to the purpose for 

which information is sought. 

18. Privacy principles 10 and 11 place limits on government agencies using and disclosing personal 

information. Certain exceptions (privacy principles 10(2) and 11 (1 (g))) allow for the GCSB or NZSIS 
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to use or disclose such information when there are reasonable grounds to believe the use or 

disclosure is necessary to enable GCSB or NZSIS to perform any of their functions. 

Least intrusive means 

19. In collecting publicly available information, GCSB and NZSIS must use the least intrusive means 

available to obtain or collect the required information in a secure, timely and reliable manner 

(noting that the collection of publicly available information is one of the least intrusive means of 

collection of intelligence). 

Respect for freedom of expression, including the right to advocate, protest, or dissent 

20. Section 19 of the Act provides that the exercise by any p~rson in New Zealand or any class of 

persons in New Zealand of their right to freedom of expressio11. u,_nder the law (including the right 

to advocate, protest, or dissent) does not itself jt,J~_tify an inteliig~nc_e and security agency taking 

any action in respect of that person or class of pi ri&hs. 

21 . GCSB and NZSIS must ensure collection . 6i f ~~:~:licly available informatiori related to advocacy, 

protest, or dissent is undertaken only where t·~il)iu..rpose o.f :aq.ing so is nec(:!ssary to enable the 

agency to perform one of its statutory functions. Fcii.;~x.amp]} : · · 
.... ·. •:, .•:• .. ~:·. ,•. 

a. . Protesting, or planning a r:i'~ot~sf; :will not be s~ffichent justification by itself for collecting 

information. If, however, a ·s~·q.irity' ·~:bhcern aris~s, :,-:th!:! agencies may be justified in 

collecting Pl:l.l?Ji~Jy_, 9,vailable info r.:n:iatiort about the th};i:t~. : . .One indication of a security 

concern cqJi_i 8~· if-i h~. views expr~ssed -!~ the protest incl~·de a serious threat to lives or 

security: ·· :... '\{\. · ' 

:•.:.. '•,.. '.:;~:)~ 
b. Public expressi_9~ --~f ~efrfoiJJ vi~ws will ·gef)!=!rally not be sufficient justification on its own 

. ' •: ·:. :-: :• ... ·.·•· :-;-;~;- •,•. ·;.. · .... · .• 

for cq![ecting publ.isJ{ ~vailable in,ft;>rmation, ·However, if there are security concerns about 

the views ~ha_t ar~ -~:~~Pr~ssed (s~-~h:=:~is advocating online a serious threat to lives or 

security), this mig~t pr6Jt~·~:Justificatiok ~~ r collecting information. 
•, ·:- :.-: ~ 

Legal obliga,!ions 
'• 

22. GCSB and NZ-$1S ·must ensur~ t~at the collection and use of publicly available information will be 
'· .· 

carried out in acc~rda~ce with the law. Care must be taken to ensure that only publicly available 

information is coll~c'.t~d.'+ unless the agencies have a warrant or other authorisation under the Act. 

Where appropriate, or lf there is any doubt, legal advice should be sought. 

23. GCSB and NZSIS may collect publicly available information using collection methods that are not 

available to the public (for example, by using specialist techniques for collecting information). The 

agencies must take particular care to ensure that any collection of publicly available information 

using methods not available to the public doeis not involve any unlawful activity, unless done so 

with an authorisation under Part 4 of the Act. 

24. GCSB and NZSIS must have regard to the statutes that establish and govern individual public 

registers, including any relevant restrictions and privacy protection mechanisms they contain. The 
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legality of collection and use of public register information by GCSB and NZSIS should be 

assessed on a case by case basis. 

Oversight 

25. GCSB and NZSIS must carry out all activities in a manner that facilitates effective oversight. This 

includes keeping appropriate records of the collection of publicly available information for the 

purposes of fulfilling the agencies' function. 

Matters to be reflected in internal policies and procedures 

26. As public service agencies, GCSB and NZSIS must comply with legislation, policies and procedures 

common to all public service agencies.1 

27. In addition, GCSB and NZSIS must have internal policies and prb~edures that are consistent with 

the requirements and principles above, and mu.~th.c!.V~-systems in place to support and monitor 

compliance. Those policies and procedures mu{t'.{if ; address the foll~wing additional matters: 

• Compliance with the information priv&i I~rf nciples 

GCSB and NZSIS are subject to informatio~<8fo,_9~y_(Jf/~~·;ples 1, 4(a), and 5 to 13 of the 
~~;.-•.• ·, . :-:•:•:❖•❖:-..... _. • • 

information privacy principles , in tre Privacy Acf =:g:Q:g:O. All policies relating to collecting 

publicly available personal inf~·; i'riati1 ~ s:Hid the hancJilW~\ qf any information collected or held 

as a result of such activities .. ~ -u~t iA:~ci~j;i:9ra_te guit1Rc~ about compliance with the 

information privacy principles. ··= ·--::~\/}t:::. ':\\).·:• 

• Consideratio~ {f i~p;ct =o~ ,rights ahif~ _iiit-;e;:-~}~:Zea;:nd Bill of Rights Act 1990 

In developing policies and proc~dures rJ:ta'i)r;ig to obtaining, collecting and using publicly 

~yai}@1_€!) nf9rmatio~, GC~l.1 and NZSIS musft9h_sider the impact of obtaining, collecting and 

_ .\ 1sirig ···pu°6'ii'§1y\ ~.V.~ilabli . {nformatio-~ on the /ights affirmed under the New Zealand Bill of 
. "·'· ·. ······~-·.·.,•·•. . . . ... . 
· R,tghts Acts 1990/ ihs;luding, as relevant, sections 14, 15, 16, 17 and 19 (manifestation of 

\ efo::ij9n and belief, f(~~qom of peaceful assembly, freedom of association, and freedom from 

di;df~ination). 
··.· ,:: \/\: 

• Sensitive 1 (!_t(!gory ind(~i~_uals 

GCSB and ~-i ![ :ith)_us(~:z ~ a policy setting out the restrictions and protections necessary in 

the conduct of acfi~MJ; in respect of sensitive categories of individuals (for example, children 

and young people aged under 18 years of age, Members of New Zealand's Parliament, 

members of the New Zealand judiciary, holders of the privileges outlined in the Intelligence 

and Security Act 2017, New Zealand journalists, refugees, asylum seekers and protected 

persons, and people vulnerable by reason of illness or other incapacity). 

1 This includes the Public Service Act 2020 and the Health and Safety at Work Act 2015. 
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Authorisation at a high level within the relevant agency is required for activities conducted in 

respect of these individuals. This will provide reassurance that appropriate measures are in 

place in the event that publicly available information may be obtained or used in respect of 

sensitive category individuals. 

• Collection of large personal datasets 

GCSB and NZSIS may collect large datasets which might include personal information 

relating to a number of individuals. GCSB and NZSIS must have a policy that provides 

guidance on the collection, use, retention and disposal of this type of information. 
·.•.·, 

.... )~(?~/: 

• ::~:::::• of publicly available information by GG$;;)~~¥i~:SIS may raise issues about access 

to and use of copyrighted information. Seqibn ~g -~f thit{◊.Jiyright Act 1994 provides that 

copyright is not infringed by any use _9f :-tf1~'terial by or d~{ ~~Mlf of the Crown for the 

purpose of national security, although·r9r ·any such use the Crov&h\~_:,i_i able to pay equitable 

remuneration to the copyright owner. ··: 1r(hJ9ny instanq~s, GCSB ; ·g-~) '!fSIS's collection of 

publicly available information will not re:;Li·ir -in a copyt[~ht infringerri~~'.b .. however, where 

GCSB or NZSIS employee{ ~h~Y:~ concerns ·; ./ ui:ic~Aainty about a pdfa~tial copyright 

infringement, they should se.¥4.W~Ji;~dyi,ce. . . 

• ::

0

:::~oye~s of ,On i hi~il igenc:

1
::a\e~~ '.::.,,~M1i%R use ; u bi icly available information 

collected b:y}tr{ NZSIS df·G:csB in thJi'(:~·dffhiust b/tr6vided training on all relevant law, 

policies and plo~edures in 'r.J·1$tion to th~\B'.fJ~ction and use of publicly available information. 

Authori~~JJJfr:~'fb"ce.~.~re~ .. . >\t.[l_l\.> 
.. ,::;::•:; ~~.::- .• ........ /:):··:-:;; ·. ' . ' 

28. GC~-~-~and NZSIS ii,'~{h e.nsure -~ha\ where an"y tli_fficult or sensitive issues regarding the legal ity or 

p?~'p,r.lety of the colle°2W8:n:,and us~:_of publicly a~ailable information arise, these are dealt with at a 

suffi~W@y_senior level .;:,-it b,i"i1 .,the age~~y; the issue is escalated appropriately and where necessary 

expert a·dw~_~;).ncluding le; lflqvice, is -~bught. 
·-:::if}:~:~-. 1~~~~~( 

Duration of ministefl,aJ policy ~(~i~ment 
·#:{:;:;~::::.. ~·=··::::::;::f 

29. This MPS will take ·eff~~t:;:f f:i?.:i'.n· XX November 2021 for a period of three years. The Minister who 

issued an MPS may, at·JB/tf~e, amend, revoke or replace the MPS. 
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Ministerial Poliry S tatenient 

Obtaining and using publicly available 
information 

Summary 

It is lawful for the Government Communications Security Bureau (GCSB) and the New Zealand Security 

Intelligence Service (NZSIS) to obtain and use publicly available information. This ministerial policy 

statement (MPS) provides guidance on the conduct of this activity. In making decisions related to 

obtaining and using publicly available information, GCSB and NZSIS must have regard to the following 

principles: respect for privacy, necessity, proportionality, least intrusive means, respect for freedom of 

expression, including the right to advocate, protest or dissent, legality and oversight. This MPS also 

specifies certain matters to be included in internal policies and procedures. 

Definitions 

The Act means the Intelligence and Security Act 2017. 

GCSB means the Govemment Communications Security Bureau. 

NZSIS means the New Zealand Security Intelligence Service. 

Personal information means information about an identifiable individual. 

Publicly available information means information that: 

a) is published in printed or electronic form or broadcast: 

b) is generally available to members of the public free of charge or on payment of a fee: 

c) is included in a public register (including public registers not covered by the Privacy Act 

1993). 
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Purpose 

1. This MPS is issued by the Minister Responsible for the GCSB and the NZSIS pursuant to section 

206(f) of the Act. 

2. The purpose of this MPS is to provide guidance to GCSB and NZSIS on lawfully obtaining and 

using publicly available information. The MPS comprises the Minister's expectations for how GCSB 

and NZSIS should properly perform their functions and establishes a framework for good decision­

making and best practice conduct. 

3. MPSs are also relevant to oversight of the agencies by the Inspector-General of Intelligence and 

Security in the exercise of their propriety jurisdiction (the Act requires the Inspector-General of 

Intelligence and Security to take account of.any relevant MPS and the extent to which an agency 

has had regard to it when conducting any inquiry or review). 

4. Every employee making decisions or taking any action related to obtaining and using publicly 

available information must have regard to this MPS. Employees should be able to explain how 

they had regard to the MPS. This might amount to an explanation of their consideration of any 

relevant internal policy or procedures that reflect the MPS. The Directors-General are responsible 

for ensuring the MPS is reflected in their agency's internal policies and procedures. If any action 

or decision is taken that is inconsistent with the MPS, employees must be able to explain why the 

action was taken and how they had regard to the MPS. 

Scope 

5. This MPS only applies to the lawful collection and use of information that is publicly available 

information, including publicly available personal information, by GCSB and NZSIS. A social media 

group that is completely open to the public or a Tweet that is broadcast to the world at large 

clearly contains publicly available information . Such information could be retrieved and viewed 

by any member of the public from their computer at any time, and people sharing such 

information with an unrestricted audience would not likely have a reasonable expectation of 

privacy with regard to the use of that information. 

6. At the opposite end of the spectrum, people may share information within closed groups or to 

people they have proactively accepted as being able to view that shared information. Such 

information could not be retrieved or viewed by any member of the public at any time, because 

an additional step (ie, being approved by the information sharer) is required before it can be 

viewed. It would be reasonable for the people sharing this information to have an expectation 

that it would remain private within the particular group or audience and that such information is 

not generally available to the public. This information is beyond the scope of this MPS. 

7. Information that is not publicly available may still be able to be lawfully obtained by GCSB and 

NZSIS, including by a person voluntarily disclosing that information or pursuant to an intelligence 

warrant. This MPS does not apply to obtainin~1 or using such information. The MPS on Collecting 

information lawfully from persons without an intelligence warrant or authorisation given under 

section 78 will be relevant to such activities. Where an authorisation has been issued in relation 

to such activity, it must be conducted in accordance with the terms of that authorisation, including 

any restrictions or conditions set out in the authorisation. 

8. Similarly, this MPS does not apply to the undeclared attendance of GCSB or NZSIS employees at 

a public meeting, or when the agencies are conducting other forms of human intelligence or 

surveillance activities. The MPSs on Collecting information lawfully from persons without an 
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intelligence warrant or authorisation given under section 78 and Surveillance in a public place will 

be relevant to such activities. 

Context 

9. GCSB's and NZSIS's objectives are set out in the Act. Both agencies contribute to: 

a) The protection of New Zealand's national security; 

b) The international relations and well-beiri~J of New Zealand; and 

c) The economic well-being of New Zealand. 

10. GCSB and NZSIS do this through the performance of their statutory functions, which include: 

a) Intelligence collection and analysis; and 

b) The provision of protective security services, advice and assistance. 

11. MPSs are an important component of the measures put in place by the Act to ensure the functions 

of GCSB and NZSIS are performed with propriiety and in accordance with New Zealand law and 

all human rights obligations recognised by New Zealand law. 

12. GCSB and NZSIS obtain information from ai range of sources to perform their intelligence 

collection and analysis function. Those sources include those that the agencies are able to access 

due to their statutory powers (for example, through the use of covert surveillance, or the 

interception of private communications under the authority of an intelligence warrant), and 

information available to any member of the public (for example, information published in the 

media or openly on the internet). 

13. Publicly available information may lead to the production of intelligence (often referred to as 

'open source intelligence'). For example, NZSIS may produce intelligence reports about threats 

of terrorism or violent extremism based on information available on publicly accessible forums. 

That information may also be used by GCSB and NZSIS to support the collection and analysis of 

information from other sources (for example, GCSB may research and develop methods of 

obtaining information through publicly available technical information). 

14. The agencies also use information from a range of sources - including publicly available 

information and open source intelligence produced using that information - to perform their other 

functions. For instance, GCSB may use publicly available indicators of compromise in providing 

consented cyber-security activities, or NZSIS may use information published online when vetting 

for security clearances. Covert and specialised collection of information is both expensive and 

may involve intrusive powers of the State. For this reason, it is beneficial for GCSB and NZSIS to 

be able to meet information needs as much as possible from publicly available sources. 

15. Unlike most individuals (but similar to many commercial organisations), GCSB and NZSIS may be 

able to obtain relatively large amounts of publicly available information without the knowledge of 

persons concerned (including when using an assumed identity), may analyse that information 

alongside information obtained from other sources, and may have sophisticated ways of analysing 

that information. These capabilities mean GCSB and NZSIS may be able to use publicly available 

information to inform assessments and/or identify details that are not immediately obvious from 

a piece of information considered in isolation. 

16. Publicly available information may be used to corroborate, support, or provide a counter-narrative 

to information obtained secretly. Open source intelligence supports intelligence activity across all 

GCSB and NZSIS activity, including in operations, investigations, and maintaining geo-political 

awareness. As with information available from any source, publicly available information can be 
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useful in ascertaining an individual's intentions, identifying persons of concern, and eliminating 

individuals from investigations. Publicly available information also may form the basis of secret 

intelligence once assessed and combined with other intelligence sources. 

Principles 

17. The following principles constitute a framework for good decision-making and must be taken into 

account by GCSB and NZSIS when obtaining and using publicly available information. This activity 

should be subject to ongoing review as to whether it continues to be consistent with these 

principles. 

Respect for privacy 

18. There may be some privacy interests in publicly available information, particularly where that 

information is_ personal information. This does not preclude the agencies from accessing or using 

that information, but special precautions may need be taken to protect particularly sensitive 

information once collected. This may include taking steps to mitigate the privacy impact of 

obtaining and using publicly available information, such as limiting the number of employees who 

may view analysis of personal information, or anonymising personal information. Importantly, 

GCSB and NZSIS are subject to the Privacy Ad 1993 and information privacy principles 1, 4(a), 

and 5-12 apply where the agencies have access to personal information. 

19. Obtaining publicly available personal information will activate the obligation under privacy 

principle 8 (accuracy, etc, of personal information to be checked before use). GCSB and NZSIS 

must take steps that are reasonable in the circumstances to ensure that the information is 

accurate, up to date, complete, relevant and not misleading (having regards to the purpose for 

which the information is proposed to be used) before using that information. This is relevant, for 

example, in performing the NZSIS's security vetting function. 

20. The public register privacy principles within section 59 of the Privacy Act 1993 will be relevant to 

the manner in which GCSB and NZSIS seek to gain information from public registers. 

Necessity 

21. Publicly available information, including personal information, should only be obtained and used 

for a purpose that is consistent with GCSB and NZSIS performing their statutory functions. GCSB 

and NZSIS should be clear that any activities involving the collection of publicly available 

information have a clear purpose, and ensure the purpose continues to remain throughout the 

course of the collection activities. 

22. Examples of purposes where it will be necessary to obtain and use publicly available information 

include acquiring background or contextual information relevant to the performance of a statutory 

function, acquiring information to identify behavioural patterns of interest, and obtaining 

information to assess the accuracy of information already held. 

23. Collecting information for the personal interest of an employee (unrelated to their role) while 

acting in their official capacity, for example, would not satisfy the necessity principle. 

Proportionality 

24. The collection and use of publicly available information should be proportionate to the purpose 

for which it is carried out. The amount of information may be one factor to consider when 

assessing proportionality. For example, bulk collection of publicly available information should 
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only be carried out where this is proportionate to the purpose. The age of information may also 

be a consideration, as there may be an increased risk that the information is out of date and less 

likely to be fit for purpose. 

25. Publicly available information may be collected and used to identify associates or contacts of a 

person of security concern. Publicly available information and analysis carried out using that 

information may contain personal or sensitive information about individuals not relevant to the 

purpose for which information is sought. Where practicable, GCSB and NZSIS should minimise 

the collection of publicly available personal information about persons who are not relevant to 

the purpose for which information is sought. 

26. When publicly available personal information is collected, assessed, collated and combined across 

multiple sources, GCSB and NZSIS should assess the additional privacy impact of collection from 

each additional source. When considered with the least intrusive means principle below, this 

places some bounds on the collection of publicly available personal information. 

27. Privacy principles 10(a) and ll(b) place limits on using and disclosing personal information 

sourced from a publicly available publication where it would be unfair or unreasonable to do so, 

unless there is reasonable grounds to believe the use or disclosure is necessary to enable GCSB 

or NZSIS to perform any of its functions (privacy principles 10(2) and 11 (fa)). Fairness and 

reasonableness are therefore important tests when making a proportionality assessment. 

Least intrusive means 

28. In collecting publicly available information, GCSB and NZSIS must use the least intrusive means 

available to obtain the required information in a secure, timely and reliable manner (noting that 

open source collection is one of the least intrusive means of collection of intelligence, especially 

compared to warranted methods). 

Respect for freedom of expression, including the right to advocate, protest or dissent 

29. Section 19 of the Act provides that the exercise by any person in New Zealand or any class of 

persons in New Zealand of their right to freedom of expression under the law (including the right 

to advocate, protest, or dissent) does not itself justify an intelligence and security agency taking 

any action in respect of that person or class of persons. 

30. GCSB and NZSIS must ensure that its use of particular information sources or platforms to obtain 

publicly available information is consistent with the protection in section 19. Acts of advocacy, 

protest or dissent are not, of themselves, justification for collecting publicly available information. 

GCSB and NZSIS must ensure collection of publicly available information related to such acts is 

undertaken only where the purpose of doing so is necessary to enable the agency to perform one 

of its statutory functions in furtherance of one ( or more) of its objectives. For example, the fact 

of a protest itself is not sufficient justification for collecting information but following up on a 

legitimate security concern that arises in relation to a planned protest may be sufficient 

justification. 

Legality 

31. GCSB and NZSIS must ensure that the collection and use of publicly available information will be 

carried out in accordance with the law. Where appropriate, legal advice should be sought. As 

noted above, particular care must be taken to ensure that, without a warrant or using other 
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methods recognised under the Act, only information that is publicly available is collected by GCSB 

and NZSIS. 

32. GCSB and NZSIS may collect publicly available information using collection methods that are not 

available to the public (for example, by using specialist techniques for collecting information or 

through relationships with other people who have access to the information). The agencies must 

take particular care to ensure that any collection of publicly available information using methods 

not available to the public does not involve any unlawful activity, unless done so with an 

authorisation under Part 4 of the Act. 

33. In addition to complying with the law, GCSB and NZSIS must consider the impact of obtaining 

and using publicly available information on the rights affirmed under sections 15 (manifestation 

of religion and belief), 16 (freedom of peaceful assembly), 17 (freedom of association) and 19 

(freedom from discrimination) of the New Zealand Bill of Rights Act 1990. 

34. GCSB and NZSIS must have regard to the statutes that establish and govern individual public 

registers, including any relevant restrictions and privacy protection mechanisms they contain. The 

legality of collection and use of public register information by GCSB and NZSIS should be assessed 

on a case by case basis. 

Oversight 

35. GCSB and NZSIS must carry out all activities in a manner that facilitates effective oversight, 

including through the keeping of appropriate records of collection of publicly available information 

made in respect of particular individuals. 

Matters to be reflected in internal policies and procedures 

36. GCSB and NZSIS must have internal policies and procedures that are consistent with the 

requirements and principles above, and must have systems in place to support and monitor 

compliance. Those policies and procedures must also address the following additional matters: 

Compliance with the information privacy principles 

GCSB and NZSIS are subject to information privacy principles 1, 4(a), and 5 to 12 of the 

information privacy principles in the Privacy Act 1993. All policies relating to obtaining publicly 

available personal information and the handling of any information collected or held as a result 

of such activities must incorporate guidance about compliance with the information privacy 

principles. 

Compliance with public service minimum standards of integrity and conduct 

The Directors-General of the GCSB and NZSIS must issue policies and procedures that reflect 

their agencies' obligations under the Public Service Act 2020. 

Health and safety 

The collection and use of publicly available information must be undertaken consistently with 

GCSB's and NZSIS's obligations under the Health and Safety at Work Act 2015. 

Sensitive category individuals 

GCSB and NZSIS must have a policy setting out the restrictions and protections necessary in the 

conduct of activities in respect of sensitive categories of individuals (for example, children and 

young people aged under 18 years of age, Members of New Zealand's Parliament, members of 

the New Zealand judiciary, journalists, lawyers, registered medical practitioners or other providers 
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of health services attracting medical privilege, and people vulnerable by reason of illness or other 

capacity). 

Authorisation at a high level within the relevant agency is required for activities conducted in 

respect of these individuals. This will provide reassurance that appropriate measures are in place 

in the event that publicly available information may be obtained or used in respect of sensitive 

category individuals. 

Copyright 
Collection of publicly available information by GCSB and NZSIS may raise issues about access to 

and use of copyrighted information. Section 63 of the Copyright Act 1994 provides that copyright 

is not infringed by any use of material by or on behalf of the Crown for the purpose of national 

security, although for any such use the Crown is liable to pay equitable remuneration to the 

copyright owner. 

GCSB and NZSIS should have a policy that provides guidance to employees about the issues 

raised by copyright in publicly available information to ensure that the Crown's legal obligations 

are met. 

Training 
All employees of an intelligence and security agency who use publicly available information in 

their work must be provided training on all relevant law, policies and procedures in relation to 

the collection and use of publicly available information. 

Authorisation procedures 

37. GCSB and NZSIS must ensure that where any difficult or sensitive issues regarding the legality or 

propriety of the collection and use of publicly available information arise, these are dealt with at 

a sufficiently senior level within the agency. For example, publicly available information may 

include information that has been previously leaked from or mislaid by its owner. In situations 

where this is known or suspected to have occurred, employees must ensure that the issue is 

escalated appropriately and where necessary expert advice, including legal advice, is sought. 
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Duration of ministerial policy statemc~nt 

38. This MPS will take effect from 28 September 2020 for a period of three years. The Minister who 

issued an MPS may, at any time, amend, revoke or replace the MPS. 

Ministerial Policy Statement issued by: 

Hon Andrew Little 

Minister Responsible for the Government Communications Security Bureau 

Minister Responsible for the New Zealand Security Intelligence Service 

September 2020 
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DRAFT - PRIOR TO MINISTERIAL CONSULTATION 

Ministe,rial Poli01 S tate1nent 

Section 121 requests 

Summary 

The Act expressly recognises the existing ability of GCSB and NZSIS to request information from other 

agencies. 

This Ministerial Policy Statement (MPS) provides guidance on making requests under section 121 of the 

Act. In making these requests GCSB and NZSIS must have regard to the following principles: necessity, 

proportionality, respect for privacy, less intrusive means to be considered, use of most appropriate 

statutory mechanism, and oversight. This MPS also specifies certain matters to be included in internal 

policy and procedures. 

Definitions 
The Act means the Intelligence and Security Act 2017 

Agency means any person, whether in the public sector or the private sector, and includes a department and 

an interdepartmental venture 

Information privacy principles are the information privacy principles contained in the Privacy Act 2020. 

Personal information means information about an identifiable individual. 

CONTEXT 

Making requests under Section 121 occurs within a wider information collection context 

1. GCSB and NZSIS obtain or collect information through a range of methods authorized under the 

Act in order to perform their statutory functions. These authorities include: 

a. Intelligence warrant; 

b. Business records directions; 

c. Authorisations to access restricted information; and 

d. Direct access agreements. 

2. GCSB and NZSIS also collect information through means that do not require a specific legal 
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authorisation, including: 

a. Through the disclosure of information - this may be provided in a number of ways, 

including: 

i. unsolicited, without any prior request from GCSB or NZSIS; 

ii. in response to a request from GCSB or NZSIS under section 121 of the Act (this 

MPS) 

iii. by collecting, requesting and receiving information from a person (known as 

human intelligence activities) (9uidance on how GCSB and NZSIS should obtain 

information directly from persons without an intelligence warrant is addressed in 

[LINK] 

iv. from overseas public authorities (guidance on cooperation with overseas public 

authorities is addressed in [LIN K]) 

b. Obtaining, collecting and using publicly available information [LINK]) 

c. Through the conduct of other lawful activities, such as conducting surveillance in a public 

place [LINK] . 

Making a request under section 121 

3. In order for GCSB and NZSIS to carry out their functions, they must collect information using a 

variety of methods, including by requestin9 information from a range of individuals and 

organisations for a wide range of reasons. For example, GCSB and NZSIS may request information 

to facilitate a counter-terrorism investigation or to support the development of operational 

capability. 

4. The Act expressly recognises the existing ability of GCSB and NZSIS to request information held by 

another agency, including personal information, in order to perform their functions. A Director­

General may request information from any other agency where they bel ieve on reasonable grounds 

that the information is necessary to enable the performance of any of its functions. A request under 

section 121 must provide details of the information requested and confirm the information is 

necessary to enable GCSB or NZSIS to perform any of their functions. 

5. A request for information under section 121 is not legally enforceable (i.e. it is a request for voluntary 

disclosure), and an agency receiving a request may decide whether or not to disclose the 

information. 

Voluntary disclosure of information under section 122 

6. Section 122 recognises the existing ability of an agency to disclose information it holds to the GCSB 

and NZSIS. Agencies may disclose information (in response to a request or at their own initiative) 

if they have reasonable grounds to believe that the information is necessary to enable GCSB or 

NZSIS to perform any of its functions. 

7. Information may not be disclosed under section 122 if there is other legislation that prohibits or 

restricts the disclosure of information to GCSB and NZSIS. If another statutory provision regulates 

2 
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the way in which the information may be obtained or made available to GCSB and NZSIS, then the 

terms of that provision will prevail. Agencies also remain subject to any obligations of confidence, 

or contracts, agreements or other documents relating to the disclosure of the specific information. 

8. The Privacy Act 2020 also applies to the voluntary disclosure of personal information. Principle 11 

of the Privacy Act states that information should not be disclosed unless one or more of the 

specified grounds for disclosure applies. This includes where the agency believes on reasonable 

grounds that disclosure is one of the purposes, or directly related to the purposes in connection 

with which the information was collected. There is also a specific exception-that allows agencies to 

disclose information to the GCSB and NZSIS where they believe on reasonable grounds the 

information is necessary to enable them to perform their functions (see information privacy 

principle 11 (1 )(g)). 

9. To help an agency decide whether to disclose information on the basis it is necessary for GCSB or 

NZSIS to perform its functions, the relevant Director-General may certify in writing that disclosure 

of the information is necessary to enable GCSB or NZSIS to perform its functions (section 122(3)). 

GUIDANCE FOR GCSB AND NZSIS 

Scope of this MPS 

10. The guidance in this MPS does not apply to every request for information made by GCSB and NZSIS. 

The guidance applies to declared requests1 for information that GCSB and NZSIS make under 

section 121 in relation to their investigative and/or operational activity. This may include requests 

for: 

a. information about a person, place or other subject of intelligence interest; 

b. information to support the development of operational capabilities; and 

c. information about security arrangements or capabilities to inform the provision of 

protective security services, advice or assistance. 

11. For any request to overseas public authorities the Ministerial guidance on Co-operation with 

Overseas Public Authorities should be considered [LINK]. 

12. The guidance in this MPS does not apply to requests for information if they: 

a. relate to routine government administrative activities and business functions that are 

common to most public service departments (such as procurement and employment 

processes); 

b. are in a non-declared manner (i.e. it is not disclosed that the requestor works for GCSB or 

NZSIS) [LINK]; 

c. are made by the GCSB to facilitate the provision of consented information assurance and 

cybersecurity activities under section 11 of the Act [LINK]; or 

1 Section 121 requests cannot be covert or undeclared as they must confirm that the requested information is necessary to 

enable the performance of one or more of GCSB's/NZSIS's fiunctions. 

3 
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d. are made by the GCSB to facilitate its regulatory function under Part 3 of the 

Telecommunications (Interception Capability and Security) Act 2013 (TICSA).2 

13. GCSB and NZSIS will seek legal advice if there is uncertainty about whether a section 121 request is 

appropriate in the circumstances. 

Principles 

14. The following principles constitute a framework for good decision-making and must be taken into 

account by GCSB and NZSIS when making requests for information under this MPS. Requests for 

information (to the extent they are ongoing or repeated) should be subject to regular review as to 

whether they continue to be consistent with these principles. 

Necessity 

15. Requests for information under this MPS should only be made when the information sought is 

necessary to enable GCSB or NZSIS to perform one or more of its functions. For the avoidance of 

doubt, this includes requests for information to assess the validity of lines of enquiry or leads. To 

the extent requests are for personal informat ion, this reflects the law in relation to personal 

information. Information privacy principle 1 of the Privacy Act 2020 provides that personal 

information should not be collected unless the information is being collected for a lawful purpose 

connected with a function or activity of the agency and the collection of the information is necessary 

for that purpose. 

16. Requests must be prepared so that they target the information that is necessary and do not seek 

to capture irrelevant information. 

Proportionality 

17. The information requested should be proportionate to the purpose for which the information is 

sought. For example, a request for a large amount of information, relating to a large number of 

people, or relating to sensitive personal information, needs to be carefully justified. This will require 

considering the importance of the purpose for obtaining that information (such as intelligence of 

importance to the Government of New Zealand, or about immediate or significant threats) and the 

impacts of collection (such as any privacy or thi rd party impacts) including steps to minimize those 

impacts. 

Respect for privacy 

18. GCSB and NZSIS are subject to the Privacy Act 2020 and information privacy principles 1, 4(a), and 

5 to 13 will apply to requests for (and handling of) personal information. 

19. GCSB and NZSIS must take reasonable steps to mitigate the impact on the privacy of the person 

who is the subject of the request. Such steps may include defining the scope of requests for 

personal information to ensure no more than is necessary is sought, retaining as little personal 

information as possible when it is supplied, restricting the number of people who may access that 

information, establishing processes to ensure that information is only accessed for a function of the 

GCSB or NZSIS and only disclosing that information where there is a legitimate need. 

2 Part 3 of the TICSA establishes a framework under which network operators are required to engage with the GCSB about 

changes and developments with their networks where these intersect with national security. 

4 
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20. Whether a reasonable expectation of privacy exists requires consideration of all the circumstances, 

including factors like the nature of the information, the nature of the relationship between the 

agency to which the request is directed and the person who is the subject of the information, where 

the information was obtained, and the manner in which the information was obtained. People are 

more likely to have a reasonable expectation of privacy for information that would reveal intimate 

details of their lifestyle and personal choices. 

21 . Where a reasonable expectation of privacy arises, section 21 of the New Zealand Bill of Rights Act 

1990 will apply and it will be necessary to consider the reasonableness of the proposed request. 

Seeking legal advice should be considered in such cases. 

Least intrusive means to be considered 

22. GCSB and NZSIS should seek to obtain information by the least intrusive means reasonably 

available. The intrusiveness of requests for information vary according to the particular information 

requested and the wider context of the situation. Section 121 requests are voluntary, subject to 

other legal obligations, and can be tailored to the specific intelligence requirements. As such, they 

may often be the least intrusive method of obtaining information. 

23. However, GCSB and NZSIS should consider whether any alternative collection mechanisms are more 

appropriate in the specific circumstances to provide additional procedural protections to any 

affected individual. For example, a section 1;~1 request may be considered less intrusive than 

warranted methods of collection for the agency receiving the request, but such a request may be 

more intrusive from the perspective of the person who is the subject of the request due to the lesser 

procedural protections that are in place, if the requirements for a warrant can be met. 

24. GCSB and NZSIS may need to obtain information from multiple sources, using a range of means in 

order to assess the accuracy of information, or the reliability of sources. For example, in order to 

reliably assess the state of a person's finances (and the honesty of that person) as part of vetting 

them for a security clearance, it may be necessary to request information from the person 

themselves, and other persons who are aware of their financial situation. 

Use of most appropriate statutory mechanism 

25. Generally, the Act is designed to operate as a tool kit from which the GCSB and NZSIS may use any 

appropriate mechanism for obtaining information. For example, section 119 makes it clear that the 

ability to request information under section 121 does not limit GCSB and NZSIS from collecting 

personal information if authorised or required by or under another enactment or permitted by the 

information privacy principles. 

26. Where the Act or another enactment provides a specific mechanism (other than an authorisation 

under Part 4 of the Act) for GCSB or NZSIS to access certain information, there is a general 

expectation that those mechanisms be used unless there is good reason to make a request under 

section 121. This is because the procedural safoguards applying to other statutory mechanisms are 

specifically designed to protect individual privacy interests in those circumstances. For example, if 

a direct access agreement between NZSIS and/or GCSB and another public sector agency is in place 

for information about travel movements, GCSB and NZSIS should normally use that mechanism 

instead of making a request under section 121. 

5 
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27. However, the existence of a specific statutory mechanism does not prevent GCSB and NZSIS from 

making a request under section 121 if there are operationally good reasons to do so such as urgent 

requests or where it is appropriate to inform the use of those other mechanisms (e.g. seeking 

confirmation that the individual is a customer of an agency before seeking further information about 

the individual via a specific statutory mechanism). 

Oversight 

28. GCSB and NZSIS must carry out all activities in a manner that facilitates effective oversight. Given 

the wide range of possible section 121 requests, the exact form of a request (e.g. written or verbal) 

will depend on the operational needs of a situation, the nature of the relationship with the agency 

and the nature of the information sought. 

29. GCSB and NZSIS must keep records of section 121 requests and the response to those requests 

appropriate to the context and nature of the request. For example, in some circumstances an email 

chain between GCSB or NZSIS and another agency may constitute an appropriate record of a section 

121 request and its response. In other circumstances a record of meeting, file note, or exchange of 

letters will be the appropriate record of the request and response. 

30. Section 123 of the Act requires the Directors-General to keep a register of all certificates issued 

under section 122(3). It also specifies the information that must be recorded in the register of 

certificates. The register plays an important role in supporting GCSB, NZSIS, the Inspector-General 

of Intelligence and Security, and the responsible Minister to monitor and review use of certificates 

issued under section 122(3). 

Matters to be reflected in internal policies and procedures 

31 . As public service agencies, GCSB and NZSIS must comply with legislation, policies and procedures 

common to all New Zealand public service agencies.3 

32. In addition, GCSB and NZSIS must have, and act in compliance with, internal policies and procedures 

that are consistent with the requirements and principles of this MPS, and must have systems in 

place to support and monitor compliance. 

33. These policies and procedures must also address the following matters: 

• Compliance with the State Services Codi? of Integrity and Conduct 

Consistent with the State Services Standards of Integrity and Conduct, the GCSB and NZSIS will 

not permit individual employees to request information about any person or matter that they 

have a personal interest in or relationship with (for example, a family member or friend, or where 

the employee has a personal financial interest in a matter), except when: 

a. there is a specific reason why it is necessary for that particular employee to request the 

information for the performance of a statutory function; or 

b. there are no other persons reasonably available to make the request. 

3 This includes the Public Service Act 20220 and the Health and Safety at Work Act 2015. 
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• Training 

GCSB and NZSIS employees may only make requests for information under section 121 if they 

are appropriately trained on relevant policies and procedures. Those employees must receive 

ongoing training to ensure they have up-to-date knowledge of those policies and procedures. 

• Information management 

Information received as the result of a request under section 121 may be sensitive or personal 

information and GCSB and NZSIS must handle and store that information in accordance with 

clear access controls that correspond to the sensitivity of the information. The Information 

Management MPS [LINK] applies in relation to management of this information. 

• Compliance with information privacy principles 

GCSB and NZSIS are subject to information privacy principles 1, 4(a), and 5 to 13 in the Privacy 

Act 2020. Policies about requests made under section 121 of the Act must incorporate guidance 

about compliance with the relevant information privacy principles. 

• Sensitive category individuals 

GCSB and NZSIS must have a policy setting out the restrictions and protections necessary in 

the conduct of activities in respect of sensitive categories of individuals (for example, children 

and young people aged under 18 years of age, people vulnerable by reason of illness or other 

incapacity, New Zealand Members of Parliament, members of the New Zealand Judiciary and 

journalists). 

Authorisation at a high level within GCSB or NZSIS is required for activities conducted in respect 

of these individuals. This will provide reassurance that appropriate measures are in place in the 

event that requests for information need to be made to, or in relation to, sensitive category 

individuals. 

• Information protected by privilege 

GCSB and NZSIS must have a policy setting out the restrictions and protections necessary in 

the conduct activities that may involve communications protected by privilege (for example, 

communications attracting legal privilege, privilege for communications with ministers of 

religion and communications attracting medical privilege). 

Authorisation procedures 

34. Requests for information must be authorised by an appropriately senior employee of the GCSB or 

NZSIS, having regard to the nature of the information requested, the persons affected by the 

request (such as sensitive category individuals), the agency it is requested from, the relationship 

between that agency and GCSB or NZSIS, and any risks associated with making the request. 

Duration of ministerial policy statement 

35. This MPS will take effect from XX November 2021 for a period of three years. The Minister who 

issued a MPS may, at any time, amend, revoke or replace the MPS. 

7 
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Ministerial Poli01 S taternent 

Requesting information from agencies 
under section 121 of the Intelligence 
and Security Act 2017 -

Summary 

The Intelligence and Security Act 2017 expressly recognises the existing ability of the Government 

Communications Security Bureau (GCSB) and New Zealand Security Intelligence Service (NZSIS) to 

request information from an agency under section 121. This ministerial policy statement (MPS) 

provides guidance about making those requests. In making these requests GCSB and NZSIS must have 

regard to the following principles: legality, necessity, proportionality, respect for privacy, less intrusive 

means to be considered, use of most appropriate statutory mechanism, and oversight. This MPS also 

specifies certain matters to be included in internal policy and procedures. 

Definitions 

The Act means the Intelligence and Security Act 2D17 

Agency means any person, whether in the public sector or the private sector, and includes a 

department 

GCSB means the Government Communications and Security Bureau 

NZSIS means the New Zealand Security Intelligence Service 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 1 
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Purpose 

1. This MPS is issued by the Minister Responsible for the GCSB and the NZSIS pursuant to section 

206(g) of the Act. 

2. The purpose of this MPS is to provide guidance to GCSB and NZSIS about making requests for 

information under section 121 of the Act. The MPS comprises the Minister's expectations for how 

GCSB and NZSIS should properly perform their functions and establishes a framework for good 

decision-making and best practice conduct. 

3. MPSs are also relevant to oversight of the agencies by the Inspector-General of Intelligence and 

Security in the exercise of their propriety jurisdiction (the Act requires the Inspector-General to 

take account of any relevant MPS and the extent to which an agency has had regard to it when 

conducting any inquiry or review). 

4. Every employee making a request for information under section 121 must have regard to this 

MPS. Employees should be able to explain how they had regard to the MPS. This might amount 

to an explanation of their consideration of any relevant internal policy or procedures that reflect 

the MPS. The Directors-General are responsible for ensuring the MPS is reflected in their agency's 

internal policies and procedures. If any action or decision is taken that is inconsistent with the 

MPS, employees must be able to explain why the action was taken and how they had regard to 

the MPS. 

Scope 

5. This MPS applies to formal requests under section 121 of the Act for information from other 

agencies that is necessary for the performance of GCSB's and NZSIS's functions. Corresponding 

disclosures by other organisations are made under section 122. 

6. This MPS does not apply to information obtained under any of the other mechanisms available 

under the Act (discussed in more detail below), or pursuant to an intelligence warrant. Any 

requirements associated with obtaining information under such mechanisms or pursuant to 

intelligence warrants will be specifically stated in those mechanisms/intelligence warrants. Nor 

does it apply to informal requests for information that GCSB or NZSIS employees may make in 

the course of interactions with agencies (for example, requests arising in the context of a 

conversation or at a conference). 

7. Because section 121 requires a statement from the relevant Director-General that the requested 

information is necessary to enable the performance of one or more of GCSB's/NZSIS's functions 

(see below), section 121 only applies to overt or declared requests. The agencies cannot use 

section 121 to make covert or undeclared requests; depending on the circumstances, such 

requests may constitute lawful human intellig1ence activities (see MPS on Collecting information 

lawfully from persons without an intelligence warrant or authorisation given under section 78). 

8. New Zealand obtains a significant amount of information (including intelligence) from overseas 

public authorities. Cooperation and sharing of intelligence with overseas public authorities is 

addressed by a separate MPS (see MPS on Cooperation with overseas public authorities); requests 

for such information are not covered by this MPS. 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 2 
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Context 

9. GCSB's and NZSIS's objectives are set out in the Act. GCSB and NZSIS contribute to : 

a) The protection of New Zealand's national security; 

b) The international relations and well-being of New Zealand; and 

c) The economic well-being of New Zealand. 

10. GCSB and NZSIS do this through the performance of their statutory functions, which include: 

a) Intelligence collection and analysis; and 

b) The provision of protective security services, advice and assistance. 

11. MPSs are an important component of the measures put in place by the Act to ensure the functions 

of GCSB and NZSIS are performed with propriety and in accordance with New Zealand law and 

all human rights obligations recognised by New Zealand law. 

12. To perform any of their statutory functions, it is necessary for GCSB and NZSIS to use a range of 

methods to collect information, including requests for information to a range of agencies. 

Information (such as someone's address, information about their family and friend groups, or 

travel movements) may help GCSB and NZSIS to investigate the activities of that person. It may 

also help to verify information obtained from other sources to assess the quality of those other 

sources, or identify links between persons of intelligence interest. GCSB and NZSIS may request 

technical information (such as information about the configuration of computer networks) to 

provide advice and assistance to support the protection of those networks from malicious cyber 

activity. 

13. The Act contains a range of mechanisms that, depending on the circumstances, can be used by 

GCSB or NZSIS to obtain information needed to perform their statutory functions: 

• Subpart 2 of Part 5 provides for direct access to certain government databases (subject to 

a direct access agreement between Ministers). Those databases contain, for example, 

information about citizenship, residency and travel movements, and financial intelligence. 

• Subpart 3 of Part 5 provides for case-by-case disclosure of certain restricted information (ie, 

information that cannot currently be disclosed due to a statutory prohibition or restriction). 

That information includes, for example, adoption information, tax information, and driver 

licence photographs. 

• Subpart 4 of Part 5 establishes a scheme for the compulsory disclosure of certain business 

records held by telecommunications companies and financial service providers. 

14. GCSB and NZSIS can also obtain information through otherwise unlawful means (for example, by 

intercepting private communications) pursuant to an intelligence warrant. Those means are not 

covered by this MPS. 

Legislative basis of requests for information 

15. Section 121 of the Act recognises the existin11 ability of GCSB and NZSIS to request information 

held by other agencies (both public and private). Section 122 recognises the existing ability of an 

agency to disclose information it holds to the GCSB and NZSIS (see sections 121 and 122). 

16. Section 121 sets out the ability to request information from another agency where the Director­

General of GCSB or NZSIS believes on reasonable grounds that the information is necessary to 

enable his or her agency to perform any of its functions. Such a request must provide details of 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 3 
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the information requested and confirm the information is necessary to enable GCSB or NZSIS to 

perform any of its functions. That is, the intention is that section 121 deals with overt and declared 

requests for information. 

17. Disclosing agencies retain the discretion to decide whether to disclose information to the agencies 

upon receiving such a request from GCSB or NZSIS. Section 122 of the Act states organisations 

may disclose information if they have reason.able grounds to believe disclosure is necessary to 

enable the intelligence and security agency to perform any of its functions. Disclosures of 

information under section 122 may not be made if there are other Acts that prohibit or restrict 

the disclosure of information to GCSB and NZSIS. If another statutory provision regulates the way 

in which the information may be obtained or made available to GCSB and NZSIS, then the terms 

of that provision will prevail. Disclosures of information also remain subject to any other 

obligations of confidence, or contracts, agreements or other documents relating to the disclosure 

of the specific information. 

18. The disclosure of personal information is also subject to the Privacy Act 1993. Information privacy 

principles 1, 4(a), and 5 to 12 apply to GCSB and NZSIS. Information privacy principle 11 provides 

that an agency may disclose information if that disclosure is one of the purposes in connection 

with which the information was obtained or is directly related to those purposes. An exception to 

information privacy principle 11 permits disclosure where it is necessary to enable an intelligence 

and security agency to perform any of its functions (see information privacy principle ll(fa)). 

Depending on the information in question, it may be that industry or sector-specific privacy codes 

also apply (the Health Information Privacy Code 1994, for example). Even when a disclosure is 

consistent with information privacy principle 11, the requirements of section 122 must also be 

met, that is, including that the disclosing organisation must believe on reasonable grounds the 

disclosure is necessary to enable either GCSB or NZSIS to perform any of its functions. 

19. In situations where an organisation considering disclosing information does not have reasonable 

grounds for believing disclosure is necessary for the performance of a function of GCSB or NZSIS, 

the relevant Director-General may certify that disclosure of the information is necessary to enable 

the agency to perform its functions (section 122(3)). Certificates will always be provided in written 

form. 

Principles 

20. The following principles constitute a framework for good decision-making and must be taken into 

account by GCSB and NZSIS when making requests for information under section 121 of the Act. 

All requests for information (to the extent they are ongoing or repeated) should be subject to 

ongoing review as to whether they continue to be consistent with these principles. 

Legality 

21. GCSB and NZSIS must ensure all requests made under section 121 are made in accordance with 

the law. Requests must be identifiable as a non-enforceable request, rather than a demand with 

which the recipient is legally required to comply. Where appropriate, legal advice should be 

sought before requests are made. 

Necessity 

22. Requests should only be made when the information sought is necessary to enable GCSB or 

NZSIS to perform one or more of its functions. This reflects the law in relation to personal 

information - information privacy principle 1 of the Privacy Act 1993 provides that personal 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 4 
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information should not be collected unless the information is being collected for a lawful purpose 

connected with a function or activity of the agency and the collection of the information is 

necessary for that purpose. 

23. Requests must be formulated so that they target the information that is necessary and do not 

seek to capture irrelevant information. Consideration of necessity will also require consideration 

of whether there is another way to obtain the information (for example, by directly accessing it 

where it falls within the direct access scheme in the Act and where a direct access agreement is 

in place in respect of that category of informat ion). 

Proportionality 

24. The nature and amount of information requested should be proportionate to the purpose for 

which the information is sought. For example, a request for a larger amount of information, 

relating to a larger number of people, or relating to sensitive personal (for example, health 

information) or commercial matters, should only be made where the purpose for obtaining that 

information is proportionately important - such as if it will support the production of higher­

priority intelligence, or is part of addressing an immediate threat. Similarly, a proportionality 

assessment should be made in relation to any ongoing or repeated requests for information made 

in reliance on section 121. 

Respect for privacy 

25. GCSB and NZSIS are subject to the Privacy Act 1993 and information privacy principles 1, 4(a), 

and 5 to 12 will apply where they have access to personal information. GCSB and NZSIS should 

take special care in relation to any personal information that the person who is the subject of the 

request has a reasonable expectation of privacy in relation to. Whether a reasonable expectation 

of privacy exists requires consideration of all of the circumstances, including such factors as the 

nature of the information, the nature of the relationship between the agency to which the request 

is directed and the person who is the subject of the information, where the information was 

obtained, and the manner in which the information was obtained. Reasonable expectations of 

privacy exist to protect information that would tend to reveal intimate details of the lifestyle and 

personal choices of the individual concerned. 

26. GCSB and NZSIS must take reasonable steps to mitigate the impact on the privacy of the person 

who is the subject of the request. Such steps may include defining the scope of requests for 

personal information to ensure no more than is necessary is sought, retaining as little personal 

information as possible when it is supplied, restricting the number of people who may access that 

information, establishing processes to ensure that information is only accessed for a function of 

the agencies, and only disclosing that information where there is a legitimate need. 

27. Where a reasonable expectation of privacy arises, section 21 of the New Zealand Bill of Rights 

Act 1990 will apply and it will be necessary to consider the reasonableness of the proposed 

request. Legal advice should be sought in such cases. 

Less intrusive means to be considered 

28. GCSB and NZSIS should seek to obtain any information by the least intrusive means reasonably 

available. This means GCSB and NZSIS should only make a request for information where a less 

intrusive means of obtaining the information is not reasonably available. A request for information 

is a reasonably available means of obtaininq information and is preferable to more intrusive 

means of obtaining the information. 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 5 
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29. The intrusiveness of requests for information vary according to the particular information 

requested. While requests for information from other agencies are often less intrusive than other 

methods of collection (for example, warranted methods) for the agency receiving the request, 

such a request may be more intrusive from the perspective of the person who is the subject of 

the request due to the lesser procedural protections that are in place. 

30. Generally, GCSB and NZSIS may need to obtain information from multiple sources, using a range 

of means in order to assess the accuracy of information, or the reliability of sources. For example, 

in order to reliably assess the state of a person's finances (and the honesty of that person) as 

part of vetting them for a security clearance, it may be necessary to request information from 

the person themselves, other persons who are aware of their financial situation, and their bank. 

Use of most appropriate statutory mechanism 

31. Generally, the Act is designed to operate as a toolkit from which the agencies may utilise any 

appropriate mechanism for obtaining information. For example, section 155 makes clear that 

nothing in the business records authorisation regime in the Act precludes the disclosure of 

business records to GCSB and NZSIS where disclosure is required, authorised or permitted by or 

under another provision of the Act or any other statute. 

32. Where the Act or another enactment provides a specific mechanism (other than an authorisation 

under Part 4 of the Act) for access by GCSB/NZSIS to certain information, there is a general 

expectation that those mechanisms be used unless there is good reason to make a request under 

section 121. This is because the procedural safeguards applying to other statutory mechanisms 

will generally provide greater protection for individual privacy interests than case by case 

requests. For example, if a direct access agreement between NZSIS and/or GCSB and another 

public sector agency is in place for information about travel movements, the agencies should use 

that mechanism instead of making ad-hoe requests under section 121. It is important to note, 

however, that the existence of a specific scheme does not preclude GCSB and NZSIS from making 

ad-hoe requests under section 121 if there are operational reasons to do so (such as urgent 

requests). 

Oversight 

33. GCSB and NZSIS must carry out all activities in a manner that facilitates effective oversight, 

including through the keeping of records about requests for information. These records should 

include enough information to allow a person reviewing a request to identify the purpose for 

making that request. 

34. Section 123 of the Act requires the Directors-General to keep a register of all certificates issued 

under section 122(3). It also specifies the information that must be recorded in the register of 

certificates. The register plays an important role in supporting GCSB, NZSIS, the Inspector­

General of Intelligence and Security, and the responsible Minister to monitor and review use of 

certificates under section 123. 

35. GCSB and NZSIS should record the response to each request (ie, request fulfilled entirely, request 

fulfilled partially, or request denied) to allow for transparency reporting about the number of 

requests for information under section 121. 
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Matters to be reflected in internal pollicies and procedures 

36. GCSB and NZSIS must have, and act in compliance with, internal policies and procedures that are 

consistent with the requirements and principles above, and must have systems in place to support 

and monitor compliance. The policies and procedures of GCSB and NZSIS must also address the 

following specific matters. 

Compliance with the State Services Code of Conduct 

The Directors-General of GCSB and NZSIS must issue policies and procedures that reflect their 

agencies' obligations under the State Sector Act 1988. 

Consistent with the State Services Standard, of Integrity and Conduct, the agencies will not 

permit individual employees to request information about any person or matter that they have a 

personal interest in or relationship (for example, a family member or friend, or where the 

employee has a personal financial interest in a matter), except when: 

a) there is a specific reason why it is necessary for that particular employee to request the 

information for the performance of a statutory function; or 

b) there are no other persons reasonably available to make the request. 

Training 
GCSB and NZSIS employees may only make requests for information if they are appropriately 

trained on relevant policies and procedures. Those employees must receive ongoing training to 

ensure they have up-to-date knowledge of those policies and procedures. 

Information management 

Information received as the result of a request from agencies under 121 may be among some of 

the more sensitive information held by GCSB and NZSIS, given the personal nature of that 

information. This information must be handled and stored in accordance with clear access controls 

that correspond to the sensitivity of the information. The MPS [link management of information] 

also applies in relation to management of this information. 

Compliance with information privacy principles 

GCSB and NZSIS are subject to information privacy principles 1, 4(a), and 5 to 12 of the 

information privacy principles in the Privacy Act 1993. All policies relating to requests made under 

section 121 of the Act and the handling of any information collected and held as a result of such 

requests must incorporate guidance about compliance with the relevant information privacy 

principles. 

Sensitive category individuals 

GCSB and NZSIS must have a policy setting out how the restrictions and protections necessary 

in the conduct of activities in respect of sensitive categories of individuals (for example, children 

and young people aged under 18 years of age, Members of New Zealand's Parliament, members 

of the New Zealand judiciary, journalists, lawyers, registered medical practitioners or other 

providers of health services attracting medical privilege, and people vulnerable by reason of illness 

or other incapacity). 

Authorisation at a high level within the relevant agency is required for activities conducted in 

respect of these individuals. This will provide reassurance that appropriate measures are in place 

in the event that requests for information need to made to or in relation to sensitive category 

individuals. 
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Authorisation procedures 

37. The Directors-General of GCSB and NZSIS may delegate their ability to make requests for 

information consistently with the Public Service Act 2020. 

38. All requests for information must be authorised by an appropriately senior employee of the 

agencies, having regard to the nature of the information requested and the agency it is requested 

from (such as sensitive categories of individuals), and any risks associated with making the 

request. 

Duration of ministerial policy statemient 

39. This MPS will take effect from 28 September 2020 for a period of three years. The Minister who 

issued a MPS may, at any time, amend, revoke or replace the MPS. 

Ministerial Policy Statement issued by: 

Hon Andrew Little 

Minister Responsible for the Government Communications Security Bureau 

Minister Responsible for the New Zealand Security Intelligence Service 

September 2020 

Ministerial Policy Statement I Requesting information from agencies under section 121 Page 8 



RELEASED UNDER THE O
FFICIAL IN

FORMATIO
N ACT 19

82

UNCLASSIFIED 

ATTACHMENT G 
Letter to Hon Kris Faafoi, Minister of Justice 

Hon Kris Faafoi 
Minister of Justice 
Parliament Buildings 

Dear Minister Faafoi 

Consultation on Ministerial Policy Statement - Publicly Available Information 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS collecting and using publicly available information. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) require the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful activities 
carried out by the agencies. The MPSs are required to be reviewed within three years from the 
date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but must 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister responsible for both 
the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments, as this MPS is relevant to your portfolio responsibilities as Minister of Justice. I have 
outlined the main changes to this MPS below. 

I would welcome any insights that you may havei. Officials from the Department of the Prime 
Minister and Cabinet have liaised with officials from the Ministry of Justice and their feedback has 
been incorporated in the attached draft. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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Key changes to the attached Ministerial Policy Statement 

Changes common to all eleven MPSs 

All MPSs have been amended to: 

• Include a cover sheet (or website landing page). The cover sheet sets out the overarching 
purpose of the MPSs, so each individual MPS just focuses on the specific activity in 
covers; 

• Improve readability, by simplifying the language (including the titles of the MPSs) and 
reducing repetition; 

• Separate the context (which is of more interest to the public) and the guidance to the 
agencies; 

• Clarify that the MPS only applies to lawful activity, and set out the legal obligations in 
relation to the activity covered by the MPS; 

• Set out that the agencies are public service agencies and must comply with policies and 
procedures common to all New Zealand public service agencies. 

Changes consistent across the information colllection MPSs 

The Publicly Available Information was reviewed alongside the other information collection 
MPSs (Collecting Human Intelligence and Section 121 Requests). These MPSs now include 
a description of the information collection framework - setting out the methods the agencies 
use to perform their statutory functions , and revising the scope sections to clearly specify what 
is in scope of each MPS, what is out of scope and what is in scope of another MPS. This is as 
the result of feedback that GCSB and NZSIS employees were sometimes confused about 
which MPS applied to which activity. 

Changes to the Publicly Available Information IMPS 

The Publicly Available Information MPS sets out my expectations on how GCSB and NZSIS 
properly obtain , collect and use publicly available information. 

The main feedback on this MPS was that the MPS was focused on the use of publicly available 
information in relation to specific persons of interest. The revised MPS has been re-framed to 
capture the broader range of uses of publicly available information. The range of uses have 
been described. Other changes include: 

• The MPS now includes a requirement that the agencies have an internal policy that 
provides guidance on the collection, use, retention and disposal of large personal datasets 
that were obtained through collecting publicly available information; 

• It includes an example to demonstrates the applicability of section 19 of the Act (which 
provides that the exercise of the right to freedom of expression does not justify activity by 
an intelligence and security agency) in relation to publicly available information. 
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ATTACHMENT H 
Letter to Hon Dr David Clark, Ministe•r for Digital Economy and 
Communications 

Hon Dr David Clark 
Minister for Digital Economy and Communications 
Parliament Buildings 

Dear Minister Clark 

Consultation on Ministerial Policy Statement - Publicly Available Information 

I enclose for your comment a draft of the revised Ministerial Policy Statement (MPS) regarding 
GCSB and NZSIS collecting and using publicly available information. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) require the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful activities 
carried out by the agencies. The MPSs are requi red to be reviewed within three years from the 
date they take effect. 

MPSs are a mechanism for the responsible Ministier(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not: affect the lawfulness of the activities, but must 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister responsible for both 
the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments, as this MPS is relevant to your portfolio responsibilities as Minister for Digital Economy 
and Communications. I have outlined the main changes to this MPS below. 

I would welcome any insights that you may have. Officials from the Department of the Prime 
Minister and Cabinet have consulted with the Government Chief Privacy Officer and his feedback 
has been incorporated in the attached draft. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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Key changes to the attached Ministerial Policy Statement 

Changes common to all eleven MPSs 

All MPSs have been amended to: 

• Include a cover sheet (or website landing page). The cover sheet sets out the overarching 
purpose of the MPSs, so each individual MPS just focuses on the specific activity in 
covers; 

• Improve readability, by simplifying the language (including the titles of the MPSs) and 
reducing repetition; 

• Separate the context (which is of more interest to the public) and the guidance to the 
agencies; 

• Clarify that the MPS only applies to lawful activity, and set out the legal obligations in 
relation to the activity covered by the MPS; 

• Set out that the agencies are public service agencies and must comply with policies and 
procedures common to all New Zealand public service agencies. 

Changes consistent across the information collection MPSs 

The Publicly Available Information was reviewed alongside the other information collection 
MPSs (Collecting Human Intelligence and Section 121 Requests). These MPSs now include 
a description of the information collection framework - setting out the methods the agencies 
use to perform their statutory functions, and revising the scope sections to clearly specify what 
is in scope of each MPS, what is out of scope and what is in scope of another MPS. This is as 
the result of feedback that GCSB and NZSIS employees were sometimes confused about 
which MPS applied to which activity. 

Changes to the Publicly Available Information MPS 

The Publicly Available Information MPS sets out my expectations on how GCSB and NZSIS 
properly, obtain, collect and use publicly available information. 

The main feedback on this MPS was that the MPS was focused on the use of publicly available 
information in relation to specific persons of interest. The revised MPS has been re-framed to 
capture the broader range of uses of publicly available information. The range of uses have 
been described. Other changes include: 

• The MPS now includes a requirement that the agencies have an internal policy that 
provides guidance on the collection, use, retention and disposal of large personal datasets 
that were obtained through collecting publicly available information; 

• It includes an example to demonstrate the applicability of section 19 of the Act (which 
provides that the exercise of the right to freedom of expression does not justify activity by 
an intelligence and security agency) in relation to publicly available information. 
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ATTACHMENT I 

Letter to Hon Poto Williams, Ministeir of Police 

Hon Poto Williams 
Minister of Police 
Parliament Buildings 

Dear Minister Williams 

Consultation on Ministerial Policy Statements - Human Intelligence, Section 121 
Requests, and Publicly Available Information 

I enclose for your comment drafts of three revised Ministerial Policy Statements (MPSs) that 
provide guidance to the GCSB and NZSIS on information collection . They are: 

• Collecting Human Intelligence 

• Publicly Available Information 

• Section 121 Requests. 

Sections 206 and 207 of the Intelligence and Security Act (the Act) require the Minister(s) 
responsible for the intelligence and security agencies to issue MPSs about certain lawful activities 
carried out by the agencies. The MPSs are required to be reviewed within three years from the 
date they take effect. 

MPSs are a mechanism for the responsible Minister(s) to set expectations and provide guidance 
about the conduct of those activities. MPSs do not affect the lawfulness of the activities, but must 
be taken into account by the Inspector-General of Intelligence and Security when they are 
assessing the propriety of the agencies' activities. As the current Minister responsible for both 
the GCSB and the NZSIS, I must review and reissue the MPSs. 

Under section 212 of the Act I am required to consult with any Ministers of the Crown whose area 
of responsibility includes an interest in the proposed statement. In this case, I seek your 
comments, as these MPSs are relevant to your portfolio responsibilities as Minister of Police. I 
have outlined the main changes to these MPSs below. 

Given your portfolio responsibilities for New Zealand Police, who undertake similar activities, I 
would welcome any insights that you may have. Officials from the Department of the Prime 
Minister and Cabinet have liaised with officials from New Zealand Police and their feedback has 
been incorporated in the attached draft. I understand that New Zealand Police has also provided 
comments on specific operational guidance which the GCSB and NZSIS will incorporate in their 
internal operational guidance on these activities. 

If you have any comments, I would be grateful to receive these by [date]. 

Yours sincerely 

Hon Andrew Little 
Minister Responsible for the GCSB 
Minister Responsible for the NZSIS 
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Key changes to the attached Ministerial Policy Statements 

Changes common to all eleven MPSs 

All MPSs have been amended to: 

• Include a cover sheet (or website landing page) . The cover sheet sets out the overarching 
purpose of the MPSs, so each individual MPS just focuses on the specific activity in 
covers ; 

• Improve readability, by simplifying the language (including the titles of the MPSs) and 
reducing repetition; 

• Separate the context (which is of more interest to the public) and the guidance to the 
agencies; 

• Clarify that the MPS only applies to lawful activity, and set out the legal obligations in 
relation to the activity covered by the MPS; 

• Set out that the agencies are public service agencies and must comply with policies and 
procedures common to all New Zealand public service agencies. 

Changes consistent across the information collection MPSs 

The MPSs now include a description of the information collection framework - setting out the 
methods the agencies use to perform their statutory functions, and revising the scope sections 
to clearly specify what is in scope of each MPS, what is out of scope and what is in scope of 
another MPS. This is as the result of feedback that GCSB and NZSIS employees were 
sometimes confused about which MPS applied to which activity. 

Changes to the Collecting Human Intelligence MPS 

The Collecting Human Intelligence MPS sets out my expectations, as responsible Minister, for 
how GCSB and NZSIS properly collect informatiion from individuals (referred to as human 
intelligence) without an intelligence warrant or authorisation under the Act. 

The main changes to this MPS are: 

• The context section has been made clearer and has been simplified ; 

• The 'warnings' section has been revised to provide more guidance to the agencies on 
how to make a statement to people they en~Jage with that is intended to deter a person 
from a particular course of action . The MPS now stipulates that the agencies must have 
an internal policy to guide this activity; 

• A separate 'conflicts of interest' section has been added, to be clear that employees 
should not be involved in operations where a conflict of interest exists; 

• It now specifies that foreign implications may arise in relation to domestic human 
intelligence activity, and in these circumstances the agencies must consult MFAT. 

Changes to the Publicly Available Information MPS 

The Publicly Available Information MPS sets out my expectations on how GCSB and NZSIS 
properly obtain , collect and use publicly available information. 

The main feedback on this MPS was that the MPS was focused on the use of publicly available 
information in relation to specific persons of interest. The revised MPS has been re-framed to 
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capture the broader range of uses of publicly available information. The range of uses have 
been described. Other changes include: 

• The MPS now includes a requirement that the agencies have an internal policy that 
provides guidance on the collection, use, retention and disposal of large personal datasets 
that were obtained through collecting publicly available information; 

• It includes an example to demonstrate the applicability of section 19 of the Act (which 
provides that the exercise of the right to freedom of expression does not justify activity by 
an intelligence and security agency) in relation to publicly available information. 

Changes to the Section 121 Requests MPS 

The Section 121 Requests MPS sets out my expectations for how the agencies make requests 
under section 121 of the Act. 

The main changes to this MPS are: 

• It now clarifies the scope of a section 121 request. The previous MPS used the term 
'formal requests', which was not clear to operational staff. The revised MPS includes 
more information about what is in and out of scope; 

• It has been revised to make it clear that section 121 requests can include requests for 
information to assess the validity of leads; 

• The oversight section now sets out that the way in which section 121 requests are 
recorded may depend on the request (including a saved email). 
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