
DEPARTMENT OF THE 

PRIME MINISTER AND CABINET 
TE TARI O TE PIRIMIA ME TE KOMITI MATUA 

15 September 2020 

Reference: OIA-2019/20-0582 
Dear

Official Information Act request relating to the Budapest Convention on Cybercrime 

I refer to your request made under the Official Information Act 1982 (the Act), received as a 
partial transfer from the Ministry of Justice on 17 June 2020. The part transferred to the 
Department of the Prime Minister and Cabinet (DPMC) asked for: 

"The NZ government's plans to accede to the Budapest Convention on Cybercrime" 

note the time frame for responding to your request was extended by DPMC on 
15 July 2020 under section 15A of the Act by 30 working days, in order to allow further 
consultations to be undertaken before a decision could be made on your request. I further 
note that this letter of 15 July 2020 refused your request insofar as it relates to Cabinet paper 
"Budapest Convention on Cybercrime: Approval to Initiate the First Stage Towards 
Accession" and the related Cabinet minutes under section 18(d) of the Act, as this 
information is, or will soon be, publicly available on DPMC's website. 

I have taken your request to be for Cabinet Papers, Aides Memoire and Briefings related to 
New Zealand's plans to accede to the Budapest Convention on Cybercrime. The following 
items have been identified as in scope. This material indudes two items prepared by the 
Ministry of Justice for inclusion in DPMC's response to your request. 

Item Date 

1. 20 February 
2018 

2. 9 October 
2018 

3. 22 November 
2018 

4. 7 December 
2018 

5. March 2019 

6. 27 November 
2019 

4264684 

Document Description/Subject Prepared by 

Aide Memoire: Council of Europe Convention DPMC 
on Cybercrime (Budapest Convention) 

Briefing: Budapest Convention accE:lssion - DPMC and MoJ 
opportunities & analysis 

Aide-Memoire: Release of Data Preservation DPMC 
Consultation Paper 

Aide-Memoire: Follow-up: Release of Data DPMC 
Preservation Consultation Paper 

Data Preservation Consultation Paper DPMC and MBIE 

Briefing: Budapest Convention: Le�1islation DPMC 
Bid 

Executive Win\J, Parliament Buildings, Wellington, New Zealand 6011 

� 64 4 817 9698 www.dpmc.govt.nz 
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IN-CONFIDENCE 

DPMC: 4098761 Page 1 of 3 IN-CONFIDENCE 
RELEASE OF DATA PRESERVATION CONSULTATION PAPER Report No.: 60 

Aide-Memoire 
FOLLOW-UP: RELEASE OF DATA 
PRESERVATION CONSULTATION PAPER 

To Minister of Justice (Hon Andrew Little) 
Minister of Broadcasting, Communications and Digital Media (Hon Kris Faafoi) 

From Paul Ash, Acting Director, 
National Security Policy 
Directorate, DPMC 

Report No 1819NSP/060 
Date 7/12/2018 

Purpose 
 To provide you an updated copy of the attached Data Preservation Consultation Paper

(previously dispatched to you on the 22 November 2018), after the incorporation of
feedback from Minister Faafoi.

 This will be dispatched to telecommunications companies and government agencies,
once you agree. Agencies are aiming to dispatch ahead of the Christmas break.

Background 
1. In an earlier briefing dated 9 October, ‘Budapest Convention accession – opportunities

and analysis’, you agreed “that officials will undertake a consultation process with
telecommunications companies on the costs of a data preservation scheme”.

2. Officials from MBIE, DPMC, and the Ministry of Justice subsequently prepared a
consultation paper in consultation with Police, DIA, and Crown Law. It is designed to
discuss the initial costs of the data preservation scheme required in order to accede to
the Council of Europe Convention on Cybercrime (Budapest Convention).

3. The responses received from this Consultation Paper will inform the financial
implications section of a Cabinet paper seeking agreement for New Zealand to formally
request an invitation to accede to the Budapest Convention.

4. Minister Faafoi has returned the paper with feedback to be incorporated, which has been
actioned:
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IN-CONFIDENCE 

DPMC: 4098761 Page 2 of 3 IN-CONFIDENCE 
RELEASE OF DATA PRESERVATION CONSULTATION PAPER Report No.: 60 

o An extended timeline for consultation (due date now Monday 25th February 2019)
on page 4;

o Drawing more attention to the opinion of the Law Commission on data
preservation on page 6;

o Adding a flow diagram to describe the practical application of a data preservation
order on page 7;

o Asking respondents to indicate any sensitive commercial information in their
responses.

5. We also intend to consult with overseas law enforcement partners on their experiences
with their data preservation schemes. This will give us more information on key points,
including the number of data preservation orders we may be able to expect from other
countries.

6. This will be dispatched to telecommunications companies and government agencies,
once you agree. DPMC and MBIE are aiming to dispatch ahead of the Christmas break.

Attachments: 
Attachment A Data Preservation Consultation Paper (updated). 
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IN-CONFIDENCE 

DPMC: 4098761 Page 3 of 3 IN-CONFIDENCE 
RELEASE OF DATA PRESERVATION CONSULTATION PAPER Report No.: 60 

Recommendations 
1. It is recommended that you:

a. note the contents of this aide-memoire;
b. agree to the release of the attached consultation paper to telecommunications companies

and government stakeholders for feedback.
Yes  /  No 

NOTED 

Paul Ash 
Acting Director, National Security 
Policy Directorate  
Department of the Prime Minister and 
Cabinet 

Date:        /         / 2018 

Hon Andrew Little  Minister of Justice

Date:        /         / 2018 

Hon Kris Faafoi Minister of Broadcasting, Communications
and Digital Media 

Date:        /         / 2018 
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DATA PRESERVATION CONSULTATION PAPER 

Towards accession to the Council of Europe Convention on 
Cybercrime 

March 2019
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MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT 
DEPARTMENT OF THE PRIME MINISTER AND CABINET 

2 Data Preservation Consultation Paper 
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MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT 
DEPARTMENT OF THE PRIME MINISTER AND CABINET 

3 Data Preservation Consultation Paper 

Purpose 

DPMC and MBIE are seeking feedback from telecommunications operators on the potential costs and 
practicalities of introducing a data preservation scheme in New Zealand.   

A data preservation scheme would require entities that hold information relevant to a specific 
criminal investigation to temporarily preserve that information, while a production order is sought. It 
is one of a number of potential legislative changes required to allow the New Zealand Government to 
accede to the Council of Europe Convention on Cybercrime, otherwise known as the Budapest 
Convention (“the Convention”).  Accession to the Convention would help to improve Government’s 

ability to proactively prevent, investigate, deter and respond to cybercrime. 

Your feedback will be used to inform analysis of the costs and benefits of introducing a data 
preservation scheme.  This is part of a policy process to inform a decision on accession to the 
Convention. 

If the Government decides to accede to the Convention and make changes to legislation, there will 
also be a further opportunity to make a submission on data preservation (and a broader range of 
issues) to a Parliamentary Select Committee. Select Committees seek submissions from the public 
and must consider any proposed changes before legislation is passed. 
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MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT 
DEPARTMENT OF THE PRIME MINISTER AND CABINET 

4 Data Preservation Consultation Paper 

Request for submissions 

You are invited to make a written submission on the issues raised in this paper. The closing date for 
submissions is 5pm, Monday 1 April 2019.  

Specific questions are listed at the end of relevant sections, and the full set of questions is listed at 
the end of this document. If you feel particular questions are not relevant to you or you do not have 
any particular opinion on a question, then please only answer the questions that are relevant to you. 

We are seeking specific examples, evidence and data to inform our final policy decisions. Your 
responses will be treated as commercial in confidence: please indicate if specific information is 
commercially sensitive. There are no plans to publish this paper or submissions on it, though 
submissions will be subject to the Official Information Act, subject to redaction of sensitive 
commercial information.  

Additionally, as this consultation paper is intended to inform a costs analysis, it would be helpful if 
submissions could indicate whether the different policy options will have an impact on the costs of 
preservation, and the extent of this cost impact, including comparisons where possible (e.g. X will 
have the greatest impact on costs of all of the options discussed in this paper.) 

You can make your submission by emailing it as a Microsoft Word document or PDF to 
communicationspolicy@mbie.govt.nz.  

Important notice 

While your responses to this paper will be treated as commercial in confidence, submissions will be 
subject to the provisions of the Official Information Act 1982. 

This consultation paper is not Government policy. The opinions contained in this document are those 
of the Ministry of Business, Innovation and Employment and the Department of the Prime Minister 
and Cabinet.  

The contents of this consultation paper must not be construed as legal advice. The Ministry and the 
Department do not accept any responsibility or liability whatsoever for any action taken as a result of 
reading, or reliance placed on the Ministry and the Department because of having read, any part, or 
all, of the information in this consultation paper or for any error, inadequacy, deficiency, flaw in or 
omission from the consultation paper. 
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Background 

The Budapest Convention 
The Budapest Convention was adopted by the Council of Europe in 2001. It is the first international 
treaty seeking to address internet and computer crime. It does so by harmonising national laws, 
improving investigative techniques, and increasing international law enforcement cooperation. The 
Convention provides an international best practice standard and benchmark in relation to cybercrime 
laws. 

Accession to the Convention forms a part of improving New Zealand’s posture in relation to cyber 

security and cybercrime, and has long been a part of the Government’s work programme on 

cybercrime, including in New Zealand’s Cyber Security Strategy 2011, and in the Action Plan of New 
Zealand’s Cyber Security Strategy 2015. Other actions achieved to date under the 2015 Strategy 
include the establishment of CERT NZ to respond to cyber security threats in New Zealand, the 
rollout of the CORTEX initiative by the Government Communications Security Bureau, and the 
establishment of a Level 6 Diploma in Cyber Security.  

Acceding to the Budapest Convention: proactively tackling cybercrime 

Internet connectivity brings New Zealand to the world, underpins our prosperity, and helps to negate 
the downsides of distance. However, these new opportunities sit alongside an evolving cyber security 
risk. Cyber enabled threats, including cybercrime, continue to grow in number, scope, and scale.  

Cybercrime frequently occurs across borders, and attacks are often launched using third countries, 
exploiting the uneven landscape of cyber-related laws across different jurisdictions. Cybercrime 
investigations often rely on information and evidence held in other countries and mutual assistance 
legislative arrangements can be slow and complex to navigate, undermining effective law 
enforcement outcomes.  

Given these challenges, the Convention will help achieve better responses to cybercrime in New 
Zealand by:  

 Making sure our criminal law is able to more effectively address cybercrime.

 Enabling us to receive information for investigations and prosecutions.

 Ensuring efficient international cooperation for law enforcement purposes.

Government and industry have shared interests in addressing cybercrime. Both benefit from seeing 
the number of cybercrimes decreasing; from cybercrime being more effectively investigated where it 
occurs; and from the related cost savings and reputational benefits.  Rele
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Data preservation orders 

Benefits of data preservation orders 

The Convention requires countries to have a data preservation scheme in place to accede. With a 
data preservation scheme in place, entities that hold information relevant to a specific criminal 
investigation could be required to temporarily preserve that information, while a production order is 
sought. 

A 2017 report by the Law Commission and the Ministry of Justice (“the Law Commission report”) 

recommended that a data preservation regime be “tightly constrained” and “should not extend 

significantly beyond [the Convention’s] requirements.”1 

Aside from the benefits of acceding to the Convention, data preservation orders could help New 
Zealand to proactively tackle cybercrime by:  

 Ensuring that communications data is reasonably accessible to law enforcement agencies,
while maintaining New Zealand’s long-held commitment to protecting privacy interests.

 Ensuring that New Zealand law is sufficiently harmonised with that of its international
partners, so that efficient co-operation is enabled.

 Formalising and making more transparent law enforcement’s existing arrangements for

preservation of data in New Zealand.

Current state  

Law enforcement currently gains the information it needs using different types of orders: 

 Search warrants – law enforcement agencies use these where they need to physically enter
and search a person or a location.

 Production orders – these are used to require a custodian of documents to deliver them or
make them available.

 Surveillance device warrants – these are used to undertake surveillance or intercept
communications.

 Examination orders – these are used to require a person to answer questions in a specific set
of circumstances, when they have previously refused to do so.

Preservation orders would be an additional type of order law enforcement agencies can use, usually 
to be followed by a production order. They could be used where obtaining a production order would 
be too slow to obtain the data in time (e.g. the data is particularly susceptible to loss or modification; 
or the production order comes from overseas so a specific legal process is required, which can take a 
long time).    

1 https://www.lawcom.govt.nz/sites/default/files/projectAvailableFormats/NZLC-R141-Review-of-the-Search-and-Surveillance-Act-2012-
final.pdf at paragraphs 14.140-14.144. 
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New Zealand Police contributes to the costs of telecommunications companies complying with the 
different types of orders above, currently funding 5,000 – 6,000 production orders per annum with 
the three main telecommunications operators.  

It is also important to recognise that data preservation is distinct from data retention. A data 
retention regime would require entities to store all or most of their metadata, in bulk, for a certain 
time period.  

In practice 

Data preservation orders would only be available for computer data that is stored in the normal 
course of business (both content data and metadata).  

A data preservation scheme does not allow law enforcement to view or take possession of data 
without a warrant or production order. It only requires the holders of the data to ensure it is not 
deleted.  

This data preservation order 
would be provided to the 

telecommunications company 
for action

Once a production order is 

obtained, the preserved data 

would be provided to law 

enforcement (using the usual 

format for intercepted data)
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PART I: PARAMETERS OF DATA PRESERVATION 

Part I outlines some possible parameters of a data preservation regime and asks about their 
resourcing impacts, limitations, and related challenges. 

Duration of preservation 

We are seeking views on the extent to which preserving data for a longer period impacts the costs or 
difficulties of doing so.  

The Convention states that preservation be available for “as long as necessary, up to a maximum of 

ninety days […] A Party may provide for such an order to be subsequently renewed.” The Law 

Commission report recommended that the initial preservation order be effective for no more than 20 
days, and that this timeframe should be able to be extended for up to 90 days.2  

Additionally, we are seeking views on: 

 Whether law enforcement agencies should be compelled to serve notice discontinuing a
preservation order if the grounds upon which the order was made no longer exist; or the
investigation to which it relates to is otherwise discontinued.

 Whether legislation should mandate that preserved data must be destroyed after a
preservation order expires. Canadian legislation requires this.3

Question 1: Would there be any challenges in preserving the data for 20 days? What would 
these be? 

Question 2: How would extending the time period for preservation orders impact the 
difficulty of being able to carry them out? 

Question 3: Would an extension of the order cause any additional challenges? 

Question 4: Should legislation specify that preservation orders be discontinued if no longer 
applicable? Why/why not? 

Question 5: After a preservation order ends, should data be destroyed when a notice is 
received? What procedural challenges could this create? 

Foreign preservation orders 
Accession to the Convention would require New Zealand to make provision for the preservation of 
data at the request of foreign jurisdictions who are also signatories to the Convention.4 It is proposed 
that New Zealand make provision for foreign preservation orders that would parallel, or nearly 

2 Recommendation 53. 

3 Canadian Criminal Code, s 487.0194(2). 
4 At Article 29. 
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parallel, domestic preservation orders.5 The only difference that would relate to costs would be the 
duration of the order.  

This is because while the mutual legal assistance regime provides a structured and transparent 
process for information-sharing, it is recognised across the world that it can be slow. In order to give 
the foreign country time to submit a mutual legal assistance request to obtain data relevant to an 
investigation, the Convention requires that a foreign preservation order would apply for a minimum 
of 60 days, pending the receipt of a mutual assistance request, as opposed to 20 days for domestic 
preservation orders.6 

Crown Law has indicated that it can, in some cases, take six to 18 months for the formal mutual 
assistance process to be completed, which means that the initial 60-day period may need to be 
extended. This could be done upon judicial order, as many times as necessary, subject to certain 
criteria.7  

Question 6: Would there be any difficulties with keeping preserved data for different periods 
depending on whether the order comes from a domestic or foreign source? What procedural 
or other changes would you need to make to do this? 

Question 7: Would complying with a foreign order that is extended multiple times cause any 
challenges? 

Forward-looking preservation orders 

The preservation of historic data (‘retrospective preservation’) would be the most important to 
preserve for law enforcement purposes, because these agencies’ focus is more likely to be on events 

that have occurred in the past (i.e. when a crime has been committed).  

However, in some circumstances, the behaviours of the alleged offender or victim after the criminal 
incident may also be relevant to law enforcement, in which case a ‘prospective’ data preservation 

order could be used for data that comes into the possession of the provider after they have received 
the order. One way this could work is an obligation on the recipient of the order to provide a series 
of ‘one-off’ preservation requests (e.g. ‘take a regular snapshot of an email account on these 
particular dates’). This would help to conceptually separate prospective preservation orders from 
surveillance device warrants. 

We are interested in what challenges and/or cost implications prospective preservation would 
create, and what would be required to allow this to happen. We note that: 

 The Convention does not require prospective preservation. However, a number of overseas
jurisdictions, including Australia, have adopted prospective preservation data retention
schemes.

5 The Law Commission report made a similar recommendation, stating that “as a matter of principle, foreign countries should not have 
access to more extensive law enforcement powers in New Zealand than domestic agencies.” 

6 The Law Commission has also recommended this time period.)
7 This would comport with New Zealand’s existing mutual assistance regimes and s 130 of the Criminal Proceeds Recovery Act.
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 A regime that was purely retrospective could encourage law enforcement agencies to issue
or obtain multiple data preservation orders during the course of an investigation, so that
data being generated from day to day and stored for only short periods was not being lost.

 Production orders in New Zealand can require ongoing production of relevant materials
while the order is in force.8

Prospective preservation could also be limited to specific types of data (e.g. only call-associated 
data), specific agencies (e.g. only Police), or specific offences (e.g. those that carry a possible 
sentence of 7 years or more).  

Question 8: What are the key implementation issues for prospective preservation that would 
impact on costs? Would you need to make a high degree of infrastructural or process change 
to enable this?  

Question 9: If data preservation orders were to have a prospective element, should they have 
additional limiting parameters (for example, should there be limits on the types of data that 
are able to be prospectively preserved)? What would the challenges in implementation be if 
there were / were not additional limiting parameters? 

Types of data to preserve 

Some of the most important data for law enforcement purposes is metadata, location data, and 
content data. Other types of data could include ‘traffic’, subscriber, and billing data.  

The Convention requires that preservation be “of specified computer data, including traffic data.” 

Computer data is defined broadly, and so would include most (if not all) types of telecommunications 
data. (We would expect there to be only occasional preservation requests for the engineering/cell 
tower data.) 

 Computer data is defined in the Convention as “any representation of facts, information or

concepts in a form suitable for processing in a computer system, including a program suitable
to cause a computer system to perform a function.” This could include a wide range of types
of data, and would apply whether or not these communications are successfully sent or
received.

 Traffic data is defined in the Convention as “computer data relating to a communication by

means of a computer system, generated by a computer system that formed a part in the
chain of communication, indicating the communication’s origin, destination, route, time,

date, size, duration, or type of underlying service” It could include also include data on what

cell tower a mobile phone is using to connect to the network (this is similar to the definition

8 Search and Surveillance Act 2012, s 71(2)(g). 
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of call-associated data in the Telecommunications (Interception Capability and Security) Act 
2013 (“TICSA”)).9  

Question 10: What challenges might arise from only applying a preservation scheme to 
certain types of data (e.g. content data), within the existing framework for providing data to 
law enforcement? What procedural or other changes would you need to make? 

Question 11: Looking to future technological developments, will there be new types of data 
that would not fit within the envisioned categories described above? What are the challenges 
in retrieving or preserving these types of data? 

Penalties for non-compliance with a preservation order 

The Law Commission report recommends that non-compliance with a preservation notice should be 
an offence, without specifying a penalty of a dollar amount or imprisonment term.10 

A starting point for comparison could be production orders. The penalty for failing to comply with a 
production order is up to one year’s imprisonment for an individual or, in the case of a body 

corporate, to a fine not exceeding $40,000.11  

Preservation orders could be seen as a ‘lower level’ type of order than production orders. However, 
vital data could still be lost if preservation orders are not complied with properly, which could have 
ongoing adverse implications for law enforcement outcomes.  

Question 12: Should the maximum penalty for failing to comply with a preservation order be 
equivalent to the penalty for failing to comply with a production order? Why/why not? 

9 See section 3 of TICSA 

10 Recommendation 53. 
11 Search and Surveillance Act 2012, s 174. 
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PART II: COSTS AND FUNDING OF A DATA PRESERVATION 
REGIME 

Part II seeks feedback on the different types of costs to telecommunications companies of a data 
preservation regime, and seeks to quantify these costs. It then seeks initial thoughts on the allocation 
of these costs.  

Categories of costs 
It is our understanding that prospective costs would fall into four categories: 

 Additional time and resources spent on receiving and checking an order.

 Additional infrastructure to hold stored data, if this would be necessary.

 Processing capacity to copy and store the data.

 Other compliance and staffing costs.

Question 13: Do you agree with our above assessment of the categories of prospective costs? 
What other categories of costs might be incurred by compliance with a data preservation 
regime, if any? 

Quantifying costs 
The parameters of a data preservation regime, as discussed in Part 1 of this document, are: 

 Duration of preservation.

 Forward-looking preservation orders.

 Types of data to preserve.

 Penalties for non-compliance with a preservation order.

As mentioned above, New Zealand Police already contribute to the costs of telecommunications 
companies complying with these orders, currently funding 5,000 – 6,000 production order enquiries 
per annum with the three main telecommunications operators. Therefore, only the incremental costs 
of preservation orders will be relevant – excluding the costs that industry already incurs when 
complying with other types of law enforcement orders. 

Number of orders 

We are interested in how the number of preservation orders received might affect costs. Formalising 
a data preservation regime and allowing other nations to access it would likely mean the number of 
preservation orders increases.  

We do not expect the number of data preservation requests to be high (approximately 30 per 
annum). However, we are seeking views on how the difficulties, costs, and cost-benefit analyses of 
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complying with the scheme would change at various intervals (including upper and lower extremes) 
of the possible number of requests received.   

Question 14: How would increasing the number of preservation orders impact the difficulty 
of carrying them out? What changes would you have to make to your processes, 
infrastructure etc. to be able to do so? 

Please answer this question with reference to specific numbers of requests: e.g. for 2, 10, 30, 
50, 100, 500, 5000, 10,000 preservation requests received, how would difficulties, costs, and 
cost-benefit analyses change? 

Question 15: Please list any other parameters of a data preservation regime that could have a 
cost impact. 

Question 16: Please provide a general comment on which parameters would have the 
greatest and smallest cost impacts and why. 

Question 17: Please provide some estimates of the costs that would be incurred by a data 
preservation regime. Give the lowest and highest bounds, allowing for variances in the above 
parameters (e.g. the total cost for a data preservation regime with retrospective preservation 
would be X, but with prospective preservation would be Y). If possible please provide detailed 
breakdowns of costs. 

Allocation of costs 
The Convention does not comment on the allocation of data preservation regime costs between 
government and industry. New Zealand Police currently funds 5,000 – 6,000 production order 
enquiries per annum with the three main telecommunications operators under current 
arrangements in TICSA. We are seeking views as to what cost allocations should govern a data 
preservation regime, and whether the current TICSA arrangements provide the best structure.  

Under current arrangements in TICSA,12 telecommunications companies are responsible for 
providing the infrastructure to enable interception and seizure of data, but law enforcement 
reimburses the cost of the extraction of data in individual cases. If the telecommunications company 
materially prejudices the investigation through non-compliance with TICSA, law enforcement does 
not have to pay for the costs of interception. Disputes are resolved by mediation or arbitration. 

Question 18: We seek initial views on the appropriate funding allocation scheme for data 
preservation. 

Question 19: If the TICSA regime is used as a starting point, how it would apply in the data 
preservation context? Would there be any differences or difficulties? 

12 ss 114-117. 
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Full list of questions 

Question 1: Would there be any challenges in preserving the data for 20 days? What would these be? 

Question 2: How would extending the time period for preservation orders impact the difficulty of 
being able to carry them out?  

Question 3: Would an extension of the order cause any additional challenges? 

Question 4: Should legislation specify that preservation orders be discontinued if no longer 
applicable? Why/why not?  

Question 5: After a preservation order ends, should data be destroyed when a notice is received? 
What procedural challenges could this create? 

Question 6: Would there be any difficulties with keeping preserved data for different periods 
depending on whether the order comes from a domestic or foreign source? What procedural or 
other changes would you need to make to do this? 

Question 7: Would complying with a foreign order that is extended multiple times cause any 
challenges?   

Question 8: What are the key implementation issues for prospective preservation that would impact 
on costs? Would you need to make a high degree of infrastructural or process change to enable this? 

Question 9: If data preservation orders were to have a prospective element, should they have 
additional limiting parameters (for example, should there be limits on the types of data that are able 
to be prospectively preserved)? What would the challenges in implementation be if there were / 
were not additional limiting parameters?  

Question 10: What challenges might arise from only applying a preservation scheme to certain types 
of data (e.g. content data), within the existing framework for providing data to law enforcement? 
What procedural or other changes would you need to make? 

Question 11: Looking to future technological developments, will there be new types of data that 
would not fit within the envisioned categories described above? What are the challenges in 
retrieving or preserving these types of data? 

Question 12: Should the maximum penalty for failing to comply with a preservation order be 
equivalent to the penalty for failing to comply with a production order? Why/why not?  

Question 13: Do you agree with our above assessment of the categories of prospective costs?  What 
other categories of costs might be incurred by compliance with a data preservation regime, if any?  

Question 14: How would increasing the number of preservation orders impact the difficulty of 
carrying them out? What changes would you have to make to your processes, infrastructure etc. to 
be able to do so?  

Please answer this question with reference to specific numbers of requests: e.g. for 2, 10, 30, 50, 100, 
500, 5000, 10,000 preservation requests received, how would difficulties, costs, and cost-benefit 
analyses change?  
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Question 15: Please list any other parameters of a data preservation regime that could have a cost 
impact.  

Question 16: Please provide a general comment on which parameters would have the greatest and 
smallest cost impacts and why.  

Question 17: Please provide some estimates of the costs that would be incurred by a data 
preservation regime. Give the lowest and highest bounds, allowing for variances in the above 
parameters (e.g. the total cost for a data preservation regime with retrospective preservation would 
be X, but with prospective preservation would be Y). If possible please provide detailed breakdowns 
of costs.  

Question 18: We seek initial views on the appropriate funding allocation scheme for data 
preservation. 

Question 19: If the TICSA scheme is used as a starting point, how it would apply in the data 
preservation context? Would there be any differences or difficulties? 
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U N C L A S S I F I E D

290729 1 

In Confidence 

Office of the Minister of Justice 
Cabinet Legislation Committee 

Accession to the Council of Europe Convention on Cybercrime (the Budapest Convention) 
Bill: Request for Priority in the 2020 Legislation Programme 

Summary information 
1 Give the following details about the bid for legislation: 

1.1 the portfolio of sponsoring Minister; Justice; 
1.2 the department responsible: Ministry of Justice (contact Lauren McIntosh, Policy 

Manager, Criminal Law, Ministry of Justice, 04 494 1084); 
1.3 the title of the proposed Bill: Accession to the Council of Europe Convention on 

Cybercrime (the Budapest Convention) Bill 
1.4 the proposed ranking of Bill within the bids from this portfolio:18 of 20; 
1.5 the estimated size and complexity: medium size and of medium complexity; and 
1.6 the proposed priority:  

2 The Accession to the Council of Europe Convention on Cybercrime Bill would bring New 
Zealand law in line with the legislative requirements of the Budapest Convention prior to 
accession. Changes would be made to the Search and Surveillance Act 2012, the Mutual 
Assistance in Criminal Matters Act 1992, and the Crimes Act 1961, as well as promulgation 
of an Order in Council under the Customs and Excise Act 2018 or the Imports and Exports 
(Restrictions) Act 1988, as described below.   

Policy 
3 Cybercrime is difficult to mitigate due its borderless nature.  Harm can include fraud and 

theft, identity theft, and the online publishing of child exploitation material and terrorist 
content. This harm can come from criminals outside New Zealand who target New 
Zealanders, and from New Zealanders committing crimes online in other countries. 

4 The Council of Europe Convention on Cybercrime (the Budapest Convention) is a treaty 
that enables international co-operation on cybercrime.  While the Convention is a Council of 
Europe instrument, it is open to all states to accede by invitation.  

5 Accession to the Budapest Convention would enable broader access to information sharing 
on current threats and best practice to better aid law enforcement. It would provide New 
Zealand agencies easier access to data to help prevent, mitigate, investigate and prosecute 
cybercrime by and against New Zealanders. It would also increase international law 
enforcement co-operation, and the opportunity to engage in negotiations on future 

___________
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agreements to ensure New Zealand’s interests are represented.  Accession would increase 
New Zealand’s contribution to fighting cybercrime globally. 

6 Accession to the Convention would have significant reputational value for New Zealand. It 
would demonstrate support for best practice standards established by the Convention, and 
broader support for a rules-based international order. Accession is a key priority in New 
Zealand’s Cyber Security Strategy 2019 [CAB-18-MIN-0127].   

7 Legislative changes are required to bring New Zealand law in line with the Budapest 
Convention prior to accession.  Changes would be presented to Parliament in detail as an 
omnibus Bill. They include:  
7.1 data preservation orders (which would require entities that hold specific information 

relevant to a specific criminal investigation to preserve that information temporarily, 
while a production order is sought); 

7.2 third party confidentiality orders (requiring third parties who are aware of the 
execution of a surveillance device warrant or preservation order to keep this 
confidential to protect investigations);  

7.3 adjustments to New Zealand’s domestic mutual assistance law; and 
7.4 minor changes to some elements of our computer crime offences. 

8 In addition, an Order in Council would be promulgated under either the Customs and Excise 
Act 2018 or the Imports and Exports (Restrictions) Act 1988 to prohibit the intentional 
import of hardware for a computer crime. This is also required in order to accede. 

9 Cabinet approval is required for agreement for New Zealand to accede to the Budapest 
Convention. The Minister of Broadcasting, Communications and Digital Media and I will 
jointly take a paper to Cabinet in early 2020. Accession is subject to the satisfactory 
completion of the Parliamentary treaty examination process and implementation of 
necessary legislation.  

Need for legislation 
10 Legislation is required in order to meet the domestic legislative requirements of the 

Budapest Convention by its party members prior to accession. 
11 The proposed priority of the Bill is  

 

12 Amendments have been made within the last year to the Crimes Act 1961 to introduce a new 
offence and repeal another. These amendments are unrelated to this proposal. The other 
pieces of legislation captured in this Bill have not been amended recently. 

Compliance 
13 The Bill is expected to comply with each of the following: 

13.1 the principles of the Treaty of Waitangi; 
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13.2 the rights and freedoms contained in the New Zealand Bill of Rights Act 1990 and 
the Human Rights Act 1993; 

13.3 the principles and guidelines set out in the Privacy Act 1993; 
13.4 the relevant international standards and obligations; and 
13.5 the Legislation Guidelines (2018 edition), which are maintained by the Legislation 

Design and Advisory Committee. 
The principles of the Treaty of Waitangi 
14 The Crown has a responsibility to inform Māori of upcoming developments in international 

law. The Convention touches upon issues of significance for Māori, including international 
relations, the justice system, search and surveillance, human rights and data sovereignty. 

15 Data preservation orders, such as those required under the Budapest Convention, would 
require entities that hold data, that is in danger of being lost, to preserve it temporarily on 
their systems, while a production order is sought. As this tool would be used in relation to a 
variety of data types, acknowledgement should be made of the rights guaranteed under the 
Treaty in which Māori have rangatiratanga over their data.  

16 The legislative requirements of the Budapest Convention require the addition of third party 
confidentiality orders for surveillance device warrants and preservation orders. These orders 
would require third parties aware of the order to keep that knowledge confidential. The 
addition of third party confidentiality for surveillance device warrants and preservation 
orders may raise concerns, in the context of perceptions that search and surveillance powers 
have been used disproportionately against Maori. 

17 In order to better understand and mitigate the issues raised in this Treaty analysis section, 
officials would undertake targeted consultation with Māori before any legislation is 
developed. This consultation would ensure that Māori with an interest in international 
relations, the justice system, search and surveillance, privacy, and data sovereignty would be 
provided the chance to identify the Māori interests in these proposals and how they might 
best be protected. This would help guide the development of legislation. I consider this to be 
an important means to engage with Māori and ensure that their voice is represented if this 
work were to progress. 

18 Reference should also be made to the Wai 262 report which discusses Treaty principles in 
relation to international instruments. This chapter discusses past engagement with Māori in 
relation to international instruments such as the Agreement on Trade-Related Aspects of 
International Property Rights, as well as the framework that the Crown has used to engage 
with Māori. I consider it important for this proposal to acknowledge this history of 
engagement with Māori when negotiating or considering accession to international 
instruments, such as the Budapest Convention. 

New Zealand Bill of Rights Act 1990 and the Human Rights Act 1993 
19 Some legislative changes required for accession have human rights implications. Data 

preservation orders require consideration of section 21 of the New Zealand Bill of Rights 
Act, which addresses protection against unreasonable search and seizure. Preserving an 
individual’s data could be perceived to impose upon this.  
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20 However, data preservation orders would only preserve a discrete ‘snapshot’ of data.  They 
would be narrow in scope and are already held by a service provider in the normal course of 
business. The criteria to issue a data preservation order would be stringent enough to ensure 
that rights are not unduly imposed upon.   

21 Extending third-party confidentiality to data preservation orders, and surveillance device 
warrants also requires consideration of sections 21 – 27 of the New Zealand Bill of Rights 
Act, which address search, arrest, and detention. This is because individuals would be 
unaware that their data was being stored or accessed by enforcement agencies. 

22 However, these sections require the person to be informed only where a charge is laid.  Data 
preservation orders, and surveillance device warrants are used at the early, evidence-
gathering stage of an investigation. The former does not allow data to be handed over.  The 
latter is only available for very serious offending. Once evidence has been gathered using 
these tools, the person would be informed if a charge were to be laid. 

23 I believe all legislative changes are justifiable and sufficiently safeguarded.  New Zealand 
law has multiple safeguards in place for various criminal offences and law enforcement 
powers. These protections would apply to the legislative changes required to accede to the 
Convention, including where other countries use them through the mutual assistance 
process. These safeguards include judicial authorisation for search warrants and production 
orders, and human rights provisions in mutual assistance laws.   

24 There are general provisions on human rights in the Budapest Convention, which all states 
party must adhere to. These cover due process, territorial sovereignty, and requiring human 
rights protections of states party, and are broadly echoed in New Zealand law.  

Binding on the Crown 
25 This Bill will be binding on the Crown. 
Consultation  
26 The Ministry of Justice and the Department of the Prime Minister and Cabinet are jointly 

leading this project. 
Public consultation 
27 Accession to the Budapest Convention is included as a key area of focus in the New Zealand 

Cyber Security Strategy 2019.  The strategy was widely consulted.  Officials engaged with 
stakeholders from a range of non-government and private sector organisations and the public 
through workshops, an online feedback form, and discussion groups in Auckland, 
Wellington and Christchurch. Over 200 participants from all sectors joined these discussion 
groups. Overall, there was clear and strong support for accession.  

28 The Law Commission and the Ministry of Justice undertook extensive public consultation as 
part of their joint review of the Search and Surveillance Act 2012, including on the possible 
introduction of a data preservation scheme and acceding to the Budapest Convention. The 
resulting report recommended that the Government consider accession to the Budapest 
Convention. The report also set out suggested parameters for a data preservation scheme 
which officials are taking into account in the detailed policy design of the scheme.  

29 Officials propose carrying out further targeted consultation before beginning work on 
legislative development. This further consultation would be a means for officials to work, 
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particularly with Māori, to ensure that the legislative changes are in line with public 
interests. 

30 There will be further opportunities for public consultation and scrutiny through the Select 
Committee process. Select Committees will take public submissions on Convention 
accession during the Parliamentary treaty examination process; and on the specific 
legislative changes required during the passage of implementing legislation.  

Telecommunications companies and other affected parties 
31 Telecommunications companies and other affected parties, and law enforcement agencies, 

were consulted on the parameters of a data preservation scheme.

Government Agencies 
32 This paper was prepared by the Department of the Prime Minister and Cabinet and the 

Ministry of Justice.  The following departments have been consulted in preliminary policy 
work and preparation for Cabinet discussions: Crown Law; Department of Internal Affairs; 
Ministry of Business, Innovation and Employment; Ministry of Foreign Affairs and Trade; 
Ministry for Primary Industries; New Zealand Customs Service; New Zealand Police; the 
Serious Fraud Office; The Treasury; Te Arawhiti; and Te Puni Kōkiri. The Office of the 
Privacy Commissioner has also been consulted. 

Associated regulations 
33 No regulations will be needed. 
Timeline 
34 The proposed timing for the legislation is: 

Step Proposed date Consistency assurance 

Date on which final policy 
approvals were, or will be, 
obtained from Cabinet. 

1 May 2020 - 

Date on which final drafting 
instructions were or will be 
sent to the Parliamentary 
Counsel Office or other 
drafter.  

Date by which the Bill will be 
released for exposure draft (if 
an exposure draft is planned). 

- 

Date by which the Bill will be 
provided to the Ministry of 
Justice (or the Crown Law 
Office if applicable) for an 
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assessment of consistency with 
the New Zealand Bill of Rights 
Act 1990. 

Dates on which the Bill will be 
before LEG and Cabinet for 
approval for introduction.  

Date by which any policy 
decisions for associated 
regulations will be before 
Cabinet. 

- 

Date requested for introduction 
of the Bill. 

Date of report back from select 
committee.  

Date on which final policy 
approvals will be obtained 
from Cabinet for any 
substantive SOP to Bill (if 
already introduced) 

- 

Date on which final drafting 
instructions were or will be 
sent to the Parliamentary 
Counsel Office or other drafter 
for any substantive SOP to Bill 
(if already introduced). 

- 

Date by which final drafting 
instructions for any associated 
regulations will be sent to the 
Parliamentary Counsel Office. 

- 

Date of enactment. 

Date of commencement. 
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Recommendations  
35 The Minister of Justice recommends that the Committee: 

35.1 note that the Accession to the Council of Europe Convention on Cybercrime (the 
Budapest Convention) Bill will implement legislation required by the articles of the 
Budapest Convention;  

35.2 approve the inclusion of the Accession to the Council of Europe Convention on 
Cybercrime (the Budapest Convention) Bill in the 2020 Legislation Programme, 
with a priority ;  

35.3 note that drafting instructions will be provided to the Parliamentary Counsel Office 
; 

35.4 note that the Bill should be introduced no later than ; 
35.5 note that the Bill should be passed no later than . 

Authorised for lodgement 

Hon Andrew Little 
Minister of Justice 
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OPTIONS FOR IMPLEMENTING THE BUDAPEST CONVENTION Report No. 1920NSP/056 

Table 1: Options analysis 
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Accession to the Budapest Convention – Cabinet paper 
Hon Andrew Little, Minister of Justice 
12 March 2020 

Approved by: Oliver Sanders, Sentencing and Rehabilitation, Policy Group, 12 March 2020 

Purpose 
1. This aide memoire will support your discussion at SWC on 1 April about the attachedCabinet paper seeking an in-principle decision for New Zealand to accede to the Council

of Europe’s Budapest Convention on Cyber Crime (“the Budapest Convention”). 
Background on the Budapest Convention and work to date 
2. The Budapest Convention seeks to harmonise international laws on cybercrime.  Itenables international cooperation between law enforcement agencies and the sharing of

best practice on countering cyber threats.  The Budapest Convention establishes a modellaw that covers: 
 pure cybercrime – criminal acts where a computer or network is the target of the

offence (e.g. deploying malicious software);
 cyber-enabled crime – criminal acts that are assisted by technology (e.g. cyber-enabled fraud or the distribution of child exploitation material); and 
 law enforcement access to criminal evidence stored electronically.

3. In October 2018 you agreed to take a joint paper to Cabinet – along with Hon Faafoi, the
Minister of Broadcasting, Communications and Digital Media – seeking Cabinet’sagreement for New Zealand to accede to the Budapest Convention (DPC-2017/18-1337refers).  This paper noted that only minor amendments would be required to bring New
Zealand laws into alignment with the Budapest Convention, of which the creation of adata preservation scheme is the most significant. 

4. You and Hon Faafoi instructed officials to draft a Cabinet paper and to consult withtelecom companies about the details of a data preservation scheme.  Consultation with
telecom companies was carried out in March 2019, 

5. Last November, Hon Faafoi agreed to delay the Cabinet paper until early 2020 to allow
for targeted engagement with Māori. In January, officials met with representatives of
Māori-owned tech firms, along with academics and other experts on Māori data
sovereignty.  This engagement was positive, surfacing a range of interests within thewider in cyber policy domain. However, participants did not feel ready to confirm theirspecific interests in accession.

The Cabinet paper proposes a two-step approach to accession 
6. The attached paper proposes a two-step process to enable accession to the BudapestConvention – an in-principle decision to be taken by Cabinet in early April, to be followedby a confirmation decision in June.
7. An in-principle decision in April would enable the Minister of Foreign Affairs to formallyexpress New Zealand’s interest in acceding.  This would trigger the Council of Europe to

1 17 telecommunication companies and Internet NZ were invited to provide comment on the creation of a data 
preservation scheme, eight provided comment. 
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issue New Zealand with an invitation to accede, which would give New Zealand “invited 
party” status for five years.  During these five years, New Zealand would be able toparticipate in ongoing negotiations on additional protocols to the Convention, while completing all the necessary steps to accede (including parliamentary treaty examination 
and passage of required legislation). 

8. This two-step approach balances our desire to engage further with Māori with the
following pressing international interests: 2

 parties to the Budapest Convention are set to negotiate a Second Additional
Protocol to the Convention New Zealand must express an interestin accession by early-Apr pate. The Protocol seeks to regulate
international law enforcement access to evidence held in the cloud. 



 New Zealand is the only five-eyes member not party to the Budapest Convention.



9. The Ministry of Foreign Affairs and Trade has confirmed that New Zealand expressinginvitation to accede would represent a political commitment to accede to the BudapestConvention, but that it would not be legally binding.
Proposed next steps on consultation ahead of the June confirmation 
10. A consultation document outlining the impact for New Zealand of accession to theBudapest Convention is attached to the Cabinet paper.  It is proposed that this document

be released for further public engagement ahead of the June Cabinet paper.  Thisengagement will feed into the National Interest Analysis that will accompany the June
Cabinet paper, which will need to be submitted to Parliament for scrutiny.

11. Further engagement will ensure that officials are able to confidently advise Cabinet onwhether New Zealand should make any formal declarations or reservations as part of
accession.3

2 Participants in the hui in January explicitly requested that further opportunities be provided for a wider range 
of Māori groups to make their views known to the Crown. 
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Interaction with Budget 2020 
12.

13. There are no direct financial implications of the attached in-principle Cabinet paper.
However, the paper does note that there will be implications associated with the
confirmation paper in June

14. There are options available to progress with accession .Upon receiving invited party status, New Zealand will haall the necessary steps to accede.  During this time:
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Accession to the Budapest Convention – Cabinet paper 
Hon Andrew Little, Minister of Justice 
20 May 2020 

Approved by: Oliver Sanders, Sentencing and Rehabilitation, Policy Group 20 May 2020 

Purpose 
1. This note updates you on a Cabinet paper that you are jointly taking to the SocialWellbeing Committee on 27 May with Minister Faafoi.  The paper seeks in-principle

approval for New Zealand to accede to the Council of Europe’s Budapest Convention on 
Cyber Crime (“the Budapest Convention”), and approval to further public consultation onthe matter.     

Background on the Budapest Convention and work to date 
2. In October 2018 you agreed to take a paper to Cabinet – with the Minister ofBroadcasting, Communications and Digital Media – seeking Cabinet’s agreement for

New Zealand to accede to the Budapest Convention (DPC-2017/18-1337 refers).  Thispaper noted that only minor amendments would be required to bring New Zealand laws
into alignment with the Budapest Convention, of which the creation of a data preservation
scheme is the most significant.1 Minister Faafoi’s office has led ministerial consultationon the paper.   

3. The Budapest Convention seeks to harmonise international laws on cybercrime.  Itenables international cooperation between law enforcement agencies and the sharing ofbest practice on countering cyber threats.  The Budapest Convention establishes a model
law that covers:

 pure cybercrime – criminal acts where a computer or network is the target of the
offence (e.g. deploying malicious software);

 cyber-enabled crime – criminal acts that are assisted by technology (e.g. cyber-
enabled fraud or the distribution of child exploitation material); and

 law enforcement access to criminal evidence stored electronically.
4. You and Minister Faafoi previously instructed officials to consult with telecom companiesabout the details of a data preservation scheme.  Consultation with telecom companies

was carried out in March 2019, 

5. Last November, Hon Faafoi agreed to delay the taking of the Cabinet paper until early2020 to allow for targeted engagement with Māori.  In January, officials met with
representatives of Māori-owned tech firms, along with academics and other experts on
Māori data sovereignty. This engagement was positive, surfacing a range of interests
win the wider cyber policy domain.  However, participants did not believe they had
sufficiently engaged with the Budapest Convention itself to confirm their interests inaccession. 

1 A data preservation scheme would enable orders to be issued requiring technology companies to temporarily 
refrain from deleting information related to criminal offending. This allows time for mutual assistance requests 
from foreign jurisdictions to be processed by Crown Law and production orders to be sought under the Search 
and Surveillance Act, if appropriate.  
2 17 telecommunication companies and Internet NZ were invited to provide comment on the creation of a data 
preservation scheme, eight provided comment. 
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This paper is the first step towards accession, but further work is required 
6. The attached paper proposes a three-step process to enable accession to the BudapestConvention – an in-principle decision to be taken now, to be followed by public

consultation later this year, and a confirmatory decision in April 2021. 
7. The first step is an in-principle decision from Cabinet.  This will enable New Zealand to

gain “invited party’ status for five years and will allow us to take part in negotiations(occurring later this year) on a potential Second Additional Protocol to the Convention.
This Additional Protocol relates to international law enforcement cooperation and mutual
assistance in respect of criminal evidence held in “the cloud”.

8. The second step is to consult further with the public on the proposal.  The paper seeks
Cabinet’s agreement to publish the consultation document in annex one. This will
support further engagement (later in the year) with the telecommunications industry,Māori, and civil society (particularly groups with an interest in human rights and privacy).
Consultation with these groups to date have been positive, but parties have indicatedthat further detailed information about the convention is required to support them to
identify their full range of interests.3

9. The third step is to come back to Cabinet in April 2021 seeking a final decision on
accession. This paper will include detail on the legislative changes required to progressaccession, taking into account information gained from consultation, and will include afull national interest analysis. This would trigger Parliamentary Treaty Examination before
legislation was introduced.

Implications for future Budget rounds 
10. There are no costs to the Crown arising from this paper.  However, if Cabinet does

confirm its decision to accede next year there could be some financial implications,
specifically: 
a) Costs incurred by telecommunications and other companies in complying withdata preservation orders. These costs are estimated at approximately $1.5

million per annum. However, this figure is sensitive to the design of the scheme,
including the scope of preservation orders, and the scale of requests under theConvention. A decision would be required about whether the Crown would 
contribute to those costs, and if so, the model for cost allocation.

b) Operational departmental costs to progress and implement the legislative 
changes required to accede, and to service New Zealand’s participation in the
Convention (including travel costs and overheads).

11. Further advice on the financial implications will be provided when officials report back to
Cabinet in April 2021.

3 Participants in the hui in January explicitly requested that further opportunities be provided for a wider range 
of Māori groups to make their views known to the Crown. 
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